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=
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ZEIER.

e None: ZEFNME,

A “None”

FIFITRN BHERAVERTAN, 1ZEWK, CacheCadegtf

SIS E IR,

e 64K

e 256K

ZRAR “64K"
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=
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AR,

W © BIEERRABIRAR

51



BfEELLIRSSES iBMC
B 5 WebUI /48

S|3 IEPERFEEL.

s ok Eamas,

IS BRI RS

W6 BHEMAREN BE .
R P R AR,

5-20 {EXR RS

e = =25 SEH
=] = = .y CI\._”\.E v
B
S| REYEREN RE" .
SRR IR .
5-21 {SBUTERE R
x
i3 |
BERE 2=
27 = =

S8 SE&FS-15WEBTULIHTES.

W © BIEEREABIRAT 52



Bf5iaLLARSS=S iBMC

FBFiEr

5 WebUI 13

2 5-15 PR EYIEEFRCE TR

[T=101

1588

Bahige&

YIRS R, BiE:
e Primary: REYIEEZNFE—SENA,
e Secondary: REYIERNE SN,
o All: EEYIERANE—FE_FEIN.
e None: XIWNEE{ENEINRE.
2N “None” ,
i58E
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EOABNE: AES
BB
o DESEXAFELREMRE, BINfEFAESTHAES256E;E,

o NIEEIAAES256 HEESENEIASHA256 . SHA384aSHAS 1218
{8,

SRIEEH TR PR RERE.

W © BIEERRABIRAR 103



Bf5iaLLARSS=S iBMC

FFfEr 5 WebUI 1143
28 ik
Rtz REFXSTEERPANEX.
1588
IEMBFE. B0, URSSHIZAFHEETE.
BH BGRIESRFER.

S8|3 Bl "RE .
PREHES SR
(1) i588
IEMBFEBNINZE, BEENTZELER.

illEE T
$E1 EAMEBRFSIERT, ESNRRRIRFYIRANERE "R .
SR I ARHEE.
SE2 MAISRIRAFNEREEFRE "HE" .
B BRI . RPYIRPIZAPEREHEK.

(RARi
o TEEFIRERFARRE, FEEBMCUSAMNAINGE, RERFBESSHERBMCRSH
L EFE—E,
o FPAFRESA—RE, EFEXERNH, FEMRESANLPEESNHIIQER.
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SB2 BE PRI FEES L.
L 5288
o FHEMEIENN "hpm” , RAFEITIOMB,

o FHERSIHRIEEMN: THHF. KMNERNFH. =8 BiES () /5 (), Tk
(_) TEEs (-) Ak

$E|3 (L) @ik "FrRGEMEIERIBMC, EFHRIEIFER" RISHISIHE.
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(RART):
o NAENERTFIBMCHEIRE,
o (XEEIELLARSSESTS02F-F303 15,
£]4 BE "THAAR" .
SHHXEER A T™MER:
ERTHERITIRE?
£E|s B HE
IBMCEFEF eI THEIGERE,
HRAINE,  IBMOSHABMEEHIMEEERNHE.
BOES Lo, EeTiEEEmNKERIIBMCIERERERIH.
S

HEEH (FRIEE)

ANMREERTSIFEISPHRRIES (HIankd-K. RAID-RFEEEEY) |, Frkar,
FEL M ERES T REAER X

SE EE EER > TREE .

$E2 oRlRE AR M ERXM IRERY I S EET RSN
B3,

(L) 5288
o FHESUHHIEINA “zip” |, BAFERIZ499MB,
o EBNMHAMEHN "asc” (pgp) B "p7s" (cms) , ERANEILIOMB,
SHW3 B HE .
SEHYIEER A TMER:
RAVRNEISPERFEIRE TIXOSMSPER?

(RERIS:
o WIRFTE HEHMEMARE, BE "IH , EESEMPRINE HEREAFAREME
B,
o IRFTEFRCLENEMARE, BE "IWH" , REBRE "B | BREELLEN
Mt

£;|a B WA

BN “SPEIR" Fm,
£E5 1§ "OSMSPIEN" REANFBRES, FERLAYNRERIASHEERRSE "L .
#£he FHERSE/HANSPHEREN .

R EIES IXINARAEISmart ProvisioningFF45Ra.
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1#2 iBMC BEIHRYSRIS St
IBERIERERIBMCEGIUREGS . LR FREH RIS ETPRIMEIRF.
B £ RAMERT RET, BE UASXREGELR .
SEHHEERRATMER:
EEEA RO KRGER?
SE2 BE HEE .
FERT "R XREEIRRT" .
tIigRIhE,  IBMCSHNBHEEHBREEERITE.
BOFRF oW, ERTAEBENREZIBMCIEERIERMH.

&z iBMC
BISIRIERESERIBMC, R AR RS FEFRIAHIRIE,
1 7 "MAER RET, BE "EH/BMC .,
SEHEERRATMER:
EAHEERZIBMC?
$E|2 BE HWE .
IBMCHAEEHBMEEERNE.
BEOEF Lo, ERREEEMRERIIBMCIEENERITA.

R
5.7.4 BoE S
TIRENT 4R

EELUEY "BLEEH RESCIIRSERIBMC . BIOSFIRAIDIZSSERE 4SS
IS,

R E X452 WiIBMCRFErRrIE B X HHRIBE TS,
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(RARTL):
o NEERBFUHTERESASEESHEE, SASSHREHERS "xml" |, &
KB TMB,

o HEKVMABRIBERT, ASHFSAXTFKVMINEINEEANRE. (XKVMINEIREANRE S
FAIRE, AWEAREERNSA.

o RAIDIEHIRRECEFARRPOST R ESHA B,

o LS NEEHRIEMTLSHRA, WEREER, FTRESHWebiEEH T, WebigR "SAK
K, IHEFEHRERBMCEEREFASHEHARE SN,

o ESHNEENMAT, MRENCETFUANEN, ESARMRSHERNLTEEN. &F
EHEIRS SR ESNZEETER, NWEESERENHFINERIESAE, FlkRZIT
TR R SR SANERL.

o SHNEEXHAAIIBMCEEMOMIPHEIHER,

o (NXIFEGASHIBMCEE. BIOSEEIFRHHIRAIDIEHIZSEHE.

FEER
ESHEREE BMCEIE > MESH |, TFTNES-62FRAHE.

5-62 ECETEHT

B

FHSASHEMCES. BIOSER. RADEEHEER. ATRADEHRERSTNFRAEERL SSHTEE

SNEEXHF

REXASNETERERE, BEELE.

SE (Ak) wEEENX.

1. (ERNATEIFGFESNNEE AR EIEEREVE BN,

2. IRIEBRCEIUSR.
TEEL “SenderName” A TR, WEI5-63F 7. 15 “SenderName” A9
B "o SOOSERRAYFRTER, AN
“Sendertext123456789012@example.ccom”
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5-63 {RiERIAYECE N1t

Attribute Hey="SmtpConfig.£5.0.0.7% Hames*/SmtpConfig/SmtpServer fArtribute
Attribute EKep='Smtplonfig.85.0.0.%"% Hame=®/SmtpConfig/TempletTopic">Sarver Aert</hittributs

3. 1 "SenderName” SHREIEASERIRFR "<!--" F0 "-->" kR,

imtpCont 1g/SetpSarver tribrute
[ Aztzibute - Smt ot 1g. 65 . 1 . e [ Smtplant 1 g/ Senderians” ~Sendertaxtl 2345678301 70 xxx . con -]

4. (RFIEK.
$E2 BE'RESN'KER "MXM |, FEEE CENREXH.
X LR, B EESN XE,
L) 588
XRHSANEEXMHEXA "xml” , ZAFEILIMB,
S| BE "SA" .
SR FIIARHEE.
SR4 BMASRIRAFREREEHRE HE" .
SANEINfE, EEHEERRUATMER:
SNBHI.,  BIOSEEFEEZEHRWSREAEN.
o IBMCECELUIRAIDIZHISSE EINS NG BPERL.
e BIOSEEEIGNG, FTEECIRSHFBERGEAEEN.
- AR "HEER" | SELESERNNEEERS SRR,

- AR VAER" . WiSHHERIRSSR ETRARE, SRLURIESLIRER
EEEENL N ERIRS SRR RS,

(1 5288

RAIDIZHIBEECEINF, {{573F "[EHE” . "SMARTHEREERE" | "THEERX" "EEFED
kb . "EHEIEBEFRI 1 "JBODERIN" SHIMRIEESA. FEEEEEIVIEEEH

tSHEEES.
FEMIRAIDISHIEE TS ANEHIBRERSARR, BURELRE T,

SiLiEXH
SE BF REEN TERH SH .
XAEFHASHH SRR EPCIUARS R,

BYEER ESEE REMEE, ERILHEMXABMCGHHIES.
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NB

(RARTL):
o (NEERNMEEEMIREIMIRINABAEFRIXIESHISIR.

o IEINZRFH. R B. & HEMES, PEEVASFHERE. HHRIE. X5 #iE

AIRES R B R K .

KREmiR
AESIEEERE "BMCEIE > E581" |, FJFWE5-65FR< M.
5-65 5518
SEnREA
*=5-67 52
24 g
Fs HMESHRES.
BB HMESHURAS, Flan “en” KFTHE, “zh" KFPL,
“ja" KRB, "fr FEX, "’ KFHE.
BEAR BRESABAERIEMNER,
12F R REER s XAEINES.
s ErAEBIRES.
° FrAABRES.
EECHRBINES

£ ®F "BMCER"
SE2 EANSINS, ©F ESEE .
AlEr ESEE" RE, TEEIERCHEIES.
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HEBEIRNES

B £ "ESER REd, REEmESEMNRY
S22 BE HA
FETRERESER "BENTY" RER.

5.7.6 TREEE
INEEN4R
B FEErER FE, ISR ERIBMCERMRAYF . FIEHEEX
HAY, P AReEEERRMIBMC, BN ESEREIALITERZ,
IBMCE RN ERIREEZ S RIFE, Fian:
o EiTRedfishZCHIOSERE.,
o B IRedfishiIEEELBEIZHIHIRIAETE.
o (HAEERMSINERS |28, GIEE LIRS |2E (SEC, Security Engine) . &itfsE
RSAfES 2 ( HPRE, High Performance RSA Engine) . RAID DIFZEbES|
g2 (RDE, RAID DIF Engine) . ZIPPY/MIMESS,
o (FRERZHIEIET,
KREfmk

SR "IBMCERR > JaniEER" |, N TERTRAH.
5-66 {FoJiFEE

AEENE

LT ]

MELH
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SRR

= 5-68 1FrIFEE

8% iR
I8EZESN FBFERIBEFalERESN, BRERMEISS /K.
o TEHAFANIE,
1588
o FENEAEILA “xml" , BAAET1IMB,
o FEELECEHITY "X BIEIFNE, RNSIRTRRRR
L,
il BRI RTIIE .,
K38 (SEIFATUERSA,
FANIERRUE R N\ ZEPRERH B AT AN RESR S eI S8
1B, ANBAFREEEREH, BRENT " 1B
9;?‘5165, EI SRS ERBHANF NS, SN sRE
.
71z
FEELRCETE "0 1BERNFAIE, BEEIRE.
S SHEfLERNF L,
BRaUASHFIEFF#ITED.
WAMEIRZS FFRTERRS B
o IFEITE: CLEMBIFANE, FeERYEE, FAEIEN
FIHERIEERES.
o FHNNAT: SLEBUFANE, FouERidEl, FrEIEN
SEHERIERIRE.
o TEIRWNZE: SLEMASENNE, AEEd R
TEIREAN, BRI H NIRRT,
o HINRE: CLEEHAmANTFIE, (BR2IFNEEidEE
BEd5EREE.
KRS AELEFIENER T, HUTFAIE " BIEEERN

RRTIE, AP RIS BRI FAIIFATIE.
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i

B8

ik

FAEHER

AR E S EE:
o FHEILEFSIS
o FRNUESEEY: (RMARFFANIESEEL,

- HE: ET8RARGEEFRENFENE, FrBEsis
HRELEHE—3, BRI E LB ASHENR
{AETIE), HHAGEMHNGIIRED, SIRKELH60K,

- A BFREESR. ERIZRERNESGEER
BIGETEATIE, BRYEF ERIELARERTmE, 195
EEmHNGEREE, SIRAEUN60K,

o FANIERAN:

- tERR (BRA) © BOARE, TERAFBTBE.

- BRI LSRG IR ERE ST, SER
FBEfTWX,

o HILHHE: ISHUSHENELLAIEER, ATLARKATFEA

B{Radia,

izl

FANEY R R R IR R ANES A, (B LAERIBMCHR
2. FERREEE 60K,

S e

DRFTESRISIE, BIEFS. BRI, HIERS. M50
HAFEFBELEE,

=

iBMA (Baseboard Management Agent) JAmAEIEIEIKE, LITEFRBMA,
BiY "IBMA "EEFRH, oILBETiEEH e BMAREEIRMER R,
IBMAZE RN, WREEERBMARNERER, SFERAS. ETIRSHBRER

Zi

ESfchiki® "iIBMCETER > iBMAETR" |, {TF FEFRAME.
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5-67 iBMA &8
iBMAESE
D] E&EANIBMARRAE
Linux 2.1.5.030
e s & FEriE
iIBMAYKS
2.1.5.030
Running
034
SERB
& 5-69 iBMA &18
8% g
AT LZHEAJIBMARR LRI ERF T, ATUBMARREA,
x INERLINUXFN1.10, FRSBILINUIRIERG T, TTZEEMm
iBMAjRZA/91.10,
TERIEFIRS A LEMIBMAEEIRS SR ER TIPS,
o KHA "I NEEIRS SR ERREEEIRSSSRE
RFKM,
o 'ERi" FNEEIRSEHEIERF AN,
iIBMAJRZS
iBMARRZS ERRSE SRR FPLEABMAREEE.
HWESHIMETRA "--" if, FRBMAXRLZES ELE(BRE
7.
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s iR
IBMAZT TS ERBMABHRGITEI TR,
o IWBHINETRA "--" B, TRBMAKRELERHELEER
ii?i—o
o WENRETA "Running” i, ERBMABZAEEIEAE
=17,
o IWEHIRERA "Unhealthy” Bf, FRIBMABZRER
BELERIEIT,
iIBMAIRGRRAS ERBMARNIKIRAMER.
HWEBHIMERA "--" i, RRBMAKRZEEZEERE
?j_-o
7% iBMA
L1 %8B
o HEINLINUXRFNE i, AEIARFEZRIBMA,
o HETERIMURABEEEIBMAIRLA,
o FEIREEHNIRA sEENTiEEH A,
o FERNESREFEAMTEEHIIIRgimE "RABMA”
$£]1 BE "KBMA”
IBMAGIEZIRSS BRI R L. 1EEATHE, B "&&RE" W,
$B2 BE "RRE WEN EilTEERE” .
BEmitiEEHE.
SE3 EIFNCEES SREUESERSHERRSSHRERR, BARSSHEERFRR
FAF&F1E,
£, AERFSSHBERAINRBIIRTHRENFE S "BMA" KNIk, SR ERRERRE
REERBMA, BERIZIRER, BEHITERS, HERIBMARMENLERESN
EESIBMAIREN R,
s FJFFLinuxT™RY "“READMETXT” {4, &&F "Supported Operating Systems in this

Release” AFIHAILINUXRFIEAEE.

1. HERSBSBERFFRETEREERGE, TR,
2. BExEEIOpen Terminal, 3 THIRSBSSHBER FapS1TRE.
3. {XHTed Linuxflls, EELinux Y "READMETXT" HEE.

[root@localhost ~]# ed Linux
[root@localhost Linux]# Is
app config drivers install.sh README.TXT script

4. #H{Tcat README.TXT,
[root@localhost ~]# cat README.TXT
iBMA on-board installation package
Version 2.1.3.020

Installation
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* On the Linux operating systems, execute "sh install.sh -s" from the "Linux" directory to install iBMA
silently and execute "sh install.sh -u" to upgrade iBMA.

For more information on installation instructions, includingsilent installation options, see the "iBMA
2.0 User Guide".

Supported Operating Systems in this Release

* EulerOS 2.0 SP8
* CentOS 7.6 on aarch64
--More details on limitations and supported Operating Systems can be located in the "iBMA 2.0 User

Guide".
WNRBFIEZZELiInuxiRAS “Supported Operating Systems in this
Release” AFIHAYER—PLinuXRFRAER, HiTEES.
NRHFIEZZELInuxiRAS “Supported Operating Systems in this
Release” H%7HAILINUXEFIRAEAR, BEIRILINERIRAEHRES
"README.txt " M BRUER— M LinuEFhRAMERE, HTEEe.

H$;6 RIERS-7TOFTRMEEASHSIMANIBMARFIER, HITRIBMAERLE,
KT LIEBMARTHERFLR, BFRNASRENRARBMABFER.

& 5-70 BMFRFASLRHIRERRE

RMERSA

TEMIEE

Linux

Linux/install.sh

-

¥E5L iIBMA IRENER

B ERSHBEREFOTALRERTARE, TR,
S$2 BEREAPRIOpen Terminal, FIFFIRSHR(FR S AESITHRE.

H$B|3  HiTlsscsisp S EIRIBMARGNZAIEM,

[root@localhost ~]# Isscsi

[0:0:0:0]
[0:0:1:0]
[0:0:2:0]
[0:0:3:0]
[0:0:4:0]
[0:0:5:0]
[0:0:6:0]
[0:0:7:0]
[0:1:0:0]
[0:1:1:0]
[19:0:0:0]

disk
disk
disk
disk
disk
disk
disk
disk
disk
disk
disk

ATA  ST4000NMO0033-9ZM SNO6 -

ATA  ST4000NC001-1FS1 CNO2 -
ATA  WDC WD6000F9PZ-3 0R01 /dev/sdc

ATA  WDC WDG00OF9PZ-3 ORO1 /dev/sdd
HGST  HUS726060AL4210 A523 -

HGST  HUS726060AL4210 A7TMH -
SSDSC2BBO16T7H 0121 /dev/sde

ATA

HGST HUS726060AL4210 A523 /dev/sdf
LSI Logical Volume 3000 /dev/sdb

LSI Logical Volume 3000 /dev/sda

SERVER iBMA USB Device 225 /dev/sdv

< EIE “disk SERVER iBMA USB Device 225 /dev/sdv” &, iBMA USB DeviceZ
RBMARIRTRBFR,  /dev/sdvRENEERADBLLIBMAIRGNEAIEST.

$£4 H1{Tmount /dev/sdv /home/filel5iBMAIRZNEZ 12 E/home/file 8 Z T,
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/home/file ASCRRFER i BMAIRFEZRIAHER ISR, BIRIESCIMR FRECIE
;tgg Jtl:%ﬁﬂfﬂ’ﬂﬁ%?éﬂiﬂ, MHRBMCHHIFEESET. 8. TZE (_) .+
22 (-) RS (L) .

[root@localhost ~]# mount /dev/sdv /home/file
#

H1Tls /home/filetE ZiBMAIRZIEZ 2R KT,
[root@localhost ~]# Is /home/file

Linux
ir S EIRIRELinuxZFRiBMAIREE EfEER.
R

5.7.8 SP &18

IgEETT R

FEfER

SRR

SP (Smart Provisioning) ARRSSEEEREB TR, LATREFRSP,
Bt "SPE Rm, LU

o FEEIRBERUEIRE.

o FECEOSMSPERITIRE,

ESii=kiE "IBMCETE > SPETR" , FIFUNES-68F~<5RHE.

5-68 SP &18

SPEE

#* 5-71 SP =18

o ik

REEEMERFE | ZsEHER, RSFBFRERERR, TRRFEEX LR

BE Bt, WRRASTHASPKEIREER, ARHEER "BIOSR
8" & "UESISNR" M "By fEERERS
5.
BRASKAIRE,
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S8 ik
OSMSPEzh ZIREHEE, ERRSSHEE, TRRFKSITHASP.
BRASKAIRE,
L
(VE F—REBIER, HASPIE, BiREAXRIRES.

TNEETTR
@i "USBEIR" FRH, el EafEE BMCEEEEFEOEXAIINEE.
L1 i5BE
o (YESELLARSIETS02F-F30 VE, TS02F-F30 (TCBP) g% IINRE,
o USBEENEEREANIRS S LNBMCEIESETFEOFMA,
FRmmfEid

ESHEFEE "IBMC > USBETR", ¥JFHNES-69FR~5AMm.

5-69 USB &18

USBEE

WAV ERE © BRISEERARRAT
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SEREE

% 5-72 USB &8
28 A

USBEIE(#HRE LIHEEFFERY, AILUSEAAHEPC, AL,
o AMPCHRILLETIPHENE169.254.1.515aliBMCEIWebUI,
SSHERRSS.

o FHIRILAERIEIR FIfERRSmartServerifaliBMC, XF
SmartServerffiEminAE, 1552 IRSEE0ISmartServer
PiER.

i588
o "USBEIEfHRE BAAFEIE.
e {RWindows 10&ZHIAMEPC. Android RFHIFHSIFILIHAE,
o HiBMCHYIPHELE/9169.254.1.50, IrimPCRIiminP CABER ATifHIA),
USBIFEINIRT | B RUSBIZSEINIRTE:
o BN XRIBMCEIENEIUSBIZEIEA.
o KIEN: FRBMCKRICUZEIUSBIZEIZA.

5.8 ElEHIS
5.8.1 El=HI Stk

IIRETT4R
T R BUSHIGHITRE, RIS BHTMLSERITERII AT avatErinte
EHIARNIRSS BRI R TIRME.

F iR

ESHERIEE "B, NNES-70F-AREHENENEE S,
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5-70 FEHLEHIE

=S &

HTMLSEREmIEERIS R h)

HTMLSSErkimig s sl S (H=)

JavafZE RSl e (=)

@ EFEiiEEs ~

SERER
& 5-73 EEilzHlE

S8

ik

HTMLS SEpiERess
Ha

HTMLSEERGTAE = H & ST LA T REFME

JRERI T REEE 1Mt VNCREFET i BMCE:E
BINRSSRRHEERL,

H=E LA A ES NV NCRF R ET
IBMCEZRIIRSS=RIBMERSE, FERIIIRSRZHITIRE,
Eg}!g ??EJL‘,{EEUXB‘H FAFRYERE, X5 RFBEERIAR

HTMLS#=H SR HTIREN T :

BFaR. FRianizil. SMEARE. BIGE
By, REMEENFEERENE.
BYASHIRE. BREMERE, RHEBAREIREN
BE.

BT RIFEHIRE. RMEEH, RHRSHRERSEE
T8E,

ETYEK, OKiZH, IREURESHERTIRE, LIRAD
SAHHEETNRE,
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s HAR
JavafSRlinfEREA | Javate Rt RE S &S L TR M :
=Hla o JREIER RRASE 1A RVNCEPSITBMGERE
ZIRSEHRER S,
o HEEA THLALNAAFESMNVNCAF B @S
IBMCEEZZIRSBIRERS, FHRERIXIIRSSEHHTIRE,
AAEFE BRI BEFPIHRIE, X5 BPtAEERIAH
FHERE.
Javatz=HSHRAINEEN T
o B Fohi%iH. FEMmENIRH. STEINZH. BISEm
Eisty, RIMEENERERZEDRS
o EIHETERH. BEIERT. %Eﬁﬁ‘ﬁ)%ﬁi%ﬂ, R
REETFNREINEE.
o EIEREEIR. BB, RURSHBIBERSE
IR,
o EITIK, IOKiZH, IRMIIEIIRK, YPIRERIK, RN
HRGERTINRE, LARAHSASEEETINRE,
o EIBEGEHIER, REDER, HEAIEESIERTE
RO,
B1TIRIE
(FRITEEIEH AT EER L THRAIRIERSS. NEssfllavaiziTME, &
5-74F7.
L] 588

o INRavaiz{TIMEATEER, t[EFAdoptOpen) DKIE TS MutiF{T FEL.

o YE "HFlZE > REFE" FEETLSIRAESEN "(BRTLS 1.3thY" i, BMGETER
BASTFLA TR RRhR AN -
e  Safari 11.0 ~120
e  Microsoft Edge 12 ~18
+ 5-74 B1TE
RMERSR LA JavaimZ{TIfiE
Windows 7 32fi e #EMozilla Firefox | AdoptOpen)DK 8u222
63.0RLALRRA, #E | JRE

Windows 7 64{:1

Windows 8 32{:
Windows 8 6443

Windows Server 2008 R2
6447

Windows Server 2012 64{x;

7596.0 ~ 98.0kR A~

e 7¥5Google Chrome
70.0% LA ERRA, #E
#£97.0 ~100.0%A

AdoptOpenJDK 11.0.6
JRE
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RMERA

NJESER

Javaiz{TiniE

Windows Server 2012 R2
64431

Windows Server 2016 641

Windows 10 64411

o 7¥EMicrosoft Edge,

#E7594.0 ~ 97 Okl
e 1EFMorzilla Firefox
63.0KLAEIRA, 1
#£96 ~ 98k A
e 7¥5Google Chrome
70.0RLALMRA, ¥
7$97.0 ~ 100.08x4~

CentOS 7

#FMozilla Firefox 63.0
RUAERRA, #E#F96.0 ~
98.0kRZA

MAC OS X v10.7

o iESafari 11.0%LALE
b4, ¥E7F15.1%015.2
A

e iEMozilla Firefox

63.0RLALMRA, #E
7£96.0 ~ 98.0hr A

HAERTTEE&
(1 ist88

EriREEE & i N OSELBIOSZERIRT :
o WERIBFRFNIREIRE SLIRERIEE—E, NoIiLBsCirEaE FRFRRHITEA.
o WRBFRFNEEZRESLIMEBIEET—, WILBRERAESRETEEFTHH
TN,
R e RE, SrlLUSRZRILSEEESRIBEEERTIU T RIERRK
Z5mE:
o WREEAFEEE, JLUABMCENSEIBIMELEE. BXFEHER, BEIE
5-74,
o  RERANEEAGES, BEILURENELZEWIER T, T avaliZ ey R+
IBMCRINABIINL R K avaZz 2K, RTFZRIEasSREREPNReM, JEEF
H.
(FRAO) 7 81" FEY, B2t "BaEiisss” XIgE, MRHT
RIFZRAPIEE “JavasEmtEisHe” 5 "HTMLSSERITIEREHIE" .
HEE o LU 2N B iEERIIRS RS, HERYIRSESHITIRIE. ABEFALE
BN FFRURE, WA RBFtReEERIRRBFRVERE.
MR REEE 1 1B IEER RS EHITRE. J‘&S‘:%?E;ﬁ*ﬁ:‘:ﬁﬁiﬁi&)\?&ﬁa‘iﬁ
f&, "4EPZh > REGEE RESPN FEEET XigEFN "FrEsE
B iIRAER, Beai 3 M ALY EEEE.
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o (BMEAO) FIFHNILEEE, HEMBhH=AREIN
- B

*  HTMLSEERGRiEEHI e SR
o  "https://IPaddress/remoteconsole?openWay=htmlI5" =,
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BREMBERRFFBKVMAERO, #BREOTLALE. BAROTLILERE, B
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dump\dump_info

dump _app _log iIBMCIKIEEEERY IR
dump log — RIS RS
dump\dump_info\3rdDump

access _log Nginxifia]HE

access log.1 Nginxifia) HE&H 5
error_log Nginxtgi=H®
error_log.1 NginxaiR BEE D4
nginx.conf NginxERHFEE 4

nginx_http_server.conf

Nginx http serverfic& {4
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nginx_https_server_ext.conf

Nginxd/ FRECE {4
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nginx_ssl_ciphersuite.conf

Nginx httpstMMINEEHECE 4

nginx_ssl_protocol.conf

Nginx httpstMMhRANECE S 4

nginx_ssl_verify client.conf
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setting.json
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psu_info.txt fRsses LR ERIEIRER
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card_manage

card_info
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ipmi_app
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RIMMIEHREIENISRAIERE

sensor_alarm

current_event.txt
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sel.db selEURES S
sel.tar HaIseZEFHEse iR TE

sensor_alarm_dfl.log
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sensor_info.txt RSB IEREREREIIE
Snmp
Snmp _dfllog SnmptEREESRANER
StorageMgnt
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ipcs s IBMCHHZEEEER
ipcs_s_detail IBMCHIHEESEIFAER
loadavg IBMCEGRIZTHREIER
locks IBMCRtZ8HERIS45 2R
meminfo IBMCHIRZ S AEIFRER
modules iIBMCRItESRINEG 2=
mtd IBMCHELEDXIER
partitions IBMCFrEIRERDXER
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server_config.txt RS ERHRIEEER
networkinfo
ifconfig_info MLEISR, HiTifconfighiEER
ipinfo_info iIBMCECERIMEER
_data_var_dhcp_dhclient.leases DHCPFRZI3Z14
dhclient.leases DHCPFEZIS 4
dhclient6.leases DHCPFEZIS 4
dhclient6_eth0.leases DHCPFEZTS4
dhclient6_eth1.leases DHCPFEZTS4
dhclient6_eth2.leases DHCPFEZTS4
dhclient.conf DHCPECE 4
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EREAISMARTHE, *HRAIDIEHIEEAYRS

linux_kernel_log
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ps_black box.log BiREEFAE
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ps_black box.log.2.gz
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fsync_reg.ini AR ECE S
lost+found X%
md_so_maintenance log HPRE
md_so_maintenance log.tar.gz
md_so operate log BMEEE

md _so_operate log.tar.gz
md_so_mass_operate log

md_so_mass_operate log.tar.gz
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md_so_operate log.sha256 STEMEREETD

md_so strategy log HHEEE

md so_strategy log.tar.gz

md _so strategy log.md5 SERMHIRINTD

md so strategy log.sha256 TEMERIGHD
memory webview.dat BEENSRIZITER
per_config.ini iIBMCEEERFAMI
per_config.inimd5 TR
per_config.ini.sha256 TR
per_config_permanent.ini iIBMCECEIFAM Y
per_config_permanent.ini.md>5 RIS T
per_config_permanent.ini.sha256 RIS D
per_config_reset.ini iIBMCECEIFAM UL
per_config_reset.ini.oak iIBMCECERFAMISE
per_config_reset.ini.bak.md5 ey )
per_config reset.ini.bak.sha256 S R
per_config_reset.inimd5 SEERMERIE T
per_config_reset.ini.sha256 TEEMERTIETE
per_def config.ini IBMCECE A
per_def config.ini.md5 SEEREATD

per def config.ini.sha256 TEERIERD
per_def config_permanent.ini iIBMCECERFAMISE
per def config permanent.inimd5 | EEMERIECED
per_def config_permanent.inisha2 | F2Eei-iI4Fg

56

per_def config reset.ini iIBMCECERFAMIE
per def config reset.ini.bak iBMCECERFAMN IS
per def config_reset.ini.bak.md5 SEEEMAGIETD

per def config reset.ini.bak.sha256 | FEEEERIGED

per def config_reset.inimd5 SEEEMAGIETD

per def config reset.ini.sha256 SEERMERSIE T
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per_power off.ini IBMCECEIFAM S
per_power off.inimd5 FERMERRIGAT
per_power off.ini.sha256 TR

per _reset.ini IBMCECEIFAM S
per reset.ini.bak IBMCECEIFAM S
per _reset.inibak.md5 SR REGTD

per reset.ini.bak.sha256 SEERRMERSIE D

per reset.ini.md5 TR

per reset.ini.sha256 TR
pflash_lock flash3Z145i
PowerMgnt _record BEIENUSRIZITER
powerview.txt RG4S
proc_queue HFEBAFidIZ {4k
ps_web view.dat BRI TER
sel.db SELEHERE

sel_ db sync SELEGREEERLS 8
semid HIEESEIdU4E
sensor_alarm_sel.bin SELJRIRICR S
sensor_alarm_sel.bin.md5 SEEMAGIETD
sensor_alarm_sel.bin.sha256 SEERMERZIE T
sensor_alarm_sel.bin.tar.gz SELA SRSB4
sensor record.dat BRI R Y
sensor_record_his.tar.gz (ERESERNCRITE NG
Snmp_http_configure HTTPECE 4
Snmp_http_configure.md5 SRR
Snmp_http_configure.sha256 SEERMERSIE T
Snmp_https_configure HTTPSECE 4
Snmp_https_configure.md5 SEEMRIEHS
Snmp_https_configure.sha256 SERMEREOED
Snmp_https tsl HTTPS TLSEEEX /4
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Snmp_https_tsl.md5 FERMEIRIGAT

Snmp_https_tsl.sha256 FERMERRIGAT

Snmp_snmpd.conf SnmpEEEH

Snmp_snmpd.confmd5 FERMERRIGRT

Snmp_snmpd.conf.sha256 FERMEIRIGAT

up_cfg FHRECE L

User login login PAMERFINY

User login.md5 FERMERRIGAT

User login.sha256 FERMERRIGAT

User sshd SSH PAMZESHIM

User sshd.md5 FERMEIRRIGRT

User sshd.sha256 SRR

User sshd config SSHEEE 4

User sshd_config.md5 e REATD

User sshd_config.sha256 TEERIERD

User vsftp FTP PAMZERHIN

User vsftp.md5 SRR

User vsftp.sha256 SRR

save

mggjl#;‘%ﬂ'\]ﬁ#ﬂ%ﬁﬁﬂ:/opt/pme/saveEi, * mdSXFATTEMREGE,  *.sha2563 TR
RIS, *bakSHAEHIMt, *targZ/HTERES,  per *ini/SECEIFAMIYE, *sel*
REFEHCRUM (NMREIVLBICRAEMASUG, MERETEREFR~ENFES, &
FHEEEZEEA, )

filelist “/opt/pme/pram” BR X5z

BIOS FileName SMBIOSEE

BMC_dhclient.conf.bak DHCPECERD 4

BMC dhclient.conf.bak.md5 SEEEMAGIETT

BMC dhclient.conf.bak.sha256 SEEMARIETT

BMC _dhclient.conf.md5 SRR

BMC dhclient.conf.sha256 SEEEMAGIETT

BMC dhclient_ip.conf.bak DHCPECERD 4
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U ERTST 4 USRI AR5t ER
BMC dhclient_ip.conf.bak.md5 SEREMIRIE RS
BMC dhclient ip.conf.bak.sha256 TEERIGRD
BMC _dhclient_ip.conf.md5 SR REGTT
BMC dhclient_ip.conf.sha256 SEREMHIRLE RS
BMC_dhclient6.conf.bak DHCPECE R X1
BMC dhclient6.conf.bak.md5 SEEMAGIETD
BMC dhclient6.conf.bak.sha256 RIS T
BMC dhclient6.conf.md5 SEERRMERSIE D
BMC dhclient6.conf.sha256 SEERRMERSIE D
BMC_dhclient6_ip.conf.bak DHCPECERND 14
BMC dhclient6 _ip.conf.bak.md5 RIS T
BMC dhclient6 ip.conf.bak.sha256 | SEEEMREGHD
BMC dhclient6 ip.conf.md5 TEERIGRD
BMC dhclient6 _ip.conf.sha256 TEERLGRD
BMC_HOSTNAME bak FHBEEEHD Xt
BMC_HOSTNAME.bak.md5 SERMREGTD
BMC_HOSTNAME.bak.sha256 EEMIRIGHD
BMC_HOSTNAME.md5 SR REATD
BMC_HOSTNAME.sha256 FeRMERIaRT
CpuMem cpu_utilise BIENRIZITER
CpuMem_mem _utilise BIENRIZITER
eo.db SELEHRERE
eo.db.sha256 FRMRIRRT
eo.db.sha256_backup SEEMRIEHS
eo.db_backup SELEUIREE
fdm_history.db FDMIEREHTS [280ER:
fdm_history.db.sha256 SRR
fdm_history.db.sha256_backup SERMEREOED
fdm_history.db_backup FDM{ERRDHS |Z2850RE
md_so_operate log.bak BERE
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md_so_operate log.bak. md5 STEMEREETD

md _so operate log.bak.sha256 RIS T

md_so operate log.md5 SR REGTT
md_so_operate log.sha256 STEMEREETD

md so_strategy log.bak KAE

md_so _strategy log.bak.md5 STEEMAIRRD

md_so strategy log.bak.sha256 STEEMRERRD

md_so strategy log.md5 STERMAIRRD

md_so _strategy log.sha256 STERMAIRRD
per_config.ini IBMCECEFIFAMF
per_config.ini.bak IBMCECE A
per_config.ini.bak. md5 e REATD
per_config.ini.bak.sha256 TEERIGRD
per_config.inimd5 e REATD
per_config.ini.sha256 SR REATD
per_def config.ini IBMCECE A
per_def config.ini.bak IBMCECEIFAMSUS
per def config.ini.bak.md5 SEEMAGIETT
per_def config.ini.bak.sha256 SEEMAGIETT
per_def config.ini.md5 SR REATD

per def config.ini.sha256 SEEMAGIETD
per_power off.ini iIBMCECEIFAM Y
per_power off.ini.bak iIBMCECERFAMSUS
per_power off.ini.bak.md5 SEERMERSIE T
per_power off.ini.bak.sha256 SEEMARIETT
per_power off.ini.md5 e REOS
per_power off.ini.sha256 SEEEMAGIETT
PowerMgnt record BRI TER
sensor_alarm_sel.bin SEL[RISICRSUYF
sensor_alarm_sel.bin.bak SEL[RISICRSUYF
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U ERTST 4 USRI AR5t ER
sensor_alarm_sel.bin.bak.md5 STEMEREETD
sensor_alarm_sel.bin.bak.sha256 SEEMARIGTD
sensor_alarm_sel.bin.md5 FERMERRIGRT
sensor_alarm_sel.bin.sha256 STEMEREETD
sensor_alarm_sel.bin.tar.gz SELFASRICRITB IS
Snmp_http_configure.bak HTTPECERH 4
Snmp_http_configure.bak.md5 RIS T
Snmp_http_configure.bak.sha256 RIS D
Snmp_http_configure.md5 SEERRMERSIE D
Snmp_http_configure.sha256 RIS T
Snmp_https_configure.bak HTTPSECE RN U4
Snmp_https_configure.bak.md5 SEEMAGIETT
Snmp_https_configure.bak.sha256 | SSEEMREGHD
Snmp_https configure.md5 STEEMIERRD
Snmp_https_configure.sha256 TEERIERD
Snmp_https_tsl.bak HTTPS TLSECE &N
Snmp_https tsl.bak.md5 SEEMRIGHRD
Snmp_https_tsl.bak.sha256 SEEMRIGTRD
Snmp_https_tsl.md5 SRR
Snmp_https_tsl.sha256 SRR
Snmp_snmpd.conf.bak SnmpECERD I
Snmp_snmpd.conf.bak.md5 TEERIERD
Snmp_snmpd.conf.bak.sha256 SERMHIRIOTD
Snmp_snmpd.conf.md5 e REOS
Snmp_snmpd.conf.sha256 SEERMERSIE T
User_login.bak login PAMZSRHINY
User login.bak.md5 e REOS

User login.bak.sha256 SEEEMAGIETT

User login.md5 SRR

User login.sha256 e REOS

R © BISEREABIRAR

232



Bf5iaLLARSS=S iBMC

FAFiEr 5 WebUI N3
USTERTRSZ 4 UIERIR S A it ER
User sshd.bak SSH PAMZERHINY
User sshd.bak.md5 SR REGTD
User sshd.bak.sha256 SRS MRIEEHT
User sshd.md5 SR REGTT
User sshd.sha256 SR REGTT
User sshd_config.bak SSHEEE 4
User sshd_config.bak.md5 SEERRMERSIE D
User sshd_config.bak.sha256 RIS D
User sshd_config.md5 SRS
User sshd_config.sha256 SEERRMERSIE D
User vsftp.bak FTP PAMZERHI
User vsftp.bak.md5 SRR
User vsftp.bak.sha256 SR RGOS
User vsftp.md5 SRR
User vsftp.sha256 SRR
dump\dump_info\OSDump
*rep jlk%{)ﬂﬂﬁ%ﬁihi{%fﬂ’-?

HIBRFRIT 21 MBRIRAE SIS
img*jpeg WENIRE—FESG
systemcom.tar SOLEOER

video_caterror rep _is_deleted.info

HpST AR caterrorR{GHIRR

dump\dump_info\Register

DFX_CpuBoard1
DFX CpuBoard2

cpld reg info CPLDEH=E=MER

cpu_reg_info CPUEEF=RER

vrd reg_info VRDFF=RERE
EhtRAIDFX(ER
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FAFiEr 5 WebUI N3
U ERTST 4 USRI AR5t ER
DFX_FanBoard1 NESHRDFX{ER
DFX FanBoard2
DFX_ExpBoard1 ¥ EiRAIDFXER
DFX _ExpBoard?2
DFX_DiskBP1 EREIRAIDFX(ER
DFX_DiskBP2
dump\dump_info\SpLogDump
config BEESHEN]H

1588

o SPIE{TIIRERAIERERILER.
o SPIETEESHINEEETWEZAT.

deviceinfojson

IRFZERATER
i58E
SPIEfTIE R AW ELL HE.

diagnose

B2 RS
15488
o SPE{TIRFLEKELLET.
o SPE{TRBESHINEETREZHS.

dmesg.log

INEZRdmesgHE
5888
SPiIE{TId eI ERER I B,

filepatchup_debug.log

WEEPEX T EE
1588
o SPIE{TIIRERAIERERILER.
o SPIE{TIRIEEREINREETIEIZAE.

images.log

RS E A
15488
o SPIEfTIIRERTAKELL A,
o SPIEfTIRERPEIRIETER A

images_restore.log

WEEPEIRREE
15288

o SPEITIIEPLEMELLE.
o SPIE{TIRIEEREINREETEZAE.
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USTERTR 314 UIERIRSIF A Bk ER

maintainlog.csv SPAHPHE. At EBRImMaintainlog3Zf4
NZEMERNHEE.,
1588

Nyt e Shd=

operatelog.csv

SPizTRE. THHTEEHAIoperatinglog it

FZEEER AR,
1588

SPIEfTITREF L ENELL A,

ping6.log KILEEBEEE
i5tH
NparmurEstrmrsieSid=on
quickdeploy debug.log WEEPBEHE
i5tH

o SPIEfTIIRERAIERERIL B,
o SPIZ{THRIEERBINREF W EIZ B,

sp_upgrade_info.log

SPEAERHEE
%88

o SPEITIIIEPLEMEELLE.
o SPIZ{TEFHRINRERAWEZATE.

upgrade SPEMHFHR A
588
SPIEITIIRRP T EREE L HE.
varmesg.log INRGFEERE
syslog.tar.gz 1588
SPIEITIIRRP AR L HE.
version,json SPhRANECE 14
5888

SPE TR EMEEIL B,

version.json.*.sha

SPHRANEC & S ARIRBE S
15488
SPE{TI IR AL B
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6 CLI 3

NBITERIBMCan1T,
6.1 CLIjBB

6.2 ERCLI

6.3 iBMC&ps
6.4 Trapap<

6.5 Syslog@m<
6.6 VNC&p&>

6.7 fRS5854<
6.8 RFm<

6.9 AFEEHS
6.10 NTP&<
6.11 18RI Ta5<
6.12 KBS
6.13 {ERkesan <
6.14 HiRam<
6.15 SOL&<

6.16 BFUEADS
6.1 CLI 15208
6.1.1 &z0ik BB

BMCEERMERmSBIAT®S:

o EHiFEp<ipmcget

Bifip<ipmcgetiUEAIT

LARIBMCSZIFHIAR
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ipmcget [-t target] -ddataitem[-v value]

o gEdr<dipmcset
REmm<SipmesetfEIUAN T :
ipmcset [-t target] -ddataitem[-v value]

Hiflin<LipmcgetiliZEirSipmcesetiISEIHAIIT :

o []. RIBZABAEREFRWSHE RIS

o -ttarget: Eif], REBIFIRE LAIXIR.

e -ddataitem: &Hif]. RERFSEWRFEE LIS ERM.

o -vvalue: Hif, REBFIRE LEMHRISEYE.

ST EIE S 61,

& 6-1 IITIRNNAE

B BX

$8(5 WRMTRET (MSTRITAZE. LIRIRERTERD) KA AR

o
Ak WITEH (P RHIIMEHTERRED) REAME.
[] TR ] SRR RSB EERIEN.

6.1.2 #5Hh

{x]y|..} | RERNENERSMETRIER—,
[x|y|..1 | RN RESNERFSER— N e E Rk,

(X|y|..Y | EFEMEARS NERENES, BOEN—, BESFEsk
I,

[x|y|.]" | AN ES MERPIENS N EHE R,

IBMCan$1TEEEMINEE, FRIEFIUEAZESRANIER FEER "Enter” |
TR BT SHSHLARIER.
L] =B

%F?ET%ELXEEE@)\E’\JFJEE@@, REBRAFA. O%. BRSHMERNREKE, &x
fitgn:
=1L

iBMC./->ipmcget
Usage: ipmcget [-t target] -ddataitem [-v value]

-t <target>
fruo Get the information of the fru0
sensor Print detailed sensor information
smbios Get the information of smbios
trap Get SNMP trap status
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service Get service information
maintenance Get maintenance information
syslog Get syslog status
user Get the information of user
securitybanner Get login security banner information
vNne Get VNC information
storage Get storage device information
config Get configuration information
vmm Get Virtual Media information
certificate Get SSL certificate information
sol Get SOL information
securityenhance Get security enhance information
usbmgmt Get usb mgmt service information
-d <dataitem>

faninfo Get fan mode and the percentage of the fan speed
port80 Get the diagnose code of port 80
diaginfo Get diagnostic info of management subsystem
systemcom Get system com data
blackbox Get blackbox data
bootdevice Get boot device
shutdowntimeout Get graceful shutdown timeout state and value
powerstate Get power state
health Get health status
healthevents Get health events
sel Print System Event Log (SEL)
operatelog Print operation log
version Get iBMC version
serialnumber Get system serial number
userlist List all user info
fruinfo Get fru information
time Get system time
macaddr Get mac address
serialdir Get currently connected serial direction
rollbackstatus Get rollback status
passwordcomplexity Get password complexity check enable status
ledinfo Get led information
ipinfo Get ip information
ethport Get usable eth port
psuinfo Get PSU component information
autodiscovery Get autodiscovery configuration
poweronpermit Get poweronpermit configuration
minimumpasswordage Get minimum password age configuration
ntpinfo Get NTP information
notimeoutstate Get CLI session notimeout state
lldpinfo Get LLDP information

REmL!

iBMC:/->ipmcset

Usage: ipmcset [-t target] -ddataitem [-v value]

-t <target>
fru0 Operate with fru0
trap Operate SNMP trap
service Operate with service
user Operate with user
maintenance Operate with maintenance
sensor Operate with sensor
securitybanner Operate login security banner information
syslog Operate syslog
ntp Operate ntp
vNne Operate vnc
storage Configure storage device
config Operate configuration
vmm Operate virtual media
certificate Operate certificate
sol Operate SOL
securityenhance Operate security enhance
precisealarm Operate with precise alarm
usbmgmt Operate USB mgmt service
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lidp Operate lldp
-d <dataitem>

fanmode Set fan mode,you can choose manual or auto

fanlevel Set fanlevel

reset Reboot BMC system

identify Operate identify led

upgrade Upgrade component

clearcmos Clear CMOS

bootdevice Set boot device

shutdowntimeout Set graceful shutdown timeout state and value

frucontrol Fru control

powerstate Set power state

sel Clear SEL

adduser Add user

password Modify user password

deluser Delete user

privilege Set user privilege

serialdir Set serial direction

printscreen Print current screen to BMC

rollback Perform a manual rollback

timezone Set time zone

passwordcomplexity Set password complexity check enable state

ipaddr Set ip address

backupipaddr Set backup ip address

ipmode Set ip mode

gateway Set gateway

ipaddr6 Set ipv6 address

ipmode6 Set ipv6 mode

gateway6 Set Ipv6 gateway

netmode Set net mode

activeport Set EthGroup active port

vlan Set sideband vlan

restore Restore factory setting

notimeout Set no timeout state

emergencyuser Set emergency user

autodiscovery Set autodiscovery configuration

poweronpermit Set poweronpermit configuration

minimumpasswordage Set minimum password age configuration

crl Upload CRL file

psuworkmode Set PSU work mode

fpgagoldenfwrestore FPGA golden firmware restore
EBMNERSERIBR T, BHERSIERUIRIIERSEH.
fgn:
iBMC:/->ipmcset -d inff
Input parameter[-d] error
-d <dataitem>

fanmode Set fan mode,you can choose manual or auto

fanlevel Set fanlevel

reset Reboot iBMC system

identify Operate identify led

upgrade Upgrade component

clearcmos Clear CMOS

bootdevice Set boot device

shutdowntimeout Set graceful shutdown timeout state and
value

frucontrol Fru control

powerstate Set power state

sel Clear SEL

adduser Add user

password Modify user password

deluser Delete user

privilege Set user privilege

serialdir Set serial direction

printscreen Print current screen to iBMC

rollback Perform a manual rollback

timezone Set time zone

passwordcomplexity Set password complexity check enable
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state_ .

ipaddr Set ip address

backupipaddr Set backup ip address

ipmode Set ip mode

gateway Set gateway

ipaddr6 Set ipv6 address

ipmode6 Set ipv6 mode

gateway6 Set Ipv6 gateway

netmode Set net mode

activeport Set EthGroup active port

vlan Set sideband vlan

restore Restore factory setting

notimeout Set no timeout state

emergencyuser Set emergency user

autodiscovery Set autodiscovery configuration

poweronpermit Set poweronpermit configuration

workkey Update system workkey

minimumpasswordage Set minimum password age
configuration

locate Deprecated. Please use 'ipmcset -t storage ...

crl Upload CRL file

psuworkmode Set PSU work mode

fpgagoldenfwrestore FPGA golden firmware restore

6.2 &3 CLI
6.2.1 BT EEMOZS CLI

AFAFFILDAP A aEId /W (EASSHA X ERCLI, {FELDAPHFZRCLIAT,
EE(RFIBMCSLDAPIRSZEAEE ., LDAPRHFESREAEY, AEEMAIHRSEE S
B, HEZBRIITE,

L1 588

o SSHIRSEISHINERE LS "AES128-CTR” | "AES192-CTR" FI "AES256-CTR" . {38
SSHERCLIRY, 15FRIEMRRINNEEZ.

o RRRZAVFSTAFREITERCLL

BRI
BT EENOERCLIZAT, 1EEANLEEERIRMNOFIRSSEEMOEE, FHif
RECELIRIRS S EEMNCOMETIE,
(D) 88
BRI NSRRI, S SEN ORI RBMC,
RIELE

S R TRAASSHN BT T A,
g BEFEE (EERETNAEE) HRSSEEERD,
S EEEPRbL, FHTSRSSBMCEENOEE.
W4 EEPHITFSSHIEHMEBRNASH (WP |
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FAFiEr 6 CLINE

L1 i8R
o RUEREMIPHEALA192.168.2.100,
o TEIBIOSAATAIISBEEEMAIPHE, BAESN.1 i\ EERCIPHLE
SE|s EERIBMCE, MABPEMERE.
L1 i8R
REEANBFEAEEESN (LRSS KFER) .
MRAFERERCL, RASEHRFENERER, FEZEREACHENERE

3.

-
6.2.2 TR OSF CLI
HHESMH

B EOERCLZE, BioEdEO%SEEicERinE OfMIRSEE0.
IR

i

BIZEAZERIBMC CLI, »RIHENRFEOCELTEAIBMCEO, ATLiET
SSHERGS1T, H1T ipmcset -d serialdir -v <option>ap$ )ik,

B EESRO%,

2 BYBARIRERROMST, EERENSHE:
e REER: 115200

R 8

FERE: T

ZIf: 1

HaRaEs: I

SR EW TEFR.
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Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

6-1 BRRImEIERE

(ROEE |
SHEME: [115200 ~]
BRI [5 ~|
Wk @) [E ~]
B ©: i ~l
BR/ELEH O |X ~|
EEABAE®R |

[ = | e | mAw |

$E3 WIpIEMmARF RS,
(1) i58A

o RGEVARAFSMEEEEN (BEHELESSS KPER) .

o IESSREEMANERE, RABSMEZAR. FESoWE, DUENRER, TUBIE
ERERLIT MED.

o FREERT, CLIEERIATELA15593%F.

MRAFERERCL, RASEFHRFENERER, BTXEREATHENERE
f=.

R
6.3 iIBMC ip S

6.3.1 &ifj iBMC EIEROAY IP (58 (ipinfo)

i SIEE
ipinforp$ARERIBMCEEMONIPEE,
i SiEN

ipmcget -dipinfo
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SE5EE
7c
(EFEr
7c
{SE ISR

# EFIBMCEENORIPER,
iBMC:/->ipmcget -dipinfo

EthGroup ID 21

Net Mode : Manual

Net Type : LOM

Active Port : eth2

IPv4 Information

IP Mode : static

IP Address :

Subnet Mask : 255.255.0.0
Default Gateway : 192.168.0.1

Backup IP Address  : 192.168.0.33 (Deactivated)
Backup Subnet Mask : 255.255.255.0 (Deactivated)

MAC Address

IPv6 Information

IPv6 Mode . static

IPv6 Address 1 : fc00:226::3:185/64

Default Gateway IPv6 : fc00:226:5

Link-Local Address : fe80::218:e1ff.fec5:d866/64
IPv6 Address 2 : fc00:226::218:e1ff:fec5:d866/64
VLAN Information :

NCSI Port VLAN State  : disabled

Dedicated Port VLAN State : disabled
(AR

Backup IP Addressf[IBackup Subnet Mask==E&, IREHActivatedRRIPEEGE, REL
DeactivatedZ&/<iZIPREGE.

6.3.2 iE iBMC EIEMAR/Y IPv4 (E2 (ipaddr)

STk

Sp

ipaddripSFAFIREIBMCEIER ORYIPvAEIE, #15,. WX,

SRR

ipmcset -dipaddr -v <ipaddr> <mask> [gateway]

SELREE
84 SE0RB iV
ipaddr FTRERENBMCRON | #EsiuhIPva, SRR
[PvAitIE, XXX XXX XXX XXX
mask FTrEREMNBMCROR | HuEkrhIPve, EREEH
FRIES, XXX XXX XXX XXX
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255.255.0.0
192.168.0.1
192.168.0.33
255.255.255.0

Bf5iaLLARSS=S iBMC

BFErR 6 CLI 43
84 S80i%88 &
gateway FTEIRERIBMCHOR | #uEERIAIPVA, TR
pISItE, XXX XXX XXX XXX
b
EIMREIPHIUE, FANEEZIER, FRENREEFER.
B0¥&ipaddrigE910.0.0.0~10.0.0.3 (HNEBESTRERMIL) .
{sE AR SEf1

# 1ZEIBMCEIEMNORYIPHELS192.168.0.25 , FR#EFE/9255.255.255.0 , RSBtk
73192.168.0.25,

iBMC:/->ipmcset -dipaddr -v 192.168.0.25 255.255.255.0 192.168.0.25
Set IP address successfully.

Set MASK address successfully.
Set GATEWAY successfully.

# EERENIBMCEEMONIPES.

iBMC:/->ipmcget -dipinfo

EthGroup ID o1

Net Mode : Manual

Net Type : Dedicated

IPv4 Information

IP Mode . static

IP Address : 192.168.0.25
Subnet Mask : 255.255.255.0
Default Gateway 1 192.168.0.25
MAC Address

IPv6 Information

IPv6é Mode : dhep

IPv6 Address

Default Gateway IPV6
Link-Local Address : fe80::218:e1ff:.fec5:d866/64
VLAN Information

VLAN State . disabled

6.3.3 IZHE iBMC EIERMO/YED IPv4 (SR (backupipaddr)

D

S

ab

[

backupipaddrip<$ TR EIBMCEE MRS | Pv4ttiiit,

o 7EDHCPIHEEFF/SRT:
-  HIBMCEEMORSEZIIPHLL, IWFRHERILAMERE M IPHIIEFRIBMCES
HITECE.
- HIBMCEEMOSSERIPHELL, (BRFTGEMADEHIE MR EIERT, &aT
LAFER&MIPHUIPERIBMCRAHITER. (FHESRENIEIDHCPIRSSES
DERIHELE S HEIRD I D REARMER, BULTEESR., )

o 7EDHCPINREARFERY: BDIPHEUEAERY, AAER,
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10.0.0.0
10.0.0.3
192.168.0.25
255.255.255.0
192.168.0.25
192.168.0.25
255.255.255.0
192.168.0.25

Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

B

ipmcset -d backupipaddr -v <ipaddr> <mask>

SE5EE

B8 SR HY{E

paddr FRBRENBMCRON | HumkminiPva, TRV
BADIPvAltEE, XXX XXX XXX XXX

mask FTEIREAEIPVAIBLL | SEAIPvA, TR
AOFIIHEED, XXX XXX XXX XXX

EJZzE=TES]
RERDIPHIE, TLUE ipmcget -dipinfoEEE “Backup IP Address” FERAUIK
SHEEDIPHI R /AL,
e Activated: FTNZEMIPHNEERL, ATLAER.
e Deactivated: FRZEZDIPHURARR, AAI{FEA,

BEEDIPHINGE/910.0.0.0~10.0.03 (HNEKESTRERMEL) .

BIDIPHIEARST FAS IR Bk EGERR, EIt, 7EERASEDIPHAIERIBMCR, ZFimRY
PN SR IPIER—MER, MUTRELIVEE—REMA,

{EFISCH

# 1R EIBMCEIEMN A& P /9192.168.0.25 , F/IEHS/9255.255.255.0,

iBMC:/->ipmcset -d backupipaddr -v 192.168.0.25 255.255.255.0
Set backup IP address successfully.

Set backup MASK address successfully.

# BRiBMCEENONIPES.

iBMC:/->ipmcget -dipinfo
ipmcget -dipinfo

EthGroup ID o1

Net Mode : Manual

Net Type : Dedicated
IPv4 Information

IP Mode : static

IP Address : 192.168.0.25
Subnet Mask : 255.255.255.0
Default Gateway 1 192.168.0.25

Backup IP Address  : 192.168.0.25 (Deactivated)
Backup Subnet Mask : 255.255.255.0 (Deactivated)
MAC Address

IPv6 Information
IPv6 Mode : static
IPv6 Address 1 : fc00:6516/64

Default Gateway IPv6 : fc00:1

Link-Local Address : fe80:2220:6ff:fe27:1046/64
VLAN Information

VLAN State . disabled
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10.0.0.0
10.0.0.3
192.168.0.25
255.255.255.0
192.168.0.25
255.255.255.0
192.168.0.25
192.168.0.25
255.255.255.0

Bf5iaLLARSS=S iBMC

FBFiEr

6 CLI 3

6.3.4 188 iBMC SIEMOA/Y 1Pv4 53 (ipmode)

SRR

{EFtERE

{EFISLH

ipmodeidn S FFIREIBMCRORYIPVAER,

ipmcset -dipmode -v <dhcp | static>

e S#58E &
dhcp FonittEs A dhep -
static ErhHER gstatic -

EMREMIETE, FROREAEN, FRBIMEENER,

# 1R EBMCEEMN O AdhcptE(,

iBMC:/->ipmcset -dipmode -v dhcp
Set dhcp mode successfully.

# AEXEHIIBMCEIEM OIPSE,

iBMC:/->ipmcget
EthGroup ID
Net Mode

Net Type

IPv4 Information
IP Mode

IP Address
Subnet Mask
Default Gateway
MAC Address
IPv6 Information
IPv6 Mode

IPv6 Address

-dipinfo
1

: Manual
. Dedicated

: dhcp

: 192.168.0.12
: 255.255.00
1 192.168.0.25

: .dhcp

Default Gateway IPV6

Link-Local Address
VLAN Information

VLAN State
L1 BB

. fe80::218:e1ff:fec5:d866/64

. disabled

Hipinforp AT LAEIAIZIiBMCEIE M M DHCPIRSS 23RS HTHYIPitEE/4192.168.0.12,
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192.168.0.12
255.255.0.0
192.168.0.25
192.168.0.12

Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

6.3.5 i85 iBMC EER[AY IPv4 fI% (gateway)

an SIIEE

gateway#p < FRIZ EiBMCRIAIIPv4ARI ittt

AN
RO = Ea
ipmcset -d gateway -v <gateway>
SHIREE
e SERE &
gateway | FNBMCRIOIAIIPVARY | #imskRhIPva, FRzaih
Kbk, XXX XXX XXX XXX,
=
(EFtER
BEinRENXIE, FINREIIZIE.
Lo
{2 FRsEf
# IREIBMCEEMOMMK/192.168.0.1,
iBMC:/->ipmcset -d gateway -v 192.168.0.1
Set GATEWAY successfully.
# EEREEHNRMKIHER.
iBMC:/->ipmcget -dipinfo
EthGroup ID o1
Net Mode : Manual
Net Type : Dedicated
IPv4 Information
IP Mode . static
IP Address : 192.168.0.25
Subnet Mask : 255.255.255.0
Default Gateway 1 192.168.0.1
MAC Address :
IPv6 Information
IPv6 Mode : dhep
IPv6 Address :
Default Gateway IPv6 :
Link-Local Address : fe80::218:e1ff.fec5:d866/64
VLAN Information
VLAN State . disabled
\J ° M — °
6.3.6 8 IBMC ZERAY IPv6 (55 (ipaddr6)
AN
e SIUIEE

ipaddr675<C FITFIREIBMCRIOAYIPVGItiE, BISEKEFIMSKIIILE,
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192.168.0.1
192.168.0.25
255.255.255.0
192.168.0.1
192.168.0.1

Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

B

ipmcset -d ipaddr6 -v <ipaddr6/prefixlen> [gateway6]

2558
Eo4 SEhRIB V([
ipaddr6 FREIRERIBMCK | HUEEAIAIPV6, RN
CESIPveItBiE, XX IKEXXXX IO XK XXX IKHKKKEXXKK
HZHOGEL 0T, R A4E85 9
XXOOCXXXX, 5140 :
fc00:0000:000:0000:0000:0000:0000:0001
nJ485 79fc00::0001,
E—NPveitEtth, RESER—MES.
prefixlen FTREIREMIBMCR] | 0 ~128,
OB RIS E.
gateway6 | FREFBMBMCR | HuEEEIKIPV6, Tl
OB9IPvoRry Ittt YOO IOXXXEXXHKK IO XK XXX XKKKXHKKK
HBZIHOGEEA0RY, BRI A4E5 9
XXXX::XXXX, Il :
fc00:0000:000:0000:0000:0000:0000:0001
nJ485 79fc00::0001,
E—NPveitEtth, RESER—MES.
=2k ]
o EiTipmcgetIREXIPV6RILInk-Local Address(ER., ZEFRNEIX MBHEE)
iBMC,
o FIMREIPHIUE, FANEEVZER, HIREMKEEHER.
(s

# 1R EIBMCEIEM OAYIPVEELE/9fc00:6516, FMAISR /964, MSKHbiE/gfc00:1,

iBMC:/->ipmcset -d ipaddr6 -v fc00::6516/64 fc00::1
Set IPV6 address successfully.

Set IPV6 prefix successfully.

Set GATEWAY6 successfully.

# EAERENIBMCEERONIPER.

iBMC:/->ipmcget -dipinfo

EthGroup ID 21

Net Mode : Manual
Net Type . Dedicated
IPv4 Information

IP Mode : static

IP Address : 192.168.0.25
Subnet Mask . 255.255.0.0
Default Gateway : 192.168.0.1
MAC Address

IPv6 Information

IPv6 Mode . static
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192.168.0.25
255.255.0.0
192.168.0.1

Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

IPv6 Address : fc00:6516

Default Gateway IPv6 : fc00:1

Link-Local Address : fe80::218:e1ff.fec5:d866/64
VLAN Information

VLAN State : disabled
6.3.7 128 iBMC EEEMOA/Y 1Pv6 153, (ipmode6)
inSIEE
ipmode6m < FIFIREIBMCRORYIPVOIRTL,
i SHER
ipmcset -d ipmode6 -v <dhcp | static>
SENi%EE
£ S5 BE
dhcp FontiHER Adhep -
static T HER f9static -
(EFiER
ENREINERE, FIREZAER, SREMREEER.
{sEFSE)

# 1R EBMCEEMN O AdhcptE(,

iBMC:/->ipmcset -d ipmode6 -v dhcp
Set dhcp mode successfully.

# EIERENIBMCEEROIPEE,
iBMC:/->ipmcget -dipinfo

EthGroup ID o1

Net Mode : Manual
Net Type : Dedicated
IPv4 Information

IP Mode : dhcp

IP Address : 192.168.0.12
Subnet Mask . 255.255.0.0
Default Gateway 1 192.168.0.25
MAC Address :

IPv6 Information  :

IPv6é Mode : dhep

IPv6 Address :

Default Gateway IPv6 :
Link-Local Address : fe80::218:e1ff:fec5:d866/64
VLAN Information

VLAN State . disabled

W © BISEREABIRAT 249


192.168.0.12
255.255.0.0
192.168.0.25

BfEELLIRSSES iBMC
B 6 CLI N8

6.3.8 iZHE iBMC EIER[AY IPv6 fI£ (gateway6)

SR
gateway6ip< FSRIZ EiIBMCRCRYIPV6 Rttt
woER
ipmcset -d gateway6 -v <gateway6>
SEnREA
84 SERB V(=]
gateway6 FRIBMCHORY HUERAIAIPV6, Tt
IPveRyFithtiE, YOO XXX XK IO KK XXXKEXKKKXKKX
BB IGEEI08T, B A4E5
XXXXCXXXX, 580
fc00:0000:000:0000:0000:0000:0000:0001
aJ485 /9fc00::0001,
A—NIPverh, REEFER—ES.
=2k ]
EFNMRENKMIE, FANEEZIAERL.
{sE RS

# IR BIBMCEEROMIPV6RIX/9fc00:1,

iBMC:/->ipmcset -d gateway6 -v fc00::1
Set GATEWAY6 successfully.

# EINR BRI ER.

iBMC:/->ipmcget -dipinfo

EthGroup ID 21

Net Mode : Manual
Net Type . Dedicated
IPv4 Information :

IP Mode : dhcp

IP Address 1 192.168.0.12
Subnet Mask : 255.255.0.0
Default Gateway : 192.168.0.25
MAC Address :

IPv6 Information :

IPv6 Mode . static

IPv6 Address . fc00::65

Default Gateway IPv6 : fc00:1

Link-Local Address : fe80::218:e1ff:fec5:d866/64
VLAN Information

VLAN State . disabled
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192.168.0.12
255.255.0.0
192.168.0.25

Bf5iaLLARSS=S iBMC

FBFiEr

6 CLI 3

6.3.9 IZEEEMOEI, (netmode)

Sp

Sk

an SfER

SE5EE

{ERaRe

{ERISCH

netmodefp ST IREMOER.

ipmcset -d netmode -v <option>

S8 SR

V(=]

option Rkt

o 1: FxManualt&z
o 2: FAdaptivet&z(,
FABRE: "1"

e Manualtgz(: ERIEIEY, AFILUSEERIMEIREROEAEEN

H, (L BOAEE)

o Adaptivet®z|: IBFRIEIES, FERESSHENAINA, MERKEMETE

BROE. BIMEIREETASBMCEE MOt

BEE, NEREBNENROHTIER.

# IREMNOE IManualtzEzt,
iBMC:/->ipmcset -d netmode -v 1
Set net mode Manual successfully.

# Eik O,
iBMC:/->ipmcget -dipinfo
EthGroup ID o1

Net Mode : Manual
Net Type : Dedicated
IPv4 Information

IP Mode : dhcp

IP Address : 192.168.0.12
Subnet Mask . 255.255.0.0
Default Gateway 1 192.168.0.25
MAC Address :

IPv6 Information

IPv6 Mode : static

IPv6 Address : fc00:65

Default Gateway IPv6 : fc00:1

Link-Local Address : fe80::218:e1ff:fec5:d866/64
VLAN Information

VLAN State . disabled

TIERS, WMERBMCEEMOsE
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192.168.0.12
255.255.0.0
192.168.0.25

BfEELLIRSSES iBMC
B 6 CLI N8

6.3.10 i{gE iRk (activeport)

an SIEE

activeportip S FETIZ EIBMCEIEM OREERO.

I SHER
ipmcset -d activeport -v <option> [portid]
SR
4 SHi5E BYE
option BEOR o 0: TANO
o 1: tEMNO
o 2: PCle MO
1L
FERSSSFNSHEUETEE
~E, BERBYELASIR=R
T,
portid WERORS EENHON-RAT, BUE
A1, 2; EENOMK
B, BUES1~4,
{EFEtEr
REMGEGROAEANAON, FAREHSEportid,
{sE FHSERY

# IREIBMCELER I AERAMO,
iBMC:/->ipmcset -d activeport -v 0
Set active port successfully.

# ERIBMCEHEOEE.,
iBMC:/->ipmcget -dipinfo
EthGroup ID o1

Net Mode : Manual
Net Type : Dedicated
IPv4 Information

IP Mode : dhcp

IP Address : 192.168.0.12
Subnet Mask : 255.255.0.0
Default Gateway 1 192.168.0.25
MAC Address :

IPv6 Information

IPv6 Mode : static

IPv6 Address : fc00:65

Default Gateway IPv6 : fc00:1

Link-Local Address : fe80::218:e1ff.fec5:d866/64
VLAN Information

VLAN State . disabled
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192.168.0.12
255.255.0.0
192.168.0.25

Bf5iaLLARSS=S iBMC

FFiEm 6 CLI M8
6.3.111ZEEENO VLAN (vlan)
i SIEE
vianis S ATFIREMONVLANER.
i SEt
ipmcset -dvlan -v <off | id>
SENi%EE
| SEiReA &
off £ FVLAN _
id K ORTEVLAN EYEEE: 1~40%4
porttype iBI\\/I,C VLANIHEEEZRI | @ 0: NC-SI shared port
MIS:EL. e 1: Dedicated port
FME: 0
Ed:iEises)
{sE FSER
#HEEMOVLAN3405,

iBMC:/->ipmcset -dvlan -v 405
Set vlan state successfully.

# EAMOVLANS R,
iBMC:/->ipmcget -dipinfo
EthGroup ID o1

Net Mode : Manual
Net Type : Dedicated
IPv4 Information

IP Mode : dhcp

IP Address 1 192.168.0.12
Subnet Mask : 255.255.0.0
Default Gateway 1 192.168.0.25
MAC Address

IPv6 Information

IPv6 Mode . static

IPv6 Address : fc00:65

Default Gateway IPv6 : fc00:1

Link-Local Address : fe80::218:e1ff.fec5:d866/64
VLAN Information

VLAN State . enabled

VLAN ID 1 405
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192.168.0.12
255.255.0.0
192.168.0.25

Bf5iaLLARSS=S iBMC

B 6 CLINEB
6.3.12 EiFFiREHROBME (serialdir)
HSIhEE

serialdirfip$ FSREIEFMZE L OS5 H,

nSHEI
ipmcget -d serialdir

ipmcset -d serialdir -v <option>
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Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

SRR

28 SH5EE BYE

<option> EOAE o 0: XREGHEO

e 1: FRBMCEO

o 2: F/RSOLEMOHE
ARFEEO

o 3: FRSOLEOE
ABMCEN

o 4: FVESDIVIRH
HREROD#E/9SCCLER
|

o 5: FNESDI V3RHE

REBOAYHERIMUEL

e 6: FRESDIV3RE
HREB O ASCCLE
A

o 7: FESDIV3RH
tREB O AIMUEO

A EIRS SIS EEBUER

EBOREZS R REAR

@, gEidtiTipmcget -d

serialdirip SEESEE

ENEOEEAME.

i5iEE

o [RFBEERZLEESDI V3=
B, <option>{X37#%0,
1. 2703,

o JREBEERLET—KSDI
V3-RES, <option>AJ3Z
154505, BTIREIOR
4R 18I OfEE2 2Ry
SDI V3,

o [RSZEELRLE THIEKSDI
V3&Hf, <option>B]3Z
¥4, 5. 6§07, H, 4
SRR EIOBRE
ZHESDI V3, 6f07
FRREIORE2 R
B9SDI V3+&,

EdZzE=TE]
o RESOLBMARBZHEOHEBMCEOR, MNRMFIEREOSSOLEOSMEIR
B8R, FARKEOSEBMCEOR, SENFEEIREOSS, ESOLEOM
FEtEFEFAIERE O,
o HEHM (EMREOSOLEN) AERENRFLEOR, EOSEIIEFR
“Del” mliEIEM#HABIOS Setup5RE.
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Bf5iaLLARSS=S iBMC

FAF#EE 6 CLI 3
{sEFASEH
# FEBRORENIBMCEO,
iBMC./->ipmcset -d serialdir -v 1
Set serial port direction successfully.
# ENSERICEENSEOSE, HPNumEFRRFTNRERI<option>(E.
iBMC:/->ipmcget -d serialdir
Currently connected serial direction :
Num Source Destination
1 PANEL COM BMC COM
4 SD100 PANEL COM5 SCCL COM5
6.3.13 &3 iBMC EIBE% ( reset)
an SIHE
resetin S FRERIBMCEIERA,
mSHER
ipmcset -d reset
SELineE
7c
{EF3tER
7c
{sE A=)
# EFEHIBMCEIRERS,
iBMC:/->ipmcset -d reset
This operation will reboot iBMC system. Continue? [Y/N]y
Resetting...
6.3.14 BE{FHE (upgrade)
an SLIEE
upgradeds ST AEREN.
an tEl
ipmcset -d upgrade -v <filepath> [option]
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Bf5iaLLARSS=S iBMC

FBFiEr

6 CLI 43
S#% B
84 SERA &
filepath EEERRERE | Blan: “/tmp/
HUEITERIR, image.hpm”
i58E
ZEEREF "xxx.hpm”
LRSS
option FRARTHREREMNE | o 1: FRAHEEHREL
BzhERIBMC, BIEmERIBMC,
o 0: FRAKTHERE
r=BHMERIBMC,
BNE: 1
(EFR{ER
PATIaSZ R, BAERANHERM TR (HAFSFTPHMNY, FIIWInSCP) BHERRIE
3 EERIIBMCXHRFRIEEER (Bl70 “/tmp” ) .
(RERTL:
o {4 EERY, AERAFP AN EERERS, BARFHRE CEASUEE, BREFPAEE
LEREZH,
o NMEEMERAZ LA, BIOSHESHR EEZIBMC, HE NRIRMERS FEREERMATERL.
o IR RAHKEARGEE 255 MNF1 .
FRIBMCaSDRizHIesE, FEBIBMCABEEARAIEFERL.
FHRiIBMCaSD-Ei4IISES :
e option 1T TFHRTRIGIZEIERFIBMC,
o optionAORRHARTHEEALBHNERBMC, MEFEARNEHER, BE
[BiBMC,
FRIBMCIISERARE. EPXES.
(s FASEfl

# FHRER

iBMC:/->ipmcset -d upgrade -v /tmp/image.hpm 1
Please make sure the iBMC is working while upgrading!
Updating...

100%

Update successfully.

A

iBMC:/->ipmcset -d upgrade -v /tmp/image.hpm 0

Please make sure the iBMC is working while upgrading!

Updating...

100%

Upgrade successfully and need to reboot the BMC to active the upgrade.
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Bf5iaLLARSS=S iBMC

FBFiEr

6 CLI 3

6.3.15 &5 S (printscreen)

an SIIEE

amSER

SEEE

{EFtERE

{ERISCH

printscreeniz S AT HERS S HBIME~NFEREE R,

ipmcset -d printscreen [-v wakeup]

a5 250358 HR(E
wakeup HEREEE FAERIIREE
RIFT

PTItas s, AJLMERNHEM TR (SHFSFTPHY, HIsIWINSCP) BIRF1E
“/dev/shm/web” B&IZTHY “manualscreenjpeq” MIFTEHESTFEE “jpeg” X
Hr9=Fim (B120PC) .

L1 i%es
ZRfTprintscreenm$ht,  IBMCRIEMFREIXEFEUE.

# HENERIIRS =R R FRFR.

iBMC:/->ipmcset -d printscreen
Download print screen image to /tmp/manualscreen.jpeg successfully.

6.3.16 iBMC EX{¥[EliE (rollback)

an SLEE

an SR

SE5EE

{(EFRfar

rollbackar<> FARE 3 i BM CEWS S RIRRANAISR G R E AT BRRANRIR G

ipmcset -d rollback

ZanENE, FIRSKREIRAESKERSE, RESXESHESXEEET
NEGHXESR, RESKFEEENMIRATADXEE.
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Bf5iaLLARSS=S iBMC

FAFtsra 6 CLI "3
{sEFESERY
# [EFRIBMCER{E,
iBMC./->ipmcset -d rollback
WARNING: The operation may have many adverse effects
Do you want to continue?[Y/N]y
Set rollback successfully, system will reboot soon!
6.3.17 EFHHELELERIRZS (rollbackstatus)
an SIEE
rollbackstatus?p < FIKEIRR A ERIRE.
CEESZ =
ipmcget -d rollbackstatus
SEREE
7c
(EFEtErR
7c
{sEFESE Y
# FEiRBMCERAEIRIRE.
iBMC:/->ipmcget -d rollbackstatus
Last rollback success!
6.3.18 1ZBRSZIKE (service -d state )
an STDREE
service -d statefp S FTFIREIBMCHIRSIAZ.
SR
ipmcset -t service -d state -v <option> <enabled | disabled >
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Bf5iaLLARSS=S iBMC

BFErR 6 CLI 43
S%58
28 SR HE
option PROS A o SSH
o SNMP
o KVM
o VNC
e VMM
e Video
e HTTP
e HTTPS
e RMCP
o RMCP+
e SSDP
enabled BRRSS -
disabled RS )
=2k ]
H\optionSEY, KINEIYHF.
{sE =L

# [FFAHTTPIRSS.

iBMC:/->ipmcset -t service -d state -v http enabled

WARNING: Enabling the http functions may reduce system security. Exercise caution when enabling these

functions.

Do you want to continue?[Y/N]y

Set http service state(enabled) successfully.

(1 5288

FEhttplREEZERE,

6.3.19 12 BIEERSIKOS (service -d port)

Sp

2]

i

service -d portip ST IREIBMUEERSIRAS.

Sl

S

ipmcset -t service -d port -v <option> <portlvalue> [port2value]
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Bf5iaLLARSS=S iBMC

FBFiErE 6 CLINE
SR B
S8 S5 P &
option iEpSid o SSH
o SNMP
o KVM
e VNC
¢ VMM
e Video
e HTTP
e HTTPS
e RMCP
portlvalue REHIROS 1~65535
port2value REHNIRAS, RE 1~65535
RMCPRRSSRILAIR Bt
|
(ERiER
Web Server(HTTP)/Web Server(HTTPS)im[ &3 9655350F, ChromeliSesiRiE
HZim ORI R0E,
{sEFEsEf

# IREHTTPSEIRSSHIIRIS/9443,

iBMC:/->ipmcset -t service -d port -v https 443
Set https service port to 443 successfully.

6.3.20 EiFIRSZIRES (service -d list)

ShaE

S

service -d listip S HTEIARZIRE.

SRR

ipmcget -t service -d list

SE5EP

{EFRfaRe
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{sE RISl

# EAIRSIRE.

iBMC:/->ipmcget -t service -d list

service name | state | port
SSH | Enabled | 22
SNMP | Enabled | 161
KVM | Enabled | 2198
VNC | Disabled | 5900
VMM | Enabled | 8208
Video | Enabled | 2199
HTTP | Enabled | 80
HTTPS | Enabled | 443
RMCP | Disabled | 623,664
RMCP+ | Enabled | 623,664
SSDP | Disabled | 1900

6.3.21 1 REERZTLHEBUEEAMEEEIRS (securitybanner -d

state )

an SIEE

amSER

SE5EE

{EFtER

{E ISR

securitybanner -d stateis S AT IRERSHEBMCERAHETZLERE.

ipmcset -t securitybanner -d state -v <enabled | disabled >

2% SEi5B &
enabled %ﬁ?&%ﬁiﬁ@ﬁﬁ@f@ _
disabled ETRAEERFEETRST | _
ESEISH
7c

# REAIBMCERAARTREER.

iBMC:/->ipmcset -t securitybanner -d state -v enabled
Enable login security banner state successfully.
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6.3.22 EFIERTZLIEE (securitybanner -d content )

an S IIEE
securitybanner -d contentiz S AT IRERIBMCERAHETIZLERNERN
=.
nSHE
ipmcset -t securitybanner -d content -v < default | ‘option” >
SR E
' SEREE BYE
default FEARANR LS _
B, AMEK,
option ERELEBNERNKS | 0 ~ 1024/ FHERIF
FeER
(EF3tEr
7c
{sEFESE R

# IREERLZ2ERIRARE.

iBMC:/-> ipmcset -t securitybanner -d content -v default
Set login security banner content successfully.

6.3.23 EHERTLIEE (securitybanner -d info)

an SLEE
securitybanner -d infofp$ATEIRIBMCERAEE~ILSEENEARS.
mSER
ipmcget -t securitybanner -d info
SELi508
7c
(EFRiEm
7c
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# B RT2ER.
iBMC:/-> ipmcget -t securitybanner -d info
Login security banner information state: enabled.

Login security banner information:

WARNING! This system is PRIVATE and PROPRIETARY and may only be accessed by authorized users.
Unauthorized use of the system is prohibited. The owner, or its agents, may monitor any activity or
communication on the system. The owner, or its agents, may retrieve any information stored within the

system. By accessing and using the system, you are consenting to such monitoring and information retrieval

for law enforcement and other purposes.

6.3.24 &\ SSLiIEH (certificate -d import)

i SIEE
certificate -d importis<SFATFSASSLIEREIIBMCEA,
i SHEN

ipmcset -t certificate -d import -v <localpath| URL> <type> [passphrase]

SEREE

8 SERAA &

localpath | S ARISSUEHRY | IEREBMCERVMESTERER, Flgn: “/tmp/
R test.pfx” ,
588

SF pix. *pl12t§
=X, BAKF100KBHY
iIE:Ee
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SH5EE

V(=]

FSNRIZAESSLIE
FIHRIJURL

&
protocol://username:password@IP:[port]/
directory/filename

Hep:
e protocol: ¥4 “https” . “sftp” |
“cifs" 1 "scp” HAI—F,
588
o IBMCERISZFSMB V1.0hRAR,
o CifStREMIERT AL EEE, BN
EEELTeMhttps ., sftpaiscptii,
ésername: ERETMRSESFTRRIRER
password: ERBRIRSSESFTRAIERS.
IP:[port]: B#riRSSE89IPHEUENIROS.,
directory/filename: ZF2SSLUEREBR
ARS8 LRULEXTERIR,
fgn:  https.//
Administrator Admin@9000@10.10.10.1:443
/tmp/test.pfx

type

SSLIFF38Y

EEA1,

passphrase

ARk SSLIERRTRYZR
&

ERATE, WSHEAE,

{EFtERe

PTItan<SZal, B ERANHMEMm TR (SHFSFTPHY, HIsIWINSCP) RtESEIFHY
SSUIER_EEZIIBMC R FRUEERRT (B0 /tmp”)

{E LA

# S ASSLIEB.

iBMC:/-> ipmcset -t certificate -d import -v /tmp/test-01.pfx 1 Admin@9000
Import certificate successfully

6.3.25 &if] SSLIEPB(ESE (certificate -d info)

SUEE

Sh

certificate -d inforp$SHFEIFSSLIEBRYEE.

SRR

ipmcget -t certificate -d info
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SR

7c
{EFtER

7c
{sEFASEH

# HiSSLERER.

iBMC:/-> ipmcget -t certificate -d info

SSL Certificate Information:

Issued To: CN=Server, OU=IT, O=Mytest, L=ShenZhen, S=GuangDong, C=CN

Issued  By: CN=Server, OU=IT, O=Mytest, L=ShenZhen, S=GuangDong, C=CN

Valid  From:Jul 25 2014 UTC

Valid  To:Jul 22 2024 UTC

Serial Number: 0
6.3.26 SHECEN{F (config -d export)
an SLIREE

config -d exportip$ TS HIBMC. BIOSFIRAIDIZ 2SR E S {4,
antEl

ipmcget -t config -d export -v <localpath| URL>
SE5A

S SEi5E V(=]
localpath | feEsrretEA | IBMCRSFHIERR, Flan: “/tmp/
HTFRIERR configxml”
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e SR &
URL EEXHSHENE | #KUA:
IR protocol://[username:password @]IP:[port]/
directory/filename
Hrh:

e protocol: ¥4 “https” . “sftp” |
“cifs” . “scp” #0 "nfs" HRRY—FH,
i8R
o IBMCERISZFSMB V1.0hR AR,
o fERNfstNYAY, FHEERTAEESS
username:password @=E&; {FRETIMY
i, FRESETLRES
username:password @=Eg,
o CifstREMNYER T ARERTE, BiNLE
EEELeMhttps . sftp. scpainfstii,
e username: ERBINRSESESATRIIAF
=R
e password: ERBRIRSETFEIIER.

o |P:[port]: B1RRSSEEAIIPHIIANIROS,

e directory/filename: ECEN/AHEBRIRS
85 FRYERTERIR,

Bign:  “https://

Administrator Admin@9000@10.10.10.1:443

/tmp/config.xml "

EdZzE=TEs]
o ERBEASHFHRECERAIDIEHIE, NEEXMHHPAESRAIDIEHIZEER.
o HiTIESE, TTLAERNHMER TR (SZFSFTPIMY, BIMIWInSCP) 1S4R1FE
“/tmp/configxml” E&ZTFRIECESZM (B0 “configxml” ) TEEIEF iR
(f5120PC)
{5 FAEfl

# SHECEN.

iBMC:/-> ipmcget -t config -d export -v /tmp/config.xml
NOTE: The exported RAID Controller configurations are valid only if they are exported after the POST is
complete.

Collecting configuration...
100%
Export configuration successfully.

6.3.27 SAEEBX{F (config -d import)

Sk

Sp

config -d importiz$S TS AIBMC, BIOSHIRAIDIZHISEELE 14,

W © BISEREABIRAT 267


10.10.10.1

Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

I SER
ipmcset -t config -d import -v <localpath| URL>

SRR

24 SRR V(=]

localpath | (S \RNES/HERT | BRESAEIBMCES FRVEITERZ, fAltn:
EARHERIR, “/tmp/config.xml”

URL HSNNRBELHH | Hn:
TEITFEERIR, protocol://[username:password@]IP:[port]/
directory/filename
Hep:
e protocol: WA “https” . “sftp” .
“cifs” . “scp” 1 "nfs" AREG—FH,
1588
e IBMCHRI{SEIFSMB V1.0hR A,
o (FRANfstYAY, FHEERTAEEES
username:password @=FE%; {FREEIMNY
i, R HREs
username:password @=Eg,
o CifstNEMYERTAREE L, Bits:
R EZ e https . sftp. scpainfstii,
e username: ERBIRIRSESFTENAF
go
e password: EREIRRSEEFEIIE.
e |P:[port]: BRIRSEMNIPHIIFNIROS,
e directoryffilename: EEENXHEBIRRS
28 FRYLEITRRIZ,
fign:  https;//
Administrator Admin@9000@10.10.10.1:443
/tmp/config.xml

{EFtER
o ERBASHFHAEERAIDIESRE, NEENHHAEZRAIDEHEESR.
o HUTILARSZAI, BIERAXHER TR (SIFSFTPHMY, FISAWInSCP) Sis
FRIECES M EERIIBMC R FRISERR T (Hla0"/tmp”)

{5 ALl
# SNEEX,

iBMC:/-> ipmcset -t config -d import -v /tmp/testconfig.xml
Setting configuration...

100%
Import configuration successfully.

Reset OS for the BIOS config to take effect.
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6.3.28 &\ CRL & (crl)

an SIRE
crlfip S AT SATHR B B RIS fE BRI BRI IR 4.
SR
ipmcset -dcrl -v <localpath/URL> <type>
SEREE
S SEREE V(=]
localpath BFENNCRLAMIRR | CRLSUAAEIBMC_ERYLERS
588 R, flan:  “/tmp/
XFFr o™, BAKT cms.crl”
100KBETSZ {4,
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s SE5E BE
URL FEONRITFECRLHRY | &=
URL protocol://

[username:password@]IP
:[port]/directory/
filename

Hr:
e protocol: WA
" httpsll . ”Sftp" .

“cifs” . “"scp” [
“nfs" dhAg—F,
588

o IBMCHaINF
SMB V1.0,

o {FERANfstYAT, =
R EPAREES
username:password
@=FE:; FRETH
WHS, FRESE Y
mes
username:password
@FER,

o CifstREYFERT
TZeEE, BYUL
STEEREEZ e
https. sftp. scpay
nfstiil,

username: ZERBfR
RS ERFTEAIEFE.
password: ERBxR
RS ERATEAEES.
IP:[port]: BEtriRSSES
AYIPHELFNIR IS,
directory/filename:
AECRLIAEBHRAR
5528 FRYAENTERER,
flgn:  “https://
Administrator Admin@90
00@10.10.10.1:443/tmp/
cms.crl”

type CRL3Z{438Y EEH1,

{EFBfER

PTIar S Zal, B ERXHMEM TR (SHFSFTPHY, HIsIWINSCP) BFSAR
N4 EERIIBMC R FRIEERERT (Bla0 “/tmp” )
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{sE AR SEf1
# S NCRLIZf4,

iBMC:/-> ipmcset -dcrl -v /tmp/cms.crl 1
Import CRL file successfully.

6.3.29 EFSUYFIERIY6IK ( vimm -d connect )

i SIIEE
vmm -d connectin<> AT HEEECUF RIS K,
S
ipmcset -t vmm -d connect -v <file_URL>
SEREP
4 SHi5A BE
fle_URL | fHE8IOSHATIER | 182000
R, protocol://[username:password@]IP[:port])/
directory/filename
Hrh:
e protocol: WA “nfs” . “cifs” B
“https” .
iiAH

o IBMCHRISZFSMB V1.0hR AR,
o (FERANfsMYAT, FHERERFIEES
username:password@=E%; fEREEEIMNY
i, FHEEEFHRES
username:password @=Eg,
o CifsiREMYERTAZEE L, Biis
EEELERhttpsEnfstig,
username: EREMRS SRR
go
password: ERBRIRSSEFTFEIIER.
IP[:port]: BtriRSS=/MIPHEIEANIROS,
directory/filename: FHEFHIEEBR
IRS5 e ERVAESTERR,
fGlN:  nfs;//192.168.44.178/home/admin/
nfsserver/rhel-server-6.3-x86_64-dvd.isogj,
nfs://[fc00::64]/home/admin/nfsserver/rhel-
server-6.3-x86_64-dvd.iso
1588
o file_URLESBRAKEE 2551 FH,
o (FFRIPVOIBIHESSUGRT, WFER[ EESE

ek, flan “[fc00:64]" | TIPvABUETTLLRR
.
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{EFBtERS

{E Rl
# FEEIRIERIER.

iBMC:/-> ipmcset -t vmm -d connect -v nfs://192.168.44.178/home/admin/nfsserver/rhel-server-6.3-
x86_64-dvd.iso

Connect virtual media...

Connect virtual media successfully.

6.3.30 FRETEEILCIEAEIE ( vmm -d disconnect)

S IhEE
vmm -d disconnectiz < BRI ERATER.
woER

ipmcset -t vmm -d disconnect

SE5EE

{EFtERE

{E ALl
# PRI CIRAGIERE,

iBMC:/-> ipmcset -t vmm -d disconnect
Disconnect virtual media...

Disconnect virtual media successfully.

6.3.31 EFEMEPER (vmm -d info)

anSThEE
vmm -d infoip$ AT ERIBMCEIIRNMEE.
woER

ipmcget -t vmm -d info
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S0P

{EFfER

{E LI

# ERETIRIAER.

iBMC:/-> ipmcget -t vmm -d info
Virtual Media Information: )
Maximum Number of Virtual Media Sessions: 1

Number of Activated Sessions . 0
Activated Sessions URL

6.3.32 45 FPGA ffJ Golden ElifIREHI i8S
(fpgagoldenfwrestore)

AN <13
e SUIEE

SRR

SE5EE

{(EFRfar

{EFLH

fpgagoldenfwrestoredis S ATFPGARTGAIEE LIERY, EFPGA-RHIGoldenE{41k
SHIRE.

ipmcset -dfpgagoldenfwrestore -v <slotid> [position]

88 SR V(=]
slotid FPGAERIENE 1~16
position FPGA-RRTAMAYE 0

FPGARAIERINSHIUTILAS, OSKESER. BERFE

# JBFPGARRIGoldenEH Rk E H R E.

iBMC:/-> ipmcset -dfpgagoldenfwrestore -v 6

WARNING: This operation may cause unexpected reset of the OS and affect services.
Do you want to continue?[Y/N]:y

The restore of the Golden firmware of the FPGA card is starting.

100%

The restore of the Golden firmware of the FPGA card is successful.

o
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iBMC:/-> ipmcset -dfpgagoldenfwrestore -v 6 0
WARNING: This operation may cause unexpected reset of the OS and affect services.
Do you want to continue?[Y/N]y
The restore of the Golden firmware of the FPGA card is starting.
100%
The restore of the Golden firmware of the FPGA card is successful.
6.3.33 &Hiff LLDP {§2 (lldpinfo)
anSIREE
lidpinfoip<$ FETFEIAIBMCHILLDPSE.,
mSHER
ipmcget -dlldpinfo
SEnR A
7c
{EFtER
7c
{sEFHsERI
# EiiBMCHLLDPER.
iBMC:/->ipmcget -dlldpinfo
Status : enabled
6.3.34 i&E LLDP IJgeIA%S (lidp -d status )
an SIDREE
lidp -d statusin<$ FBF{EREEZELELLDPIIEE,
i SHE
ipmcset -t lldp -d status -v <enabled|disabled>
SERE
s SR BYE
enabled {FRELLDPIAL }
disabled 2 FLLDPIfRE }
(EFEtER
7c
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{EFISCH
# {3EAELLDPIAE,

iBMC:/-> ipmcset -t lldp -d status -v enabled
Set LLDP enable status (enabled) successfully.

# ZALLDPIHEEIRASSE,

iBMC:/->ipmcget -dlldpinfo
Status : enabled

6.3.35 EifJflligH USB EIR(ER (usbmgmt)

an S IIEE
usbmgmtip ST EIFFIREUSBEIEES.
mSHER
ipmcget -t usbmgmt -d info
ipmcset -t usbmgmt -d state -v <enabled/disabled>
SEREE
S SRR V(=]
enabled (EFREUSBETE .
disabled 2 FUSBEE -
{EF3tER
LEMYE(SELARSS 259 TSO2F-F30 VE, TSO2F-F30 (TCBP) #0 TSO2F-G39 VEZY
SIS,
{sEFASEf)
# EFPUSBEIEEE.
iBMC:/->ipmcget -t usbmgmt -d info
Service State  : enabled
USB Device Presence : absent
# IREUSBEIRER.,

iBMC:/->ipmcset -t usbmgmt -d state -v enabled
Set USB management service enable state sucessfully.

6.4 Trap i<
NBRSEtraplEX S SIS BT E.
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6.4.1 EifJFliZ = SNMP trap JA7S (trap -d state )

an SIIEE

trap -d statefp ST EIAFNZEIBMCHISNMP trapIhAEHIHEREFNEE LEIRTS,

SR
ipmcget -t trap -d state [-v destination]
ipmcset -t trap -d state -v [destination] <disabled | enabled>
SELineE
S SEYi5EA BYE
destination FRSNMP trap BRI, o 1~4
o NENZSHES, TR
[SFAEEEFtrapIge.
disabled FNZEFSNMP trapIh _
BE.
enabled FEFASNMP trapIf i
ﬁlgo
{EF3tER
o EEVERIREMBEHTRIET, iRBdestinations4, BUEEEHR1~4.
o FEXJtrapIhseiR(E, BISREEEAtrapIngeit, AFE-v [destination]FE.
{sE A SEf)

# ZFHIBMCHISNMP trapB#R1.,

iBMC:/->ipmcset -t trap -d state -v 1 disabled
Set trap dest1 disabled successfully.

# EAZBISNMP trap BHR1AYFEEIRT.

iBMC:/->ipmcget -t trap -d state -v 1
trap dest1 state : disabled

6.4.2 iZE SNMP trap ERixOAS (trap -d port)

i SIREE
trap -d portipSFITFIEEBIBMCHISNMP trap HBiHAS,
i SHER

ipmcset -t trap -d port -v <destination> <portvalue>
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SR B
88 SR &
destination FRSNMP trap B4R, 1~4
portvalue FSNMP trapi1S, | SNMP trapik I SHIZIA
BE2162, BUEEERE1 ~
65535,
(EFRER
%
(s FASEfI

# IRESNMP trap Bir180im5791024,

iBMC./->ipmcset

-t trap -d port -v 1 1024

Set trap dest1 port successfully.

()

L&

S
L

4.3 1%E8 SNMP trap BI{F22FR (trap -d community)

trap -d communityfp$AETFIREIBMCAISNMP trapEREFR,

=52

Sh
%

ipmcset -t trap -d community
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SRR

e SR &

Community FRSNMP trapEiR& FIARE: BN

R (EEELIRSSS KPR

= B .

A EERE I ENRIEBE

JF:

o KEN ~320MFFHF
=R

o HHTF. EXFHEFFR
SIRINVEIRFRTA
B

HFEEBEEERAIBER

Ty

o KEEHS ~ 2=
£,

o EDEBLITEIRT
&
~@#$%N&H()-_=+\
[0 <.>/?

o E/DHEBLITERFH
[k
- XK5=¥8: A-~Z
- INEFH: a~z
- . 0~9

o TEEEETIE.

{ERfaRe

{sE A sCfl
# IRESNMP trapflIFAZFR amytrap,

iBMC:/->ipmcset -t trap -d community

New Community:
Confirm Community:
Set SNMP trap community successfully.

6.4.4 188 SNMP trap BAY IP ltflik (trap -d address)

S YIEE

trap -d address&p<$HTIRESNMP trap HR(SEHRIBERYIPHELL,
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B

ipmcset -t trap -d address -v <destination> <ipaddr>

SEK B
el S40%E HE
destination Z="SNMP trapB#RIA, 1~4
ipaddr FENEHER LR | BUERELAIPVA (1809
IPHbit, “XXKXXXXXXXXX ")
IPv6 (t&=XA
XXX
XXX ") B
= (t&=Lr") .
(EFtER
ipaddri& & A=A~ akRI Pibilt,
{sEFAsEf

# IZRESNMP trap Bir11EE S HRISSH9IPHELE/10.10.10.10,

iBMC:/->ipmcset -t trap -d address -v 1 10.10.10.10
Set trap dest1 address successfully.

# BBRSNMP trap Bir11Z20E 4 HIRIEEAIPHELL,

iBMC:/->ipmcset -t trap -d address -v 1 "
Set trap dest1 address successfully.

6.4.5 &if] Trap EIRBRIMLLEE (trap -d trapiteminfo)

SWaE

Sh

trap -d trapiteminfods < AT EIASNMP trap HIRIEERIBRIIPHENE, EiRIEO. fF

BEIRE,
an PtE

ipmcget -t trap -d trapiteminfo
SE5EE

7c
{ERism

7c
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(s FAsEpI
# EHSNMP Trap HRBERIEIHER,

iBMC:/->ipmcget -t trap -d trapiteminfo

Trapltem Num |state | port | alert address
1 | enabled | 1024 | 10.10.10.10

2 | disabled | 162

3 | disabled | 162 |

4 | disabled | 162 |

6.4.6 EHiFF1iZE SNMP trap [RAFFE (trap -d version)

i SIEE
trap -d versionip ST EIEFIZESNMP traphRAES.
nSE
ipmcget -t trap -d version
ipmcset -t trap -d version -v <V1| V2C| V3>
SENi%EE
4 SHi5E BE
V1 FSNMP traphRaEh | _
V1,
Vv2C FSNMP trapfRaEh | _
VaC,
V3 FRSNMP traphraSh | -
V3,
Ed:ilises)
SNMP trapBRAMRA AV,
{sEFISER)

# IRESNMP traphrAmV2C,

iBMC:/->ipmcset -t trap -d version -v V2C
Set trap V2C success.

L) 588

VIFIV2CEABRTFESTSImEERERE, BREERFER. BIERVIIRAEISNMP
Trap,
# ZAISNMP traphRAMEE.

iBMC:/->ipmcget -t trap -d version
Trap version : V2C
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6.4.7 Eif)F1i&E SNMP trap HZRIXHA (trap -d severity)

inSIEE
trap -d severity@ S AT EIFFNIRESNMP trapfIEERERH!.
i SHER
ipmcget -t trap -d severity
ipmcset -t trap -d severity -v <level>
S#i%EE
£ SEiREA &
level FSNMP trapf9ts | @ none : TRAKIEELE,
ERIERF. o all: FRRENEEGFFEHIEIIEE
EFE,
e normal: FREENEENEIFEHES
ﬁ%‘go
e minor: FRRERNIEENEHEESE,
e major: RNRENEENTEHEEE,
o critical: FRRENEFENESHES
ﬁ%o
EdZzE=TEs]
AEFHZESMEZEL S, WMipmcset -t trap -d severity -v normal minor,
{sE FSER

# IR B SNMP trap KX EZRIZ 5 Iminor,

iBMC:/->ipmcset -t trap -d severity -v minor

Set trap severity successfully.

# EAZBISNMP trap X EZRI 3.

iBMC:/->ipmcget -t trap -d severity
Trap severity : minor

6.4.8 EHFNIEE SNMP trap V3 FIR (trap -d user)

SUEE

Sh

trap -d userip S HETEIEFFNIZESNMP trap V3AF.

SRR

ipmcget -t trap -d user
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ipmcset -t trap -d user -v <username>

SELREE
2% SEHP HYE
username ZFRSNMP trap V3FEF. | EFElERE.
{EMBiEm
FEEET(FuhFREERAFRE. ZRAER.
FOABERT, Trap V3{EA “Administrator” FHF,
{5 3L

#IRESNMP trap V3R,

iBMC./->ipmcset -t trap -d user -v root
Set trap user root successfully.

# ZHSNMP trap V3R,

iBMC:/->ipmcget -t trap -d user
Trap user : root

6.4.9 EiFfligE SNMP trap 153 (trap -d mode)
I8

Sp
L

trap -d modeds S FHETEIFFIZESNMP trapt&E,

SR
ipmcget -t trap -d mode
ipmcset -t trap -d mode -v <option>
SERE
S SEiREA BYE
option FRSNMP traptEz{iz o 0" , Fntrapt&Ez(
B, EEvent Code,
o "1" , FtrapiEz(
=0ID,

° 11211 , %ﬁ?trap*ﬁﬁ
EPrecise Alarm

(recommended),
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EBiEm
HIREERY, "BESZENGES)" B "OIDER" 1 "SHEER" |, TRMHE
TEERNEMER., FHRBBESIEMA KRR (iIBMC SNMPEOREAR) .

{sE Al
# 1 &ESNMP trapt&E={;/9Event Code,

iBMC:/->ipmcset -t trap -d mode -v 0
Set trap mode Event Code success.

# ZAISNMP traptEEE.

iBMC:/->ipmcget -t trap -d mode
Trap mode: Event Code

6.5 Syslog i S
NBIRSSEEsyslogtERan SHEIRAIRETTI%,
6.5.1 E1FF1iIZE syslog {FEEIRE (syslog -d state )

STk

Sp

syslog -d statefy ST EIFFIIZEIBMCHsyslog HIRINEEAIEREIRE.

antEl
ipmcget -t syslog -d state [-v destination]
ipmcset -t syslog -d state -v [destination] <disabled | enabled>
SELi508
'l SE5EE V(=]
destination Frsyslog FREERIR | o 1~4
S o FENZSHES, Fx
[EFEEZEsyslogZh
AE.
disabled 5 Fsyslog L1REh _
Ae.
enabled FERsyslog EiRLI _
Ae.
(EFEtER

o BEENRSIOEEMTRI, HREmsyslogkE.
o BEUENRSOBSHFHAE, RRdestinations%, BUEEEN1~4,
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{sE RISl

6.5.2 EfIRBIEBIAERT (syslog -dauth)

SUIEE

S

mSER

SE5EE

{EFtER

{EFLH

# [SFsyslog HBINRE,

iBMC:/->ipmcset -t syslog -d state -v enabled
Set syslog enabled successfully.

# Hifjsyslog LHRINEERYEREIRTE.

iBMC:/->ipmcget -t syslog -d state
syslog state: enabled

# ZFREE1Rsyslog HRINAE,

iBMC:/->ipmcset -t syslog -d state -v 1 disabled
Set syslog dest1 disabled successfully.

# ERIEIE 1A9syslog HRINAEANEREIRTS.

iBMC:/-> ipmcget -t syslog -d state -v 1
syslog dest1 state: disabled

syslog -dauth@ S FTFEIFFIREIEHAEAR.

ipmcget -t syslog -dauth

ipmcset -t syslog -dauth -v <option>

o SELi5E

V=]

option FREBIAEAR.

o 1

o 2

: EAERAIE

© XERAIE

o HMEIAIE: RIAIESysloghRSS2EIHAGIES.
o XVENAIE:

# IRBEIEFHAIES AN ATAIL,
iBMC:/->ipmcset -t syslog -dauth -v 2
Set syslog auth type successfully.

# EAMEREBIAIEA.
iBMC:/-> ipmcget -t syslog -dauth
Syslog auth type: mutual authentication

SysloghiRSSEsimAlE FintNE T ERFEIALE,
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6.5.3 EiFFNIRE syslog EHHRR (syslog -d identity)

i SIEE
syslog -d identity@ <& BT EIIFIZE syslog A& H3RAIERRIENIRR.
I SER
ipmcget -t syslog -d identity
ipmcset -t syslog -d identity -v <option>
SEhR A
4 5B BYE
option Eﬁ%iﬁ%ﬁ’ﬂiﬂﬁ o 1: BIRFAIS
i o 2: FERATTHRES
o 3: FH&A
{EF3tER
7c
{sE FHSERY

# I8 EsyslogEHRRAENZ,

iBMC:/-> ipmcset -t syslog -d identity -v 3
Set syslog identity successfully.

# EifJsyslogEHFRR,

iBMC:/-> ipmcget -t syslog -d identity
Syslog identity: host name

6.5.4 BT EERINNEE (syslog -d protocol)

i STEE
syslog -d protocolii$ BT EIEFFIEE _FiRsyslog HERRARMEEIIYEEEL,
i StE

ipmcget -t syslog -d protocol

ipmcset -t syslog -d protocol -v <option>
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SEhREAE
2% S5 BB
option TR EERL, e 1: UDP
e 2: TCP
e 3:TLS
Ed:EEE ]

o TLS: HEMIEEANMY, FRESIEERIVREMMEIETEMY.

o TCP: HEREZAIMN, EETIAEIERT, YIERATTE JSERNEE.
UDP: EMAFEZAMMY, EIETVSAEERER, WASAEIER, EREHIE
LRI,

{E ALl
# R&syslog HIRETRAMIMNEELS “TLS" .

iBMC:/-> ipmcset -t syslog -d protocol -v 3
Set syslog protocol successfully.

# EIRZRIsyslog EIRATRARIMMNEEEL,

iBMC:/-> ipmcget -t syslog -d protocol
Syslog protocol: TLS

6.5.5 BEigfligE LIRAFTRIER (syslog -d severity)

S TEE
syslog -d severitymrp ST EIAMIREEID syslog EIRAIBERIZRSI.
R4 =N

ipmcget -t syslog -d severity

ipmcset -t syslog -d severity -v <level>
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SE5EE

84 SEHB HYE
level FrIHIRAERIR e none: FTIARIEEE,
#ll. o all: FRAXNEZEESHBEHIENHEE
52,
e normal: FRAENEEE SFEHIEM
HEEE,
e minor: JRRENEENER. mE. &
SHIEEZE,
e major: BRAEEZENE, K=
52,
o critical: FRREIEENESHIES
=,

{EFtERE

{sEFISER)
# I8 &syslog EIRAZRIRKAI/S “critical”

iBMC:/->ipmcset -t syslog -d severity -v critical
Set syslog severity successfully.

# Eifsyslog R AEAIZH S,

iBMC:/-> ipmcget -t syslog -d severity
Syslog severity: critical

6.5.6 Eif)fll LIZIRSZEZMRIEPR (syslog -d rootcertificate)

STk

Sp

syslog -d rootcertificatefp S AIE syslogRSZERHVRIEP_HERNIBMC, BEIH2HIR
IERER.

ipmcget -t syslog -d rootcertificate

ipmcset -t syslog -d rootcertificate -v <filepath>
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SEhREA
2% S50 V(=]
filepath TS HEHRIES | B3I, Flan:  “/tmp/
FAIBMCEAYEXSEE | rootcertificate.cer”
iz
Ed:EEE ]
WiT S 2R, BFERSHER TR (SHISSFTPHMY, BIENWinSCP) BREFBE1T
ERAMRIER X4 HERIBMCUERFHSER R (Flwn “/tmp” )
(L] B8
BEEMER, BUaTEFEREXE,
{sE AR SEf1

# _LIEERSSSRRIET.

iBMC:/-> ipmcset -t syslog -d rootcertificate -v /tmp/rootcertificate.cer
Set syslog root certificate successfully.

# EAIRSSHRIEBER.

iBMC:/-> ipmcget -t syslog -d rootcertificate

Server Root Certificate:

Issued  To: CN=SERVER, OU=IT, O=TS, L=, S=GD, C=CH

Issued  By: CN=Info, OU=IT, O=Mytest, L=ShenZhen, S=GuangDong, C=CN
Valid  From: Mar 24 2016 UTC

Valid  To: Mar 24 2017 UTC

Serial Number: Ob

6.5.7 EiFfl LIEFHIEPR (syslog -d clientcertificate)

syslog -d clientcertificatefy S oI5 syslog= FimilEH _HERIIBMC, sEAAMIES

=8,
an PtE

ipmcget -t syslog -d clientcertificate

ipmcset -t syslog -d clientcertificate -v <filepath> <password>
SERA

S8 SRR V(=]

filepath TS HERAREE | B3I, Fla0:  “/tmp/
E#i&iBMCJ:EI’\Jé@ﬂET clientcertificate”
8=,

R © BISEREABIRAR

288




Bf5iaLLARSS=S iBMC

FBFiEr 6 CLI Y48
88 S BV
password | FRFITFMREAMIE | ZEGIEMERE IR SBEMANIT BIIREL
By, ER.
{ErREr
PUTI 2R, IBSEEAXHEM TR (SISSFTPINY, FIMIWInSCP) KBRF BT
EREAHIES XA CERIBMCIHRGHIEERR (i "/tmp” ) .
(00 568
IBEHEFILES, SUATRFEREN,
{EFsEH)

# _CIEAHIES,

iBMC:/-> ipmcset -t syslog -d clientcertificate -v /tmp/clientcertificate.pfx syslogpw
Set syslog client certificate successfully.

# ERAEIERER.

iBMC:/-> ipmcget -t syslog -d clientcertificate

Syslog Client Certificate Information:

Issued To: CN=Server, OU=IT, O=Mytest, L=ShenZhen, S=GuangDong, C=CN
Issued  By: CN=Administrator, OU=it3, O=ts3, L=, S=guangdong2, C=cn
Valid From : Feb 17 2015 UTC

Valid  To: Feb 17 2016 UTC

Serial Number: 25

6.5.8 1% 8 syslog IRSE=itlll (syslog -d address)

syslog -d addressip<>FiF IR E sysloghRs5=aithilt.

ipmcset -t syslog -d address -v <destination> <ipaddr>

£ SERIB BE
destination Fnsyslog LIRBERR | 1~4
.
ipaddr FrsyslogiRSSaatthtit, BILAgIPvAltEE, IPv6it
14| S 2= A W S
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(EF3tER
ipaddri& & AZATR N akR| PHBtL,
{sEFASEH)
# 1R EEE1RsyslogiRSS=sibES “host” .
iBMC:/-> ipmcset -t syslog -d address -v 1 host
Set syslog dest1 address successfully.
# HifJsyslogPRSS 2ttt
iBMC:/-> ipmcget -t syslog -d iteminfo
Item Num | state | port | dest address | log type
1 | disabled |0 | host | operationlogs securitylogs eventlogs
2 | disabled | O | | operationlogs securitylogs eventlogs
3 | disabled | O | | operationlogs securitylogs eventlogs
4 | disabled |0 | | operationlogs securitylogs eventlogs
# EREE11sysloghRSS B8 HbLE,
iBMC:/-> ipmcset -t syslog -d address -v 1 "
Set syslog dest1 address successfully.
) 2 o =
6.5.9 iZH syslog k5S3E5iRAS (syslog -d port)
i SIRE
syslog -d portip S TR EsyslogirSesim=S.
nSHEI
ipmcset -t syslog -d port -v <destination> <portvalue>
SEnk A
' SE5EB BYE
destination Fasyslog EIREBENR | 1 ~4
.
portvalue FrsysloghiRSSEsim O 1 ~ 65535
=,
(EFEtER
7c
{sEFA LR
# IR EIBE1#syslogiRSSeim1S/9 "65535" .
iBMC:/-> ipmcset -t syslog -d port -v 1 65535
Set syslog dest1 port successfully.
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# EifJsysloghRsS a8 0.
iBMC:/-> ipmcget -t syslog -d iteminfo
Item Num | state | port | dest address | log type
1 | disabled | 65535 | host | operationlogs securitylogs eventlogs
2 | disabled |0 | operationlogs securitylogs eventlogs
3 | disabled |0 | | operationlogs securitylogs eventlogs
4 | disabled |0 | | operationlogs securitylogs eventlogs
6.5.10 15 LIRHZRE (syslog -d logtype)
i SIEE
syslog -d logtypefp<$ TR EiEIT syslogiR > _HRAIREAYSEEL,
mSHER
ipmcset -t syslog -d logtype -v <destination> <type>
SEhR A
S SE5EE BYE
destination Fasyslog EIREBENTR | 1 ~4
=,
type Fr ERAERE, e none: LR
. ERFrEEE

{EFRfaRe

{E ISR

[ J
fEEE

operatlonlogs. igte

securitylogs: g%
£B&

eventlogs: _HiRE4
B

# IR EiEiEd CiRIIASRE R FRTHMSEEET.

iBMC:/-> ipmcset -t syslog -d logtype -v 4 operationlogs eventlogs
Set syslog log type successfully.

# EEEE4 LRI B SR

iBMC:/-> ipmcget -t syslog -d iteminfo

Item Num | state | port | dest address | log type
1 | disabled | 65535 | host | operationlogs securitylogs eventlogs
2 | disabled |0 | | operationlogs securitylogs eventlogs
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3 | disabled |0 |
4 | disabled | O |

| operationlogs securitylogs eventlogs
| operationlogs eventlogs

6.5.11 llix syslog BRSZBETIEIE (syslog -d test )

an SIEE

RSB

SE5EE

{EFtERE

{sE ALl

syslog -d testip ST UIXECERIsyslogiRSS =B HIER.

ipmcset -t syslog -d test -v <destination>

| SERAA &
destination Forsyslog HiRBERR | 1~4
=

syslogi &Sttt im0 EE S B SarikSEFE.

# MiEE 1 B ERIsysloghRSEE R B ERE,

iBMC:/-> ipmcset -t syslog -d test -v 1
Test syslog dest1 successfully.

6.5.12 EifJFff syslog LIRBEREEE (syslog -d iteminfo)

II&E

g
L

Sl

Sp

SE5EP

{EFtER

{EFLH

syslog -d iteminfoip<$ AT EIRMASKyslog HE HRIBERIECEBR.

ipmcget -t syslog -d iteminfo

# BEiRIBMC syslogHE& HRIBENE S 1B
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iBMC:/-> ipmcget -t syslog -d iteminfo
Item Num | state | port | dest address | log type
1 | disabled | 65535 | host | operationlogs securitylogs eventlogs
2 | disabled |0 | | operationlogs securitylogs eventlogs
3 | disabled |0 | | operationlogs securitylogs eventlogs
4 | disabled |0 | | operationlogs eventlogs
D
6.6 VNC &
NMEIRSERVNCEX G CHIEIRFIRETTiE.
6.6.1 Hif) VNC iRS5{5=2 ( vnc -d info)
an SIEE
vne -d infois S ATFTEAVNCIRSZHIER.
mSHER
ipmcget -t vnc -d info
SR E
7c
(EFEtErR
7c
{sE FHSERY
# E“L@VNCHE%ES{%’%\O
iBMC:/->ipmcget -t vnc -d info
Timeout Period(Min) : 60
SSL Encryption : enabled
Active Sessions : 0
Keyboard Layout D jp
Password Validity(Days) : Indefinite
6.6.2 188 VNC IRZSHVZR3 ( vne -d password)
anSIDAEE
vnc -d passwordin <> AT IREVNCIRSFAVE,
SR
ipmcset -t vnc -d password
SEnR A
7c
WRIEE © BIEERABRAT 293
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{ER1EE
REVNCIRSHIBRETI,

ERfER:
o XITENUREINNET, VNCIRSHERERIUEKEN ~ 8 T, AT,
ES S S
o EAEESREE, VNCRSHEREMEI,:
- KEER: MRS,
- EREER:
EDOE— SR TR
~l@#$%AF()- =+\|[(]", <.>/?

Z/ DB TRM=ZRF:
EFHR: A~Z
ING=FH}: a~z
#F: 0~9

{5 FsLfl
# REVNCIRS R,

iBMC:/->ipmcset -t vnc -d password
Input your password:
Incorrect password or locked account.

6.6.3 128 VNC RSSAUEERIAIEE ( vnc -d timeout)

Sk

Sp

vnc -d timeoutis S AT EEVNCIRSHIERETHL,

antEl
ipmcset -t vnc -d timeout -v <value>
SEREE
'l SE5e BYE
value FRVNCIRSHGEITAHS | o 0: sKANERY
o 1~480: iEAIEHK, B
A
{EFtER
7c
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{E Ll
# IREVNCIRSSEBITRIIHR,

iBMC:/->ipmcset -t vnc -d timeout -v 0
Set VNC timeout period successfully.

6.6.4 iZE VNC BR33 SSL NZZINEERYIRE ( vnc -d ssl)

i SIREE
vnc -d sslipSFATIREVNCIRSS SSLINZIHAEAMAZ.
CEEZ =
ipmcset -t vnc -d ssl -v <enabled|disabled>
SR
' SERIE BYE
enabled F B FESSLINZZTHAE 3
disabled R IESSLINZEThAE _
{EFEtEr
7c
{sEFESE Y

# 1R BVNCIRSS SSLINZINRE NIB RS,
iBMC:/->ipmcset -t vnc -d ssl -v enabled
Set VNC SSL encryption state (enabled) successfully.

6.6.5 188 VNC [RSSAYERMB ( vnc -d keyboardlayout)
Thge

Sp
L

vnc -d keyboardlayoutiz<$FIFIREVNCIRSARERE.

SR
ipmcset -t vnc -d keyboardlayout -v <en|jp|de>
SERE
S SEE BE
en REIVEE -
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£ S5 g
ip FrBEERE
de eI
(EFiER
7c
{sE FISE)
# IREVNCIRSHYREME AR,
iBMC:/->ipmcset -t vnc -d keyboardlayout -v jp
Set VNC keyboard layout to (jp) successfully.
6.7 fRSEES
6.7.1 E9IhKERENSEE (bootdevice)
i SLIEE
bootdevice Ak EIAFNIREERNIRE.
i SHE
ipmcget -d bootdevice
ipmcset -d bootdevice -v <option> [once | permanent]
SR
£ SHiRA BE
option | REBMETEEE | e 0: EUEBHE.
Do e 1: MPXEEzN,
o 2: MENARYRERSHN.
e 5: NENARICD/DVDEHA,
o 6: SRNEHABIOSHE,
o OxF: NEIKESE— MBI RS0,
once RRFENMANRE(N
FE T XRERRE
¥, BEETHE, &
FiEshIEIRE
BIOSHIRERIENIATS
=

W © BISEREABIRAT

296




Bf5iaLLARSS=S iBMC

B 6 CLI M8
£ (L] g
permanent | RFEHIMANKEXK | -
ABE.
Edil e
7c
{sEFESERY
1 #58E
WS TEMSEFRIERE "Unspecified” , RrKIZRBISZEHIEIISE
# 1REGSNRBEMNEARSERSE, (NER—IX.
iBMC./->ipmcset -d bootdevice -v 2 once
Set boot device successfully.
# EERENEMRE.
iBMC:/->ipmcget -d bootdevice
Boot device: Force boot from default Hard-drive
Effective type: Once
6.7.2 1Z2BIRSZHBERHFI (frucontrol)
inSIEE
frucontrolip SIREMRSH/NEZTHH.
i SE
ipmcset [-t fruQ] -d frucontrol -v <option>
SE5EE
£ SHiRA BE
option REEEES o 0: FEFIEERS
a5
o 2: FioEbI AL
EEARSSES
Ed:il e
IRSSEE PRSI A SR Z 62,
{sEFSE)

# SEH B EIRSS =R,
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iBMC:/->ipmcset -d frucontrol -v 0

WARNING: A forced restart may damage programs or unsaved data of the server.
Do you want to continue?[Y/N]y
FRU control fru0 (forced system reset) successfully.

# SE TR B LRARSS R,

iBMC:/->ipmcset -d frucontrol -v 2

WARNING: A forced power cycle may damage programs or unsaved data of the server.
Do you want to continue?[Y/N]y

FRU control fru0 (forced power cycle) successfully.

6.7.3 HiFfIRERSZ=H[ L THBIRE (powerstate)

an SIIEE

amSER

SE5EE

{EFRfaRe

{EFISEH

powerstatedn S T EIAFIEFIIRSSHI_ LB TEIRE.

ipmcget [-t fru0] -d powerstate

ipmcset [-t fru0] -d powerstate -v <option>

28 S8 V=]

option ENTIRSS BRI TR E o 0: [EHTH
o 1: FH

o 2: 3EHITHE

IRSS2RE PRSI HIT TS ST,

# SRS R T LA SR,

iBMC./->ipmcset -d powerstate -v 1

WARNING: The operation may have many adverse effects
Do you want to continue?[Y/N]y

Control fru0 power on successfully.

# EiIRSS L TRRE

iBMC:/->ipmcget -d powerstate
Power state : On
Hotswap state : M4

6.7.4 B EIRSBH[/ITBHIR (shutdowntimeout)

Il‘ﬁ/v\m He

shutdowntimeout® < FASREIHFIIR & IRSS 2500 TEEATPR,
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TEERIIR: HUTTERERMEE, IBMCRESFRIERST NERTE. MNRET AR
VERGHUBREN TR, IBMCRIEHIAT N ERIRE.

i StE
ipmcget [-t fru0] -d shutdowntimeout
ipmcset [-t fru0] -d shutdowntimeout -v <time>
S¥i5EE
S8 L &
time o RTEXTRSZEMNT | BUEEEIARE, B
FERPRINEE, 7, BETEN
— s ; 10~6000
o FREIREAIRTIE. °
& BN 0" ALK
ESAY T EBRYBRINEE.
(EFRER
7Co
(s FAsEfl

# IR BRI T EERTBR/9600s,
iBMC:/->ipmcset -d shutdowntimeout -v 600
Set shutdown timeout successfully.

# EAARSS 2RAY T EERTIR,

iBMC:/->ipmcget -d shutdowntimeout
Graceful shutdown timeout state:  enabled

Graceful shutdown timeout value: 600 s

# Y0ERWebUIdhRy "TREEESR" IREAN "RAiX” |, IWHETLUEEE "THEIR" 1)
BECEMREELL,

iBMC:/->ipmcget -d shutdowntimeout

Graceful shutdown timeout state:  disabled

# XKIFIERSS 28AY TN EERTBRINAEE,

iBMC:/->ipmcset -d shutdowntimeout -v 0
Set shutdown timeout successfully.

6.7.5 EiiRSZEREM-E MAC ittt (macaddr)

anSIhEE
macaddrip<$ FIREAIRSS 2 kR EMOIMACHEE,
S

ipmcget -d macaddr
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SE5EE
7c
(EFEr
7c
(BRI

# EIRARSS AR TR EMORIMACHELE,

iBMC:/->ipmcget -d macaddr
Type | Name | Mac Address

LOM | Port1 |
LOM | Port2 |
LOM | Port3 |
LOM | Porta |
6.7.6 BFHEAHAMO (ethport)
an SLIEE
ethportap SAREIRIRS = LATAMOGER.
amSER
ipmcget -dethport
S#i508
7c
(s
7c
(BRIl
# EIRRRSSRR A M.
iBMC:/->ipmcget -dethport
Type | Name | Port ID | Link Status
Dedicated | eth2 | na | Link Up
LOM | Port1 |1 | Link_Down
LOM | Port2 |2 | Link_ Down
LOM | Port3 |3 | Link Down
LOM | Port4 |4 | Link Down

6.7.7 i5B& BIOS Flash (clearcmos)

Sk

Sp

clearcmos&is S T EMEBIOS Flash P BEENEA,
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an SfER
ipmcset -d clearcmos
SEREE
7c
{EFREm
7c
{sEFASEf)

# {BPR=ENRBIOS Flash{EE.

iBMC:/->ipmcset -d clearcmos

WARNING: The operation may have many adverse effects
Do you want to continue?[Y/N]y
Clear CMOS successfully.

6.7.8 &if RAID {ZHIgESE (ctrlinfo)

an SLIHE

ctrlinfoF3SREIFRAIDIZFIRRER.
an PtEl

ipmcget -t storage -d ctrlinfo -v <option>
SE5A

o SE58 V(=]

option FEIFRAIDIZHIZE | o 0~255: FRRAIDIZHIZEANID, BIRES

AYID, 1EERAIDIEHIRERIES.
o all: ZIHFTERAIDIEHIZHIER.

(EFtER

IR ME—F AT AT AR S :

o RAIDRIHFBMCHEINEIR, EAJLAMRAIDIEHEI-RAFHERHY "AMIE" &1

HEIAIZRAID-REESFFHBMCHIMNET,

o [RBFOSMEZZFIEITIBMA 2.0,

{EFRIsEfY

# Hif)ID/I0RYRAIDI=HIZRAIER.

iBMC:/->ipmcget -t storage -d ctrlinfo -v 0
RAID Controller #0 Information
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Controller Name : SAS3108
Controller Type : LSI SAS3108
Component Name : RAID Card1
Support Out-of-Band Management :Yes
Controller Mode : RAID
Controller Health : Normal
Firmware Version :4.650.00-6121
NVDATA Version : 3.1602.00-0002
Memory Size : 1024 MB
Device Interface : SAS 12G
SAS Address :5e00000157737cd6
Minimum Strip Size Supported : 64 KB
Maximum Strip Size Supported -1 MB
Controller Cache Is Pinned - No

Maintain PD Fail History across Reboot :Yes

Copyback Enabled : No
Copyback on SMART error Enabled : No
JBOD Enabled : No
DDR ECC Count :0
Primary Boot Device : None
BBU Status : Present
BBU Type : CVPMO02
BBU Health : Normal
PHY Status
PHY #0 :
Invalid Dword Count :0
Loss Dword Sync Count :0

PHY Reset Problem Count  : 0
Running Disparity Error Count : 0

PHY #1 :
Invalid Dword Count :0
Loss Dword Sync Count :0
PHY Reset Problem Count  : 0
Running Disparity Error Count : 0

PHY #2 :
Invalid Dword Count :0
Loss Dword Sync Count :0
PHY Reset Problem Count  : 0
Running Disparity Error Count : 0

PHY #3 :
Invalid Dword Count :0
Loss Dword Sync Count :0
PHY Reset Problem Count  : 0
Running Disparity Error Count : 0

PHY #4 .
Invalid Dword Count :0
Loss Dword Sync Count :0
PHY Reset Problem Count :0
Running Disparity Error Count : 0

PHY #5 :
Invalid Dword Count :0
Loss Dword Sync Count :0
PHY Reset Problem Count  :0
Running Disparity Error Count : 0

PHY #6 :
Invalid Dword Count :0
Loss Dword Sync Count :0
PHY Reset Problem Count  :0
Running Disparity Error Count : 0
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PHY #7 :
Invalid Dword Count :0
Loss Dword Sync Count :0
PHY Reset Problem Count  : 0
Running Disparity Error Count : 0

6.7.9 EiiZiHR(ER (Idinfo)

an SIEE

Idinfo RSk EIRRAIDIZ ISR EIRAIEIEREANER.

mSER

ipmcget -t storage -d Idinfo -v <ctrlid> <option>

SEREE

o SEL5E V=]
ctrlid SEIREERMNE 0~255
RAID{Z#IEEAIID,

ID,

option SEIIRIZERN

o 0~255: FNZIEEAID, BIREAEE

ZEEAYIER.
e all: ZHRAIDIZHIZE TRREZERAYS
2.

{ERfaRe

TR T E— ST T

e RAIDRSZTFHBMCHIMETE, EAJLIMRAIDIEIRAFIERH "KAME" &5
PEIZRAID-REEFHBMCGHIMETE,
o [RBF|OSMBZLEFIZITIBMA 2.0,
{ERIsEfY
# E18)ID/I0RIRAIDE= IS N ID/AORTIBZAERANES.
iBMC:/->ipmcget -t storage -d Idinfo -v 0 0
Logical Drive Information
Target ID :0
Name : examplel
Type : RAID1
State : Optimal
Default Read Policy : Read Ahead
Default Write Policy : Write Back with BBU
Default Cache Policy : Direct 10
Current Read Policy : Read Ahead
Current Write Policy : Write Back with BBU
Current Cache Policy : Direct 10
Access Policy : Read Write
Span depth 1
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Number of drives per span 2
Strip Size : 256 KB
Total Size : 100.234 GB
Disk Cache Policy : Enabled
Init State : No Init
Consistency Checking :No
BGI Enabled : Yes
Bootable : No
Used for Secondary Cache : No
SSCD Caching Enable - No
PD participating in LD (ID#) 10,1
Dedicated Hot Spare PD (ID#) : N/A
# E8)IDI0RYRAIDIZHIEE FREIZEERNER.
iBMC:/->ipmcget -t storage -d Idinfo -v 0 all
Logical Drive Information
Target ID :0
Name : example1
Type : RAID1
State : Optimal
Default Read Policy : Read Ahead
Default Write Policy : Write Back with BBU
Default Cache Policy : Direct 1O
Current Read Policy : Read Ahead
Current Write Policy : Write Back with BBU
Current Cache Policy : Direct 10
Access Policy : Read Write
Span depth 21
Number of drives per span 2
Strip Size : 256 KB
Total Size : 100.234 GB
Disk Cache Policy : Enabled
Init State : No Init
Consistency Checking : No
BGI Enabled :Yes
Bootable : No
Used for Secondary Cache : No
SSCD Caching Enable : No
PD participating in LD (ID#) 101
Dedicated Hot Spare PD (ID#) : N/A
Logical Drive Information
Target ID 01
Name : example2
Type : RAIDO
State : Optimal
Default Read Policy : Read Ahead
Default Write Policy : Write Back with BBU
Default Cache Policy : Direct 10
Current Read Policy : Read Ahead
Current Write Policy : Write Back with BBU
Current Cache Policy : Direct 10
Access Policy : Read Write
Span depth 1
Number of drives per span 5
Strip Size : 256 KB
Total Size :1.149 TB
Disk Cache Policy : Enabled
Init State : No Init
Consistency Checking :No
BGI Enabled :Yes
Bootable : No
Used for Secondary Cache : No
SSCD Caching Enable : No
PD participating in LD (ID#) :2,89,10,11
WRIEE © BIEERABRAT 304



Bf5iaLLARSS=S iBMC

FBFiEr

6 CLI 3

Dedicated Hot Spare PD (ID#) : N/A

6.7.10 HiFIER(ER (pdinfo)

I&é

g
L

SHExt

S

SE5EE

{ERfaRe

{E LA

pdinfoFBskEIMIERANES.

ipmcget -t storage -d pdinfo -v <option>

S8 S8 V=]

option SEIDRYIIERR e 0~255: FRYEENID, BIREEEE

ID, YIIEEAYER.
o all: FIHFTEYIEERNER.

TR T E— ST TS

e RAIDRSZTFHBMCHIMETE, EAJLIMRAIDIESIRAFIEREH "KAME" &H

FEIAIZRAIDRRAHFBMCHIMETE,
o [REIROSMIEZEF=1TIBMA 2.0,

# HifIDA2AWIERAYER.

iBMC:/->ipmcget -t storage -d pdinfo -v 2
Physical Drive Information

ID 12

Device Name : Disk2
Manufacturer : SEAGATE
Serial Number : 6XR1JS5H
Model : ST9600205SS
Firmware Version : B002
Health Status : Normal
Firmware State : UNCONFIGURED GOOD
Power State : Spun Up
Media Type : HDD
Interface Type : SAS

Capable Speed : 6.0 Gbps
Negotiated Speed : 6.0 Gbps
Drive Temperature : 34(Celsius)
Capacity : 557.861 GB
Hot Spare - None

Rebuild in Progress - No

Patrol Read in Progress - No
Remnant Media Wearout :N/A
Power-On Hours 1 2217

SAS Address(0) : 5000c500473326b1
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SAS Address(1) : 0000000000000000
Location State : Off
Bootable : No
Media Error Count :0
Prefail Error Count :0
Other Error Count :0
# EFTEYEENEE.
iBMC:/->ipmcget -t storage -d pdinfo -v all
Physical Drive Information
ID :0
Device Name : Disk0
Manufacturer : HGST
Serial Number : 2MV5YZEA
Model : HUSMMB8080ASS204
Firmware Version : C210
Health Status : Minor
Firmware State : UNCONFIGURED GOOD
Power State : Spun Up
Media Type : SSD
Interface Type : SAS
Capable Speed : 12.0 Gbps
Negotiated Speed 12.0 Gbps
Drive Temperature : 32(Celsius)
Capacity : 744.126 GB
Hot Spare - None
Rebuild in Progress - No
Patrol Read in Progress : No
Remnant Media Wearout 1 99%
Power-On Hours : 5200
SAS Address(0) : 5000cca02b0ad99d
SAS Address(1) : 0000000000000000
Location State . Off
Bootable : No
Media Error Count :0
Prefail Error Count 01
Other Error Count :0
Physical Drive Information
ID o1
Device Name : Disk1
Manufacturer : SAMSUNG
Serial Number : S2HSNYAG400079
Model : SAMSUNG MZ7KM480HAHP-00005
Firmware Version :003Q
Health Status : Normal
Firmware State : UNCONFIGURED GOOD
Power State : Spun Up
Media Type : SSD
Interface Type : SATA
Capable Speed : 6.0 Gbps
Negotiated Speed : 6.0 Gbps
Drive Temperature : 38(Celsius)
Capacity :446.103 GB
Hot Spare - None
Rebuild in Progress - No
Patrol Read in Progress - No
Remnant Media Wearout : 99%
Power-On Hours : 11750
SAS Address(0) :4433221101000000
SAS Address(1) : 0000000000000000
Location State : Off
Bootable : No
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Media Error Count :0
Prefail Error Count :0
Other Error Count :0
Physical Drive Information
ID
Device Name : Disk2
Manufacturer : SEAGATE
Serial Number : 6XR1JS5H
Model : ST9600205SS
Firmware Version : B002
Health Status : Normal
Firmware State : UNCONFIGURED GOOD
Power State : Spun Up
Media Type : HDD
Interface Type : SAS
Capable Speed : 6.0 Gbps
Negotiated Speed : 6.0 Gbps
Drive Temperature : 34(Celsius)
Capacity : 557.861 GB
Hot Spare - None
Rebuild in Progress - No
Patrol Read in Progress : No
Remnant Media Wearout : N/A
Power-On Hours 1 2217
SAS Address(0) : 5000c500473326b1
SAS Address(1) : 0000000000000000
Location State : Off
Bootable : No
Media Error Count :0
Prefail Error Count :0
Other Error Count :0
Physical Drive Information
ID
Device Name : Disk3
Manufacturer : SEAGATE
Serial Number : SOM3326E
Model : ST600MMO0006
Firmware Version : BOO1
Health Status : Normal
Firmware State : UNCONFIGURED GOOD
Power State Spun Up
Media Type : HDD
Interface Type : SAS
Capable Speed : 6.0 Gbps
Negotiated Speed : 6.0 Gbps
Drive Temperature : 34(Celsius)
Capacity : 557.861 GB
Hot Spare - None
Rebuild in Progress - No
Patrol Read in Progress - No
Remnant Media Wearout :N/A
Power-On Hours : 519
SAS Address(0) : 5000c50076d10609
SAS Address(1) : 0000000000000000
Location State : Off
Media Error Count :0
Prefail Error Count :0
Other Error Count :0
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Physical Drive Information

ID 14
Device Name : Disk4
Manufacturer : SEAGATE
Serial Number : SOM31J5T
Model : ST600MMO0006
Firmware Version : BOO1
Health Status : Normal
Firmware State : UNCONFIGURED GOOD
Power State : Spun Up
Media Type : HDD
Interface Type : SAS
Capable Speed : 6.0 Gbps
Negotiated Speed : 6.0 Gbps
Drive Temperature : 34(Celsius)
Capacity : 557.861 GB
Hot Spare - None
Rebuild in Progress - No
Patrol Read in Progress : No
Remnant Media Wearout : N/A
Power-On Hours : 519
SAS Address(0) : 5000c50076b1aa2d
SAS Address(1) : 0000000000000000
Location State : Off
Bootable : No
Media Error Count :0
Prefail Error Count :0
Other Error Count :0
Ay °
6.7.11 EiRERH(ER (arrayinfo)
X
S IhEE
arrayinfoFIsREAREHRIEER.
i SE

ipmcget -t storage -d arrayinfo -v <controlid> <option>

SEiRB
e BB Bv{E
controlid | BRARTMERHIZEN | 0~ 255
ID
option | SEAGRHIARAEN | e 0~255: FFHMAHANID, MIREMIEE
ID, HSERER.
o all: FUHFATHRSENIEE.
{ERiEF

TR ME—&E TS
o RAIDRSIEHBMCHIMETE, EalLAMRAIDIESI-RBFIEmEMN "BANIE &1
FEIAIZRAIDRERAIFBMCHIMETE,
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{sE RISl

o RBF|OSMEZRZ

# & DI0RIEHIRS L ID A 1R ARYERE.

IZ1TIBMA 2.0,

iBMC:/->ipmcget -t storage -d arrayinfo -v 0 1

Disk Array Information

Array ID

Used Space

Free Space

Free Blocks Space

Logcial Drive(s) ID
Physical Drive(s) ID

01
: 800.000 GB
: 716.655 GB
: (0)500.000 GB

: (1)216.655 GB

:15
11,2

# E1f) DNORIE s ERTEMEERER.

iBMC:/->ipmcget -t storage -d arrayinfo -v 0 all

Disk Array Information

Array ID

Used Space

Free Space

Free Blocks Space

:0
: 110.000 GB
1447861 GB
: (0)30.000 GB

: (1)417.861 GB

Logcial Drive(s) ID :04
Physical Drive(s) ID :0

Disk Array Information

Array ID o1

Used Space : 800.000 GB
Free Space : 716.655 GB

Free Blocks Space

: (0)500.000 GB

: (1)216.655 GB

Logcial Drive(s) ID :15
Physical Drive(s) ID 11,2

Disk Array Information

Array ID 12

Used Space : 300.000 GB
Free Space : 816.655 GB

Free Blocks Space

Logcial Drive(s) ID
Physical Drive(s) ID

: (0)400.000 GB

: (1)416.655 GB

12,6
03

6.7.12 I 24512 (createld)

Sp

Sk

SRR

createld 3R AIIRE R EINE.

ipmcset -t storage -d createld -v <controlid> -rl <raidlevel> -pd <pdid> [-
cachecade] [-sc <span_num>] [-name <Idname>] [-size <capative>{m|g|t}] [-ss
<stripesize>] [-rp <rpvalue>] [-wp <wpvalue>] [-iop <iopvalue>] [-ap <apvalue>]
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[-dcp <dcpvalue>] [-init <initmode>] [-acc <accelerationmethod>] [-cls
<cachelinesize>] [-associatedld <associatedld>]

S0P

28 SH5EE V(=]
controlid | RAIDEISERYID 0~255

raidlevel ZEEEAIRAIDZREY e r0: RADO

e r1: RAID 1

e r5: RAID5

e 16: RAID 6

e r10: RAID 10

e r50: RAID 50

e r60: RAID 60

e rladm: RAID 1ADM

e r10adm: RAID 10ADM
e rltriple: RAID 1Triple

e r10triple: RAID 10Triple

588
LinSITES "-cachecade” BT, WWEHRBERE
70" # r1”,

T EIRAIDIZ S T OB EASTIFANBIERAIRAID

RAARE, BARELRERE.

pdid PIERAIPNRETIR | YIEENID, B " 9.

fgn: 01,2

588
LindITEE “-cachecade” Y, FMEALREZMIA
$9SSD,

span_num | iZiEERYFAENEL o BIfERAID 0/1/5/6/1ADMRY, AEECEIL

o BIERAID 108, ARERAIDIZHIEETEE
ALIERENSHAR, BLARBELRER
N, TNRESHET, FAS2,

e BIERAID 10/50/60ft, BB ESEL, 2K

B2,
e
WSITES “-cachecade” BT, HEETXL.
ldname BAERBR BRAKENTS N ERFRAEH. AEIIRAID

EHESIFHF R BRRARKEARR, BARH
LR E RIS,

R © BISEREABIRAR 310



Bf5iaLLARSS=S iBMC

SR 6 CLI B
S8 S8R =
capative | BigSEAE PERBENRMALIN:
e m: MB
e g: GB
e t: TB
izl

o UHSITHE “-cachecade” Y, EETFL
. AERAIDEHIZE T SHERENAR,
BURBEELRETRE,

o UHSHFAREE “-cachecade” BRZEILES
AT, RFIRIERREFREHNRABTEX
REBIEENSE.

stripesize | {BtEAERE AN AEHIEHA/VELE:

e 16K
e 32K
e 64K
e 128K
e 256K
e 512K
e 1M
588
o YUiS{THE "-cachecade” R, ILBET
%, BERNEIARTERNATIM,
o UShREE “-cachecade” BREEILS
AT, BIERINBASTHANA256K,

rpvalue | yBtesapyisane o ra: IREPEIERIEN "Read

Ahead” ,

o nra: REFELIFHRREESN "No Read
Ahead” ,

i588

o UHSITHE “-cachecade” BY, ST
R, BIELMBIAERIE Anra,

o UHSHhAES “-cachecade” BAESEHS
AT, IBEENIIAERIE Ara,

wpvalue | ;BisRSHE o wt: REFIERERIE/I "Write

Through” .
o wh: KEDIERTRIEA "Write
Back” .

e wbwithbbu: REZHELZERIE "Write
Back with BBU" ,
BAA “wbwithbbu”
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8 SE0i508 B(E
iopvalue | Bi52A0I0%HE o cio: IREBIERZIONME S "Cached
0",

o dio: IREBIERIOFERR S "Direct 10" ,
AR “dio” .
i58g

LHSITRE “-cachecade” B, ISHFHL,
apvalue BAERANHRISREE o rw: XEFERRIARRIARES.,
o ro: IREFIERANAHIORIE AR,
o blocked: REIZIERANLIDZRIEIFSHET.
HAA “rw”
i8R

LSITEE “-cachecade” BY, WBETL,

depvalue | BIESHMWIIERET | o enabled: SiFBiEA{EAcache,
SRS e disabled: Z &5 {Fcache,
o default: EERZNAKEE, RIERREBS
B RIZRTE.
%EH
o YHSITEE “-cachecade” FY, ST
M, EIERNENAY IR ETFRIEAN
“default” ,
o HHSHFAESE "-cachecade” BAEELS
At BIEENENAYIEREEEIRN
“enabled” ,
initmode | JBiEARIAKAT. | @ no: THIAK.
o quick: HRERMIIEK.
o full: £E#HBIK.
o rpi: BLAIIEI.
e opo: BIEMSSDAERAIRAIDA FFOPO
ZHAS “no” .
o]
WSITES "-cachecade” BT, HEETRL.
acceleratio | BiEAHINNLE X e no: EFNMmE
nmethod e cache: [ERYfEHECachefl5Cache
e iobypass: UEI/OEIEZEIRAIDA, F&id
RAIDRfYCache, RBEZXZIELEZHSSDAERY
B, 1ZEIBE
ZASN “no” .
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84 28058 BB
cachelinesi | ;BEAIGEIZTAN | o 64K
€ o 256K
ZIAA "64K"
=1
LiSITEE "-cachecade” T, HEEBE.
associated! | SXEXHUIBIER #CacheCadeliEgIHD DB RYAYEHEES,
d 1]
LiSITEE "-cachecade” T, EEBE.

{ERiEE
WOfTHEE “-cachecade’ BY, FTEIERANBIERNCacheCadeiBiEAR.
IR T4 #H?TMmmmpv RAIDR3ZHBMCHIMETE, EaILAMRAIDES]
REPIEREN BRI EPFEEIZRAIDREEXIFBMCHIMEE,
{EFsEH)

# 1£ID790RYRAIDI=HIZE T eI E BB IER.

iBMC:/-> ipmcset -t storage -d createld -v 0 -rl r1 -pd 0,1 -name example -size 100g -ss 512k -rp ra -
wp wb -ap rw -iop cio -dcp enabled -init quick

WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]y

# 121D 50RYRAIDI=HIZE T Bl CachecadeiZiEEE.,

iBMC:/-> ipmcset -t storage -d createld -v 0 -rl rO -pd 0,1,2 -name cachecade -cachecade -wp wb
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]y

6.7.13 RIZEE (addid)

i SIIEE
addIdBTFEEBZERTHER ERIFEER.

i SiEN
ipmcset -t storage -d addld -v <controlid> -array <arrayid> <raidlevel> [-
cachecade] [-name <Ildname>] [-size <capative>{m|g|t}] [-ss <stripesize>] [-rp
<rpvalue>] [-wp <wpvalue>] [-iop <iopvalue>] [-ap <apvalue>] [-dcp
<dcpvalue>] [-init <initmode>] [-block <blockid>] [-acc <accelerationmethod>]
[-cls <cachelinesize>] [-associatedld < associatedld>]

S#i%EE

S8 SE58 e
controlid | RAIDEISERID 0~255
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84 28058 BB
arrayid FRIMEERAE | 0~255
891D

raidlevel BIEFZHIRAIDZ R e 10 RAIDO
e r1: RAID 1
e r5: RAIDS
e 16: RAID 6
e 110: RAID 10
e r50: RAID 50
e 160: RAID 60

e rladm: RAID 1ADM

rl0adm: RAID 10ADM
e rltriple: RAID 1Triple

e r10triple: RAID 10Triple

1588
WESITES "-cachecade” B, HESHRBLERS
5 "r0” 1" . "r5" ¥ "ro" .

ldname BIEEAR BRAKE ?3154\?—1’$E’\Jf7*—ﬁ$° AREHIRAID
BEHESSHFNFRERAKEARR, BARA
SEPRERER I,
capative | ;BIEmAE BEEARENRMAILN:
e m: MB
e g: GB
e t: TB
B
LXRIREISHET, RAEIRIEHEEFEREIR
KEERREZZERNETE.

stripesize | JBIERAHAN | AEAOSHANMEIE:

e 16K

o 32K

e 64K

e 128K

e 256K

e 512K

o 1M

BRIAFT, BUAA "256K"
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8% SERB HYE
rpvalue | smigsapysaps o ra: IREPEMITRIEN "Read
Ahead” ,
e nra: REFPERITHRILS "No Read
Ahead” ,
NS “ra”
wpvalue | ;BigBnNSE o wt: REFPIERERMEA "Write
Through” ,
o wb: EEFIERERIEN “"Write
Back” ,
e wbwithbbu: EEPERERIES "Write
Back with BBU” .
ZRAA “wbwithbbu”
iopvalue | ;EiEHI05RS o cio: IXEIBIERIONRME /S "Cached
0" .
o dio: IREBIERIOEME S "Direct 10" ,
ZHAA “dio”
apvalue BEEANS RIS o rw: REFBERINANIKIEATIES.
o ro: IREFIERATHARIRARE,
o blocked: &EZERANHINSRHE IFSE.
AR W,
dcpvalue i?iﬁﬁﬁ’\]%ﬁﬁ%ﬁ e enabled: iFEERFERcache,
RS o disabled: £|HBigs{sFAcache,
o default: EREENAKES, RIERRERS
EFRISRTE.
2N “enabled” .
initmode | i BigARAIMAKTTE | @ no: FHIAK.
o quick: PREHIIAIL.
o full: £E#MAIL.
o rpi: BELAIIEK.
e opo: BIEMSSDERAIRAIDAE FFOPO
EAA "no”
blockid FRINBERAINE | 0~32
BRI HLRID
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28 SE05xAA &
acceleratio | sBiEAHINME A e no: EFANmE
nmethod e cache: ERH#EIECachefIECache
e iobypass: #UE|/OBEEZEIRAIDAE, F&d
RAIDRAICache, REXHZIEREHSSDAERY
A, 1ZEIBEL
ZWAS “no” .
cachelinesi | ;BEAIGEZTAN | o 64K
z€ o 256K
ZMAH “64K" .
B
WSITES “-cachecade” B, ESEBERL.
associated| | KE&BIELE #CacheCadelNiEEAIHDDEZHRIANTIER
d %EH
WindSIFES “-cachecade” BT, IHESEHBERL
(EFtSR
W T 5% 1¢7ﬂwﬂttnpv RAIDRZFBMCGHAMETE, SR LAMRAIDIZH!
TAFEEN "BANE EnHEEiZRAIDREAIFBMCHINETE,
{sEFR L)

# fEID90RIRAIDI=HIRE T, e 4E1 EININEEE.

iBMC:/-> ipmcset -t storage -d addld -v 0 -array 1 -name example -size 500g -ss 256k -rp ra -wp wb -
ap rw -iop cio -dcp enabled -init quick -block 2

WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]y

6.7.14 HIERHZIEER (deleteld)

an PLREE
deleteld BFBRRAID-RETRANBIEE.
AR SHEI
ipmcset -t storage -d deleteld -v <controlid> <Idid>
SEREE
S8 SE5E V(=]
controlid | RAIDIZIZEH9ID 0~255
Idid SMPRAGZIERAIID | 0~255
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{EFRfaRe

WRHEIN P RTINS RAIDRSOFHBMGHINETE, SR LAMRAIDIE !
~RFEEN "BANIE" EHHEIRZRAIDREESSFHBMCHIME.

{EFISCH
# HBRID/0RIRAIDE=HIRSRIIBIEE 1,

iBMC:/-> ipmcset -t storage -d deleteld -v 0 0

WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]y

6.7.15 (EBUZiEREM (Idconfig)

i SEe
Idconfig BHEXUZIERRYE M.
i S$tEl
ipmcset -t storage -d Idconfig -v <controlid> <Idid> <[-name <ldname>] [-rp
<rpvalue>] [-wp <wpvalue>] [-iop <iopvalue>] [-ap <apvalue>] [-dcp
<dcpvalue>] [-bgi <bgistate>] [-boot <bootparam>] [-sscd <sscdstate>] [-size
<capative>{m|g|t} 1 [-ss <stripesize>] [-acc < accelerationmethod >
SR B
88 SRR &
controlid | RAID#Z4IZERIID 0~255
Idid BIEEMID 0~255
ldname IZEREZR BRAKENSNFRNFRFER. AERIRAID
BRI NFRREAKEAR, BLARHE
SChRE B SO,
rpvalue | misrangisesg o ra: IREBIEAEHM "Read
Ahead” ,
e nra: REFELTHREESA "No Read
Ahead” ,
i58g
LBiER NCacheCadeiBiEREAT, AFHREIS
wpvalue | 1 BigEHSHER D IREPIERSRIEN "Write
Through
o wb: iﬁ%ﬁ&iﬁﬁ—%%ﬂ%ﬂa “Write
Back” ,
e wbwithbbu: REZERERIE "Write
Back with BBU" ,
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2% SELi5B HE
iopvalue | ;EtEHIOHES o cio: IBEBIERIOFENE A “"Cached
0",
o dio: ZEBIERIOFEMS "Direct 10" .
e
LiBiEfE 9 CacheCadeiZiERAT, AFREIS

apvalue BEERAHIRI RS o rw: REZIEZINHAIRIENENES,
o ro: REFIEEANHIEIRES AR

o blocked: &EDIEEAVHIAIRES IS,
B
LBiER NCacheCadeiBERAT, AFREIS
depvalue | iBIERBHMIERET | o enabled: FFEiEAE{EHcache,
Rl e disabled: ZE|HZ4ER{#Fcache,
o default: EERZNAKEE, RIERREBS
REIEREIRE,
B
LBiER NCacheCadeiBERAT, FFREIS
bgistate | BISMAIBGIFERSIR | o enabled: FIEBERINSATIAKIIEE.
& o disabled: XiFBIEENEATIALINEE.
o]
LiBEAE ICacheCadeiZiERAT, AFFHEEILS
bootparam | FEaIEERISER none : KAZERIENGINZS.
il o primary: IXEZIEENE— SN,
e secondary: REIFIERE ST,
o all: REPELRNF—FNFE_ZENIA.
sscdstate | BIEERERTFFESSD | o enabled: FEZIEREAISSD Cachingl

CachingIhggé (BP2 BE,
Eﬁiﬁﬁ;acheCadeiE o disabled: XFBiEAHISSD CachingZh
ERIENER) a6
#4889
o MEIRAIDESE X WFIERTFCacheCade
BiEsE,
o BiEAIHCacheCadeiBiBEnl, AR E
i
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s SE5E8 HE

capative | Bigmasa BERSROREIILN:
e m: MB

e g:. GB

o t: TB

R B,
stripesize | iBiEALEAN AlERISTE A/ IVEIE:
e 16K

e 32K

o 64K

e 128K

e 256K

e 512K

o 1M

acceleratio | yBigSERY % e no: EFImE

nmethod e cache: [ERIf#ERFiECachef1ECache

e iobypass: : #UEI/OEIEZIRAIDA, F&
IIRAIDRRYCache, REXHBIERHSSDA
BT, iZIEINE

{ERiEE
HLTREE "-boot’ B, FRRBIBER NS
WIRHRATFRGTTAIHUTI RS RAIDRSIFIBMCHSMETE, 1ERILUARAIDEE)
RPN BRI EPFEEIZRAIDREEXIFBMCHIMETE,
{EFsEh)

# {2 DI0RIRAIDIZ RS TRIIDA 1 FZERRIEN.

iBMC:/-> ipmcset -t storage -d Idconfig -v 0 1 -name example -rp ra -wp wb -ap rw -iop cio -dcp
enabled -bgienabled -boot

WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]y

6.7.16 {£2X RAID {ZHIBREME (ctriconfig)

LIRS
ctriconfig B HEMRAIDI=HIZRHYE .
i SiEN

ipmcset -t storage -d ctriconfig -v <controlid> < [-cb <cbstate>] [-smartercb
<smartercbstate>] [-jbod <jbodstate>] [-mode <mode>] [-restore]
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S85A
84 28058 HfE
controlid | RAIDEISERID 0~255
cbstate RAID#z gAY e enabled
PN AR
Cf)pybacklj]ﬁdﬁﬁb e disabled
smartercbs | RAIDIZHIZSERNRE | o enabled
tate HINSMARTEERAT disabled
Copybackihggfgek | © 93¢
=~
jbodstate | RAIDIZ4IS8)BODIE | o enabled
TEREIRE e disabled
mode RAID#=HIZRAY T/EIE e RAD
= e HBA
e JBOD
e Mixed
bS]
T HhESE "-restore” BY, FRBGRAIDIEFIZBHIIEMERENEGAME.
WIRREI A HATILE S  RAIDRSHFBMCHIMETE, ERILAMRAIDIES!
REAFEREN "BAITE ERHEIEIZRAIDRESIFBMCGHINETE,
{sEFsCH

# 1R E|D/I0RIRAIDI=HIRRAICopy backfFREIRTS.

iBMC:/-> ipmcset -t storage -d ctrlconfig -v 0 -cb enabled
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]y

6.7.17 (EEEE (pdconfig)

an SIIHE

an SR

pdconfig B THERAID = HIZE T ETRRVYIIRRRIB M,

ipmcset -t storage -d pdconfig -v <pdid> [-state <pdstate>] [-hotspare
<hotsparetype> [-Id <Idid>]] [-locate <locatestate>] [-cryptoerase] [-boot
<bootparam>]
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SEHE
£ (L] BE
pdid YIEERERAYID 0~255
pdstate YIERANEITIRES e online: 7£&
o offline: Bz
o ug: TH
e jbod: BE
hotsparety | #IERAHAEIRES e none: EVERGE
pe e global: 25
o dedicated: SESERNE
e autoreplace: BEFIEHENE

Idid EERID, 0~255

SYERERERSH | sNBERD, B 7 H%. fIn: 012,
“dedicated” B 8388

‘autoreplace” BY, | AERAIDEHIE FREAERETIHIEOBIER
TRAREXHKIGE | 4%orm.

tEER,
locatestate | ¥JIRRERIETITIR | o start: RSN
=
e o stop: EAERITIEX
bootparam | EZfBIFIRER | @ none: XTWHEEIEREINES
Gl e primary: REVIERNFE S5

e secondary: REYIERNE_ZHIN
o all : REYIERANE—FE_EIN

(ERiER
B ITHE S -cryptoerasellt, RGN EZAVEIEER.
I ITHES-boothf, FRREWNIERNENE.
IR ME—REA T S  RAIDESIEFBMCHYMETE, aJLIMRAID
?ﬁ%]":ﬁﬁ):'?aﬁﬂﬂ "TARIE" EHHEEIZRAIDREESIFBMCHIINETE,
{s FEH

# ERID A1 RN IR R AT,

iBMC./-> ipmcset -t storage -d pdconfig -v 1 -cryptoerase -boot
WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]y

The operation may take a few seconds, Please wait...
Cryptographically erase Physical Drive successfully.
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6.7.18 &ifIR532E BBU 1ER{SE (bbuinfo)

an SIEE

amSER

SE5EE

{EFtERE

{EFISCH

6.7.19 BHiFfi&E RAIDI{IFHEICRINEE (raidcom)

ShaE

Sp

SR

bbuinfors SAKEIIIRSRBBURIRE RS,

ipmcget -dbbuinfo

o BIEEILRFIIRSET, BREEELRSRTS02F-S39
HitnB S35,
o (NEBBURBMEAIAIHUTIZABS.

# EAIRSSERBBUIRIYER.

iBMC:/->ipmcget -dbbuinfo
---------------- BBU MODULE INFO -------nnmmneemmev

BBU ID :0

BBU Health : Normal
Firmware Version : 60.00.13T02
Remain Capacity(%) 199

Remain Capacity(mWh) : 69460

Full Capacity(mWh) : 70020

Work Status : CHARGE FULL
Work Time(h) 1136

Battery Manufacturing Date : 2019-01-10
Battery Model :4S3P-R0OC-V04
Battery SN : 10000180730IBTO57AI
Battery Manufacturer : Sunwoda
M2 1/M.2 2 : Absent/Absent

. TSO2F-F30ELE4},

raidcomip S FAITEIIMREZEEABATICRINEENRAIDIIRER. 8& 7 RAIDIIR

5, AE R EREEIIASREUZRAIDIDEHAE, BEHEMEERRN

“"dump_info\LogDump\storage” ,

ipmcget -t maintenance -d raidcom

ipmcset -t maintenance -d raidcom -v <value>
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SEhREAE
2% 2805 V(=]
<value> FCRATHRAIDII R | AEIRSES ERAIDIORHY
=R REARE, BEYmST

BB IERIRESE
BESEHE.

{EFBtERS

LSI SAS3008 IT RAID#I-E. LSI SAS3008 IR RAIDHIHE. Avago 3416 IT RAIDIIEAR

XFFILER,

{E ALl
# BT EARTICRIREIRAIDIIE.

iBMC:/->ipmcget -t maintenance -d raidcom
Current RAID com connected:

Com Channel : 1

Device Name : RAID Card1

# FF2 "RAID Card1” HIBEICRINEE.

iBMC:/->ipmcset -t maintenance -d raidcom -v
Usage: ipmcset -t maintenance -d raidcom -v <value>
Values are:

1 RAID Card1
iBMC:/->ipmcset -t maintenance -d raidcom -v 1

Set RAID com channel to RAID Card1 successfully.
6.8 RS

NMBRGBE X SHEIRIRETT I,
6.8.1 EHRARZIR (systemname)

inSIEE
systemname?p < FSREIRRFEZFR,
mSEN

ipmcget -t smbios -d systemname

SRR

{EMtsm
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{sE ALl
# EIRSERRIER.

iBMC:/->ipmcget -t smbios -d systemname
System name is: xxxxx

6.8.2 188 iBMC B¥X (timezone)

an SIEE

timezonefp S ARIREIBMCRIX,

SR

ipmcset -d timezone -v <timezone>

SEREE

o S8

V=]

timezone X,

o [EHmE
BETE:
- [-12:00~+14:00],
fAlEN+8:00 . -4:30,

- [UTC-12:00~UTC
+14:00], fIEOUTC
+800. UTC-4:30,

- [GMT-12:00~GMT
+14:00], FIOGMT
+8:00,

GMT-4:30,

o MIXEFR
MBSO £EkETXit
2, BanAsia/
Shanghai. America/
Swift_Current,

e ZHME: UTCD

1]
LR EH R
B EFRERTREY, TRRE
RIRUTCHTE, HEHARZE
X, TrZENE
UTCHHA,

{EFRfaRe

EOFELHINK, BMCHESESFHaESHITETIERI/NY, SRESH

RS EZIEE 1/,
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{sE RISl

# IREIBMCRYX /4 +8:00,

iBMC:/->ipmcset -d timezone -v +8:00
Set time zone successfully.

# IR BIBMCEX IUTC+8:00,

iBMC:/->ipmcset -d timezone -v UTC+8:00
Set time zone successfully.

# EAIIBMCHa,

iBMC:/->ipmcget -d time
2014-06-28 Saturday 16:43:51 UTC+08:00

# 12 EBiBMCHYX J9Asia/Shanghai,

iBMC:/->ipmcset -d timezone -v Asia/Shanghai
Set time zone successfully.

# ERIBMCHE,

iBMC:/->ipmcget -d time
2017-09-06 Wednesday 16:43:51 Asia/Shanghai(UTC+08:00)

6.8.3 &if] iBMC Ad[a (time)

I

Sp
L

=52

Sh
%

SERER

{ERfar

(BRI

timedp < FIKEIRIBMCRI[E,

ipmcget -d time

# EFIBMCHYE,

iBMC:/->ipmcget -d time
2014-06-28 Saturday 16:43:51 UTC+08:00

17

iBMC./->ipmcget -d time
2017-09-06 Wednesday 16:43:51 Asia/Shanghai(UTC+08:00)
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6.8.4 SiffiXFAIRAFISE (version)

an SIEE

B

S0P

{EFtERE

{EFISLH

versionip S FAIREIRNRERIRAER.

ipmcget -d version

# EMIREHIRAER.

iBMC:/->ipmcget -d version

ARSI ARFRENS BN R

------------------- iBMC INFO -------------=--—--

IPMC CPU: Hi1711

IPMI Version: 20

Active iBMC Version: (U82)3.05.02.06

Active iBMC  Build: 002

Active iBMC  Built: 22:41:46 Apr 8 2022

Backup iBMC  Version: 3.05.02.06

Available iBMC Version: 3.05.02.06

Available iBMC Build: 002

SDK Version: 13.3.10.5

SDK Built: 11:50:10 Mar 18 2022

Active Uboot Version: 13.3.10.5 (12:01:49 Mar 18 2022)
Backup Uboot Version: 13.3.10.5 (12:01:49 Mar 18 2022)
Active Secure Bootloader Version: 13.3.10.5 (12:01:47 Mar 18 2022)
Backup Secure Bootloader Version: 13.3.10.5 (12:01:47 Mar 18 2022)
Active Secure Firmware Version: 13.3.10.5 (12:01:48 Mar 18 2022)
Backup Secure Firmware Version: 13.3.10.5 (12:01:48 Mar 18 2022)
-------------- Product INFO -----------------

Product ID: 0x0000

Product Name:

Active BIOS Version: (U75)000

Backup BIOS Version: 000

-------------- HDD Backplane INFO --------------

DiskBP1 BoardName: BC83HBBA

DiskBP1 BoardID: Oxffff

DiskBP1 CUID: 00000001030302023925

DiskBP1 PCB: A

DiskBP1 CPLD Version: (U11)0.06

———————————————— CPU Board INFO ----------------

CpuBoard1 BoardName: BC82AMDT

CpuBoard1 BoardID: Oxffff

CpuBoard1 CUID: 00000001020302024339

CpuBoard1 PCB: A

CpuBoard1 CPLD Version: (U6288)0.07

———————————————— EXP Board INFO ----------------

ExpBoard1 BoardName: BC83SMMB

ExpBoard1 BoardID: Oxffff
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FFiEm
ExpBoard1 CUID: 00000001010302023922
ExpBoard1 PCB: A
ExpBoard1 CPLD Version: (U5)0.07
———————————————— FAN Board INFO ----------------
FanBoard1 BoardName: BC83FDCA
FanBoard1 BoardID: Oxffff
FanBoard1 CUID: 00000001050302023924
FanBoard1 PCB: A
———————————————————— PSU INFO ----------------——-
PSU1 Version: DC:01b PFC:01c
PSU2 Version: DC:01b PFC:000
------------------- iBMC INFO ---------===--===--
IPMC CPU: Hi1711
IPMI Version: 20
CPLD Version: (U151)0.07
Active iBMC Version: (U72)3.10.02.16
Active iBMC Build: 002
Active iBMC  Built: 21:09:56 Feb 11 2018
Backup iBMC Version: 3.10.02.16
Available iBMC Version: 3.10.02.16
Available iBMC Build: 002
SDK Version: 3.10
SDK Built: 17:16:44 Feb 6 2018
Active Uboot Version: 2.1.07 (Dec 21 2017 - 18:01:59)
Backup Uboot Version: 2.1.07 (Dec 21 2017 - 18:01:59)
----------------- Product INFO -----------------
Product ID: 0x0001
Product Name:
BIOS Version: (U47)0.60
Backup BIOS Version: 0.60
-------------- Mother Board INFO ---------------
Mainboard  BoardID: 0x0019
Mainboard PCB: B
--------------- Riser Card INFO ----------------
BC11PERY BoardID: 0x0091
-------------- HDD Backplane INFO --------------
Disk BP1 BoardName: IT21BP8A
Disk BP1 BoardID: 0x00c1
Disk BP1 PCB: A
Disk BP1  CPLD Version: (U24)0.06
-------------------- PSU INFO --------=--===---—-
PS1 Version: DC: 02e PFC: 018

L1 B8

LER(HHIBoard DR AOXRT, FRiZBoard| DATE.

6.8.5 &Hifj FRU {8 (fruinfo)

inSIIEE
fruinforn SRITEAREIRIERZ/NMIELEFRURYER, BHEER. Mezz
K. IR, PCle Rsierk, GPUEIRE:,
i SiEN
ipmcget [-t fru0] -dfruinfo
SHR B
7
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7
{sE s

# THFRUEE,

iBMC:/->ipmcget -d fruinfo

FRU Device Description : Builtin FRU Device (ID 0, Mainboard)
Board Mfg. Date : 2014/04/03 Thu 16:12:00
Board Manufacturer :Technologies Co., Ltd.
Board Product Name : board

Board Serial Number : 022HLV10E3000003
Board FRU File ID  :1.17

Product Manufacturer : Technologies Co., Ltd.
Product Name : pname

Product Serial Number : serialnumber

Product FRU File ID :1.17

6.8.6 SIHRFMIERIAT (health)

A SINEE

healthiy S FIRERRFHIRERRE.
CEESZ =

ipmcget [-t fru0] -d health
SR

7c
(EFEtErR

7c
{sEFHsERI

# EIRRFHIRRIRE.

iBMC:/->ipmcget -d health
System in health state.

6.8.7 IR RFARIERSZMHSE (healthevents)

mSYIgE
healtheventsi & FIREIRAHIRERELHER.
amSE

ipmcget [-t fru0] -dhealthevents
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7c
(EFiEr
7c
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# ENRFRIRRESIHER.

iBMC:/->ipmcget -d healthevents

Event Num | Event Time | Alarm Level | Event Code | Event Description

1 | 2019-03-13 16:22:32 | Critical | 001000025 | DIMM241 memory configuration error. Error
code: 0x1701.

2 | 2019-03-13 16:22:30 | Critical | 001000025 | DIMMO041 memory configuration error. Error
code: 0x1701.

3 | 2019-03-13 16:22:33 | Critical | 0x01000025 | DIMM311 memory configuration error. Error
code: 0x1701.

4 | 2019-03-13 16:22:31 | Critical | 001000025 | DIMM111 memory configuration error. Error

code: 0x1701.

6.8.8 BEi1HRSZANERFFEIIS (serialnumber)

b
H
g
i

g
P
3
&

SE5EE

{EFfER

(BRI

serialnumberiz S FAREIARSENIREFYIS.

ipmcget [-t smbios] -dserialnumber

# EIRRSHRANREFIIS.

iBMC:/->ipmcget -d serialnumber
System SN is:

6.8.9 EiFliSRES SEL (SE (sel)

ShaE

Sp

selip < FAKEIIMBIRRFSELER

oif

Cho
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i SHE
ipmcget -d sel -v <option> [selid]
ipmcset [-t fruQ] -d sel -v clear
SEReE
£ S5 g
option E TR o list: FUHFTEZRSFSEL
ICR.
o info: EIFSELIERAY
ERER.
e suggestion: EIFfEE
SELRYSMEZEIN,
i5EB
R EZOREBEATE
B, 4001588
B, ReBsbREIEN
2000 HEER AR =S
£E} HTRISS(HIDI2001FF
selid EREU RN AISELAY o (NIHUT
ID, “suggestion” #{E
i, BELtsE.
o TIM “list” 1R(EAIE]
EPIREY,
clear BRETESELER. -
588
EBRSELIE TS,
(EFiER
7c
{sE FHSER

# EIRSELICRAYERIEIN.

iBMC:/->ipmcget -d sel -v info
SEL Information

Version :11.0.0

Current Event Number : 147
Max Event Number  : 4000

# &18)D9146RYSELALM RN,

iBMC:/->ipmcget -d sel -v suggestion 146

ID : 146

Generation Time  : 2016-10-26 03:26:23
Severity : Minor

Event Code : 0x12000013

Status : Asserted
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Event Description : [Mock]Failed to obtain data of the air inlet temperature
Suggestion : 1. Restart the iBMC.
2. Remove and reconnect power cables or remove and reinstall the board in the chassis.

# BRRAEFSELIER.
iBMC:/->ipmcset -t fru0 -d sel -v clear

WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]y

Clear SEL records successfully.

6.8.10 AR RIFEAL (operatelog)

an SIEE

RSB

SE5EE

{ERfar

{EFISEH

operatelogp S FREIARFIRERE.

ipmcget -d operatelog

BEATAZI200KBII S B9 M1 MNEREE, SBEHIIERESER, SEFMERE
RIE4EE,

# BIRRSHFFAT.

iBMC./->ipmcget -d operatelog

2018-06-19 15:42:08 MAINT,Administrator@192.168.124.103:62541,cooling_app,Set debug log output type
to (local) successfully

2018-06-19 15:41:58 MAINT,Administrator@192.168.124.103:62541,cooling_app,Set debug log output level
to (debug) successfully

2018-06-19 15:41:52 MAINT,Administrator@192.168.124.103:62541,cooling_app,Set debug log output level
failed

2018-06-19 15:41:48 MAINT,Administrator@192.168.124.103:62541,cooling_app,Attach (cooling_app)
successfully

2018-06-19 15:39:25 IPMI,N/A@HOST,BMC,Set FRUO MACT address successfully

2018-06-19 15:39:10 IPMI,N/A@HOST,BIOS,Set bios setting file changed flag to (no changed) successfully
2018-06-19 15:39:10 IPMI,N/A@HOST,BIOS,Set PClePortDisable3 from [Disabled] to [Disabled]
success,EvtCode:21700BEO

2018-06-19 15:39:10 IPMI,N/A@HOST,BIOS,Set PStateDomain from [One] to [One]

success,EvtCode:21700BEO
2018-06-19 15:39:10 IPMI,N/A@HOST,BIOS,Set TurboMode from [Enabled] to [Enabled]

success,EvtCode:21700BEO

2018-06-19 15:39:10 IPMI,N/A@HOST,BIOS,Set CustomPowerPolicy from [Efficiency] to [Efficiency]
success,EvtCode:21700BEO

2018-06-19 15:39:10 IPMI,N/A@HOST,BIOS,Set QuietBoot from [Disabled] to [Disabled]
success,EvtCode:21700BEO

2018-06-19 15:39:10 IPMI,N/A@HOST,BIOS,Set QuickBoot from [Enabled] to [Enabled]

success,EvtCode:21700BEO
2018-06-19 15:39:10 IPMI,N/A@HOST,BIOS,Set BootType from [LegacyBoot] to [LegacyBoot]

success,EvtCode:21700BEO

2018-06-19 15:39:10 IPMI,N/A@HOST,BIOS,Set boot flags to (RAW:00-00-00-00-00) successfully
2018-06-19 15:38:35 IPMI,N/A@HOST,BMC,Set watchdog timer to (RAW:02-00-00-00-e0-2e) successfully
2018-06-19 15:38:30 IPMI,N/A@HOST,BMC,Set watchdog timer to (RAW:02-00-00-00-e0-2e) successfully
Input 'q’ to quit:
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6.8.11 TEHERBOEURE (systemcom)

SUIEE

S

an SfER

SEREE

{EFtERE

{EFISCH

systemcomip S AR TR FEOEIE.

ipmcget -d systemcom

BEFEBMC WebUIy "4HPi2HT > RARS" I ERASEOSIRITRIRE.

WiTkmSE, ATLMERSXHER TR (SHFSFTPHNY, HIg0WInSCP) SREFE “/
tmp” BERTHIEROIESE (W0 “systemcom.tar” ) TEFIZFiH (FIROPC) .

# TEHRGHOLIE.

iBMC:/->ipmcget -d systemcom
Download System Com data to /tmp/systemcom.tar successfully.

6.8.12 TE2EEFEIE (blackbox)

2P
A
g
i

g
P
3
&

SRR

{EFRfaRe

blackbox@ < FIsk T EEFEUE.

ipmcget -d blackbox

o XEFATICREMERARBERITNAKES.

o EETFINEEVNERSSETERE ARG (FIRNBMA) FARILAMER.
SMAIfERIBMARRT EE FEUEES % I BMARFISRE.

o FEFIBMC WebBEBREFH "#HiFi2hT > RAEE REHSRETINE.
SXTEEFIEREST "HHrgh > KRREE" .

o HITIASRE, PTLAERNHMER TR (ZFSFTPIMY, BIMIWInSCP) S{R1FE
“/tmp” B&ZTHY “blackbox.tar’ X TEHEIZ R (HIa0PC) .
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# T EEFEUE.

iBMC:/->ipmcget -d blackbox

Downloading...

100%

Download Black Box data to /tmp/blackbox.tar successfully.

6.8.13 Tk BIOS (download)

i SIEe
maintenance -d downloadip$ T REBIOSI{4 “bios.tar.gz” Z| “/tmp” BF
S
"bios.tar.gz" XHRTRTFEMOS/ZHNFHEMBIOSHFEZE R,
R
ipmcset -t maintenance -d download -v <option>
SR
e S8i588 &
option FRE FEBIOSE Y/ "1" : ZN FEBIOSE!
tmp” BRT. “tmp” BRT.
i5EE
HRIRSZFoptionS4A
uqn
(EFtER
LMRFHMESER, B ek "biostar.gz” SHFHBARIARSIE T2IMAHE,
& NEBIOSHINERT, B TEBIOSAEIHITEALECLPEERY (notimeout) &<, T
EES05.11 Z1ECLP#2RY (notimeout) .
WATIaSfE, SILAMERSHER TR (SZHFSFTPIY, FIgNWInSCP) E{RFE “/
tmp” BIER RIS (W0 “biostar.gz” ) TEZEIEFu (HIROPC) |
{sEFAsEf

# TEBIOSIZ4 “bios.tar.gz” F “/tmp” BRET.

iBMC:/->ipmcset -t maintenance -d download -v 1

Download /tmp/bios.tar.gz.
Downloading BIOS...
Download BIOS successfully.

Note: Please remove /tmp/bios.tar.gz after use.
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6.8.14 H% BIOS (upgradebios)

inSIEE
maintenance -d upgradebios@p<$ FHRFABIOS,
i SHER
ipmcset -t maintenance -d upgradebios -v filepath
SE5EE
4 SEREB BE
filepath BIOSFHESTIARIERIZ, fign, “/tmp/
i3Ag biosimage.hpm” ,
ZEHARAZFF oxhpm”
1BTCAIS
EdiEises)
o HiTIES AT, BARMERANMHMER TR GHFSFTPHMY, FIanWIinSCP) BHE
HBRG EERIIBMCHRFRMEEER (BI70 “/tmp” ) .
e maintenance -d upgradebiosfupgradefsSIR]FHERBIOS, XFI:
- {&£Fmaintenance -d upgradebiosipSFHEBIOSE!, EEOSTEHEMIBER T
ZREFHRBIOS, {EFHupgradelf MR AILLEK.
- {#fMHmaintenance -d upgradebiosizSFHLEBIOSHET, BIOSERIAZRISET
NEFRARNEGAE, EEEER.
L1 %88
TEIBMC WebUIFHEBIOSSS, IATNMERSFHRRINEEARIT—E
e "Main" AEMBH. HEMESER.
e BIOSERBLAKBIOSH#Logo.
e “Advanced” FREAY "IPMI iBMC Configuration” TREFFESEIN (Bl MUEXSEITR
5
e (FfHupgradessSTHRBIOSES, BIOSEEARZ, HMEEESEELFAR
(upgrade) .
{sEFSE)

# A "/tmp/biosimage.hpm” SU4FHKBIOS,

iBMC:/->ipmcset -t maintenance -d upgradebios -v /tmp/biosimage.hpm
Please make sure the iBMC is working while upgrading.

Updating...

System needs two minutes time to prepare.

<100%>

Update successfully.
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6.8.15 ARERIARFN BAHMH CPLD (upgradecpld)

2]

g
3

maintenance -d upgradecpldip S A RIRS S FIRKR ST BEMCPLD,
BEEWL RKyRSs4, (NBEELIRSS:S TS02F-F30 (TCBP) SIFARESH RA
{4#CPLD, HthEISZIEFFRFEIRCPLD,

anLtEl
ipmcset -t maintenance -d upgradecpld -v filepath
SEREE
S SERA V(=]
filepath | EAREESY BEMCPLDFH | fikN:  “/tmp/cpldimage.hpm ”
TR,
{EFtER
o IRSBZHF|/ENNEST REMCPLDRETAER "upgrademnd” FHRAEMET,
BI SRR AR SR ERER T REHCPLDFSEHIARL,
o HTIASZAT, BREANHERTIE GHFSFTPIMY, FIEIWInSCP) 5
RRYEF LERIBMCUFRFRIIEERR (Flgn "/tmp” ) &
o HTHHSARERHR AT EEHCPLDINSBHIGIRSESEIREN, HEEF
F.
{sEFA=Ef)
#{#F “/tmp/cpldimage.hpm” AR FENRELESY BHHEHCPLD,
iBMC:/->ipmcset -t maintenance -d upgradecpld -v /tmp/cpldimage.hpm
WARNING: This operation will forcibly upgrade the CPLD and reset the server, which will interrupt services
for a period of time. The OS will be powered on or off based on the power-on policy.
Do you want to continue?[Y/N].Y
Updating...
<100%>
Update successfully.
6.8.16 iZE iBMC MIO4A7 (ethlink)
i SIRE
maintenance -dethlinkdiz<$ F>RIZEiIBMCR ORIFEEEIRZ.
an tEl

ipmcset -t maintenance -dethlink -v <ethname> <action>
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S4hREE
8% S8 HE
ethname HREAIMOZFR ethO. eth1, eth2. eth3
A ERRSEEEAIIBMCMON
A,
action ) {FEREIRES e enable
e disable
{EMBiEm
7o
=Rl

# {FEEBMCR “eth2” .

iBMC:/->ipmcset -t maintenance -dethlink -v eth2 enable
WARNING: This operation will enable eth2.

Do you want to continue?[Y/N]:y
enable eth2 successfully.

6.8.17 —fBULEE(EE (diaginfo)

g
H
g
o

g
P
3
&

SE5EE

{EMtsm

(BRI

diaginforp SFR—RBINEEE, BiEBMGEXNEEER. RAEEHIATE. —
RWEERNESATIFES N AI5.10 —RRILER(ERiREA.

ipmcget -d diaginfo

WTIS<SE, ATLAERXEHER TR GUFSFTPIY, HIsIWInSCP) B{REFE "/
tmp” IR TFH—RKEERSUE: (B0 "dump infotar.gz” ) TEEIZFGR (Hik0

PC) .

# —RUIEER.
iBMC:/->ipmcget -d diaginfo

Download diagnose info to /tmp/ successfully.
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6.8.18 k& iBMC i &8 ( restore)

an SIEE

restorenips

an SfER

ipmcset -d restore

SE5EE

{ERfar

{EFISEH

# IREIBMCH IR E.

iBMC:/->ipmcset -d restore

FRIREIBMCHiRE. HTIa</RIBMCRESS.

WARNING: The iBMC will automatically restart and restore factory settings. Continue? [Y/N].Y

Restore factory setting successfully.

6.8.19 18 CLP notimeout IJ§€ (notimeout)

nSIEE
notimeoutip<$ HFIRECLP notimeoutTHEEANFREFNZE LIRS, LANSIEAVERTAY
i, ZEFEEEFECLP notimeoutlhgefs, BERHBMCEENER, Z8esCHICLP
notimeoutThEEAYEE /SR,
ENANERRE.
i SE
ipmcset -d notimeout -v <enabled|disabled> [value]
SHK B
8% S5 : V(=]
enabled JBECLP notimeoutIfg | -
disabled EFCLP notimeoutIfEg | -
value SIEEAAYE) EETE: 1~480
INABYE: 15
BENEEZERRSTE

. BT,

R © BISEREABIRAR

337



Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

{EFRfaRe

REEERNEERERENRNEEXBFRTREXHS, RENIENFERR
RISTEE R,

{sE e
# [BFCLP notimeoutIhgE,

iBMC:/->ipmcset -d notimeout -v enabled
Set notimeout state successfully.

# ZFHCLP notimeoutIgE,

iBMC:/->ipmcset -d notimeout -v disabled
Set notimeout state successfully.

# B RIEEITEEII305 %,

iBMC:/->ipmcset -d notimeout -v disabled 30
Set notimeout state successfully.

6.8.20 &ifj CLP notimeout JEEHIBCE(SE (notimeoutstate)

S IhEE
notimeoutstateip S FFEIACLP notimeoutIhfEEIEEE, WN&EiECLP
notimeoutTHEEAYSIEFBATHTIE],

St

ipmcget -d notimeoutstate

SE5EE

{EFtERe

(=R
# ZACLP notimeoutIIRENELE(SE.

iBMC:/->ipmcget -d notimeoutstate
Current notimeout state: disabled

Timeout period: 15(min)
6.8.21 EFRFAEEEH (securityenhance -d updatemasterkey)

S YIEE

securityenhance -d updatemasterkeyis S A REFH R AT EIR.
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B

ipmcset -t securityenhance -d updatemasterkey

S0P

{EFfER

EEMENER, SN ELENME.

{E RSl
# BRRGERH,

iBMC:/->ipmcset -t securityenhance -d updatemasterkey
WARNING: You are about to update the following master key:
IPMI password master key
SNMP community master key
SNMP privacy password master key
Trap community master key
SMTP password master key
Redfish master key
VNC password master key
Upgrade file master key
SSH host key master key
SSL master key
LDAP bind password master key
NTP GroupKey file master key
Do you want to continue?[Y/N]y
Update master key begin.
Update master key successfully.

6.8.22 iR B ZAEENEFE (securityenhance -d

masterkeyupdateinterval)

i SIIEE
securityenhance -d masterkeyupdateintervalay < FASREAFIR B FZHEEEH
[E11=N

i SHER

ipmcget -t securityenhance -d masterkeyupdateinterval

ipmcset -t securityenhance -d masterkeyupdateinterval -v <interval>

SE5EE

a5 SEiHR (&

interval S REERIAR 0 ~ 365HEREY
BTAR, BUEAORER
FENERERA,
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{EFBtERS

{E Ll

# BT REEHER.

iBMC:/->ipmcget -t securityenhance -d masterkeyupdateinterval
Master key update interval: 0

# IRETEREEHERA365XK,

iBMC:/->ipmcset -t securityenhance -d masterkeyupdateinterval -v 365

WARNING: This operation enables the BMC to automatically update the master key when the update
interval is reached.
Do you want to continue?[Y/N]y

Set master key automatic update interval successfully.

6.8.23 HifIRERIKRINEE (autodiscovery)

an SUIEE
SRR

SERER

{EFtER

autodiscoveryip < FREIRF IR EHMAINEE.

ipmcget -d autodiscovery

ipmcset -d autodiscovery -v <enable/disable>[option(0/1)] [netport]

e S#58E &
enable/disable (FREVZEFEENAIECE | ¢  “enable” : {gaE
Io8e e ‘“disable” : ZH
option ROER kLR o 0" : IER
255.255.255.255
o 1" : [EIRERFI
1%
netport i M| 0~65535
7

BfEEWLERYIIRSESF, (NEEELKRS:E TS02F-F30 (TCBP) AziFltians.

RS © BISEREABIRAR 340



255.255.255.255

Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

{EFsEH)
# ISR,

iBMC:/->ipmcget -d autodiscovery
State : disabled

Broadcast : 255.255.255.255
NetPort : 26957

# REBNAIERE.

iBMC:/->ipmcset -d autodiscovery -v enable 0 26957
Set state to (enable) successfully.

Set broadcast to (255.255.255.255) successfully.

Set netport to (26957) successfully.

6.8.24 iR BZE FBEIE (poweronpermit)

STk

Sp

poweronpermitis S FREIIIRESiE LHEALE.

antE
ipmcget -d poweronpermit

ipmcset -d poweronpermit -v <enable | disable> [ip] [netport]

SE5EE

£ SR BE
enable fhEeiz LR E -
disable B I FRRE -
ip ARSSERIPitbL ;
netport wmAS 0~65535
Bl ises)
7
{5 FISE)
# BN E FERE.
iBMC:/->ipmcget -d poweronpermit
State  : enabled

ManagerlP  : 192.168.1.1
ManagerPort : 26957

# REZE FRRE.

iBMC:/->ipmcset -d poweronpermit -v enable 192.168.1.1 26957
Set poweronpermit successfully.
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6.8.25 SEifliclR LBHAIMIEIAT (poweronlock)

2]

g
3

BNRET, BRSREIEERANARTTH LR, NiEZiBMC/ARSS a8 LFBRITHEEN
e, RS=TEETIBMCLEH,

poweronlockan < FSREIAILL EREHIEIBIENRT, FANBMRIL EREH, BUE DAR
.

ipmcget -t maintenance -d poweronlock

ipmcset -t maintenance -d poweronlock -v clear

SE5EE

{EFfER

{ERAsLH)
# 5 ERBHIBITEIR.

iBMC:/->ipmcget -t maintenance -d poweronlock
Power on lock state: Locked

# PR EFERA.

iBMC:/->ipmcset -t maintenance -d poweronlock -v clear

WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N].Y

Clear power on lock successfully.

6.8.26 EHiFfli&E BI0S £ITENFXINE (biosprint)

inSIEE
biosprintiz < T EIFFIIZEBIOSEFTEIF IR,
mSEN

ipmcget -t maintenance -d biosprint

ipmcset -t maintenance -d biosprint -v <option>
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2558
2% 2805 V(=]
<option> BIOSEFTEFRIE o 1: XREFFFE.
o 2: 1ZBBIOSHAHINE
BiGE, RS LT,
SFTEPRYFFEFOSAIEY
RTARMSERREIRE
5,
(EFtSR
5
BISELRYIIRSSEF, NBSIELWLRSSES TS02F-F30 (TCBP) AsziFittams.
{53

# IREBIOSEFTEIFFRINERFE.

iBMC:/->ipmcset -t maintenance -d biosprint -v 1
WARNING: Setting BIOS debug info enbalewill make system start slow. Do you want to continue?[Y/Nly
Set BIOS debug info enable successfully

# HifBIOSEFTEIFF IR,

iBMC:/->ipmcget -t maintenance -d biosprint
BIOS debug info enable.

6.8.27 ERERICEFEETES|EE (resetiME)

an SRE

SRR

SEREE

{(EFRfar

(BRI

resetiMER SR T ESIRISEREETES |2, LERISHEETES (BN ALERET, &
1§ﬁﬁl,< XSS 47HEF'

ipmcset -t maintenance -d resetiME

# ERERISEREETES |,
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iBMC:/->ipmcset -t maintenance -d resetiME
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]y
Reset iME successfully, the iME will restart soon.
e N
6.9 AREIEGS
NERAFEEE X OHERIRESZ,
6.9.1 ZHFHFIBARIEE (userlist/list)
AN
AN
userlist/listiz S FEREAFTEAFPER.
AN
A StEl
ipmcget -d userlist
ipmcget -t user -d list
A
SE5EE
7c
=
(EFiER
7c
=
{sEFISER)
# B ARER.
iBMC:/->ipmcget -t user -d list
ID  Name Privilege  Interface PublicKeyHash
State
2 root ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled
3 test1 CUSTOM ROLE1 Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled
4 test2 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled
5 test3 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled
6 test4 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Disabled
7 test5 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled
8 test6 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled
9 test7 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Disabled
10 test8 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled
11 test9 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Disabled
12 test10 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Disabled
13 testl1 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Disabled
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14  test12 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Disabled
15  testl3 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Disabled
16 testl4 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Disabled
17 testl5 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled
«
6.9.2 iRINFFAR (adduser)
O
i SUIEE
adduser T RI0FTAR.
wSEN
ipmcset [-t user] -d adduser -v <username>
SEixAB
el L] HYE
username ERERIINERSE. FURRBL TR, BURE
SEEABIT 161N FER,
o FERRES. SorFE
FOEGFAR%, FHRFRT
ABE:
:< >&’lll/\%
o TELEATHREEERR
Z:IE\EZEE u# " . u+ "
EE u_ " .
o FBFEAREEN "." &
=
(EMBiEm

REEERILIMRER, BEIE+HFERASREERAVER,
FLAINRISSHAFEUANZERRE, WRERZAR, 7£2%6.9.20 RERAFERIA

7 (user -d state) EHEAERF.

BESAMNSMHRAR, ERINBFREERRENAFIER. FEAFIIBIMI

PR79 “No Access” , BUASISAEEREN,

ISRIERIBEREMSINMEITRRER (FiEid6.9.6 SRfliRERBAEIE
(passwordcomplexity) AF<EIf) LARISOSIAIELRERFARER (Hi@id6.9.15
IRESOSFHIMEEFIRES (weakpwddic) m<ENR) |, BHHSAREMUNE

5.

o XINEMGEINGER, BIEAENT, ALREEFAFEMIIKEARKT 2007
FreR. WNRFRBRKE/NT8NFHF, ZAPRBLEFERASNMPY3E.

o CHENEINERE, BEENEEK:
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- KEH8 ~ 201N FFF.
- EPEENTEEE LU TREIAFR
~@#$%N8*()-_=+\[{", <.>/?
-  EVEEUUTFRIARIFF:
- INEFH: a~z
» KEFE: A~Z

- B 0-~9
- EiEAEERFa|sERERERE.

o FBOSFEMAIEINEEFREAER T, R EASIERESI, BMCRALSXIZER
HITEEOSHIE, BiAseEssO<S=xH ., (5AOSEESHIEOSFHG
$6.9.16 SH550SFH (weakpwddic -v export) FKEN, )

L1 i%en

EOAERSESS QST E,

{sE AR SEf1
# WIN— AP, FPR&FRAtest,

iBMC:/->ipmcset -d adduser -v test
Input your password:

Password:
Confirm password:

Add user successfully.

# EERINERIAR R,

iBMC:/->ipmcget -d userlist

ID Name Privilege  Interface PublicKeyHash
State

2 root ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled

3 test NO ACCESS  Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled

4 NO ACCESS NA
Disabled

5 NO ACCESS NA
Disabled

6 NO ACCESS NA
Disabled

7 NO ACCESS NA
Disabled

8 NO ACCESS NA
Disabled

9 NO ACCESS NA
Disabled

10 NO ACCESS NA
Disabled

11 NO ACCESS NA
Disabled

12 NO ACCESS NA
Disabled

13 NO ACCESS NA
Disabled

14 NO ACCESS NA
Disabled

15 NO ACCESS NA
Disabled

16 NO ACCESS NA
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Disabled
17 NO ACCESS NA
Disabled

7B B P test B4R IN.
6.9.3 EZMAHRENE (password)

an SUIRE

passwordan S FSRIE A%,
an PtEl

ipmcset [-t user] -d password -v username
SELineE

' SE5A V(=]

username RNOFENFESER | -

RIBFA.

{EFtER

BEERALMERFIBRAFNER, BMERINIEERFRENESNER. BIEIE
PEREMA\ SEHR ERFRIER.
BIRIEENESNEREINRINFSER (FlEid6.9.6 EiFflieEHBMERE
(passwordcomplexity) m<ER) LIRBOSAENSENHFEER (Al1E6.9.15
B BBOSFMAEEERTS (weakpwddic) HEER) |, EBRFSREMNEIZS
2.
o XAEIBHIEINGEE, THAATE, JURIFEERERNKERAKRT200=
FER, MRBBKE/NFNFR, 1ZAFELAFERSNMPY3EO,
o [SHEFIEINENEE, BEREMEEK:
- KEH8 ~ 201NFf.
- ELPEENTEEEUTRESRTR:
~@#SRANRH()-_=+\[[{]" <.>/?
-  EVEAUTFRPIIRR:
INEFE: a~z
XEFs: A~Z

#F: 0~9
- EBAEERBPESAEPERE R,
o FOSFEIAIETIEERENBER T, MR EASHENES, BMCERESXIED
HITEOSHEE, BiBAseassO<S=xHp, (SAOSEGSHIEOSFHG
$6.9.16 SHIEOSFHM (weakpwddic -v export) 3REY, )
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L1 588
FNAERBESS A<,

{E Rl
# {EXRPERRAUserIIETD,

iBMC./->ipmcset -d password -v user
Input your password:

New password:

Confirm password:

Set user password successfully.

6.9.4 IR~ (deluser)
S IRE
deluserFIRMIBRFF.

an SfER

ipmcset [-t user] -d deluser -v username

SE5EE

2% SR &
username FHBIFERSIEREY | -
BF&.

{ERiEE
o REEERFLMRAR, BEIRhEERALAEERNED.

o HBMCEZHNE— ERNEERAFN, ZEERAFPAREHRMIER.

{sE AR SEf1
# Wkz— R, BAFP&FRAtest,

iBMC:/->ipmcset -d deluser -v test
Input your password:
Delete user successfully.

6.9.5 IZERAFHRE (privilege)

inSIEE
privilegeds S FIRIREFAFIR,
S

ipmcset [-t user] -d privilege -v <username> <privalue>
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S85A
B8 e e
username FRYEITFERIERZEN | -
PRASFEF4A.
privalue FPRR e 15: No AccesstifR
o 2: UserfifR
e 3: Operatori{fR
e 4: AdministratorfifR
e 5: Custom Role1fR
e 6: Custom Role2ffR
e 7 : Custom Role3ffR
e 8: Custom RoledffR

{EFtERE
o REEERAFYLIRERFPNIR, BIEIETFEEERAIREERIEN.
o HBMCHEESNERNEERRA, JLUEKEOABFIIR. JNE—1 =R
REERAFN, ZEERAPRERIESINIR. SRR,
(1) #5288
RARPSEEBER (TEE LRSS KRER) .
o RIRENPRAIAFRILAETSSHERIRE,
{EFISEH

# 1R BRAPEFRotestiIEBFBPRIAdDmInistrator,

iBMC:/->ipmcset -d privilege -v test 4
Input your password:
Set user privilege successfully.

6.9.6 HiIRFIhKBEZENEEIIEE (passwordcomplexity)

2]

2
)

passwordcomplexity@n S FIREFIR BEEREREREINEERIE IR,

Sl

S

ipmcget [-t user] -d passwordcomplexity

ipmcset [-t user] -d passwordcomplexity -v <enabled | disabled >
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SE5EE

Eo4 S8R 88 HE
enabled EREXEBEIENEINEE | -
disabled ZHEZEEIVENEINEE | -

{ErmamE
NEEERNEERERENRNEE Y AP TIIREERERERETRTTER

IjL‘lt\o

k|
o EHGHETERIEARE SR
[ J

FRTENENE, SEERFELE, BERER.

o XAEIEIOEINEES, BiEAENE, JURERFHFENNKEAKXT2080=F
R, MREFRRKENTANFR, ZAPEILAFERSNMPY3EO,
o CHZEMENEIRE, BRENEEK:
- KEHN8 ~ 20MNFfH.
- EPEENTEEEUTEHRTR:
~@#$%MNF()-_=+\|[{];" <.>/?
-  EVEEUTERHRIFF:
INEFR: a~z
ABx: A~Z

#x: 0~9
- EiEAERRFasEREERE.

o FOSFEIAIENEEFREAIER T, R EASHENEIN, BMCERESXIED
HITEEOSHIE, BiBAseEssO<S=xHp, (SOSEGSHIEOSFHG
4£6.9.16 SH55O0S=FM (weakpwddic -v export) FKEX, )

L1 i%eA
BAZRSESs S EF,

{E ISR

# ENERERERTINEINTERE.

iBMC:/->ipmcget -d passwordcomplexity
Password complexity check state : enabled

# FEEREREREE.

iBMC:/->ipmcset -d passwordcomplexity -v enabled
Set password complexity check state successfully.
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6.9.7 $iiEAR ( user -d lock)
i SIEE
lockin ST EIEIEERIFAR, MAFERMEZSEARREER
RO N
ipmcset -t user -d lock -v username
SR B
84 S5 &
username FIERFARE -
(ERiER
REEEROILHTIERE, SEAPNEERASRISEERNED.
(s FEH
# $ieadminFaF.
iBMC./->ipmcset -t user -d lock -v admin
Input your password:
Lock user:admin successfully.
6.9.8 IR PHEIRT ( user -d unlock)
inSIEE
unlockip < TR FIBiEEZ L EAE AmEiERIRF.
i SHER
ipmcset -t user -d unlock -v username
S¥iREE
84 S5 &
username FRRSEPNAFE -
(EFiER
HEEERTLUH THRIURME, RIETEERAINEERNZD,
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{sE AR SEf1
# fEsliroot FHFRYBIEIAES.

iBMC:/->ipmcset -t user -d unlock -v root
Input your password:

Set userrroot unlock status successfully.

6.9.9 HiFfIheBEFINRIEFERHI (minimumpasswordage)

i SUIEe
minimumpasswordageds < T EIFFIIR EEBRIRE R,

TIEREFERE, RISRE—EIEE, EfANRENRE, FLBErEEsuE
.

ipmcget -d minimumpasswordage

ipmcset -dminimumpasswordage -v time

SEREE

S8 SR V(=]

time THIERAE (R 0~365, BiLAXK,
0FR TSRS ERR T
BRER.

{EFiER
REEERATLUH TIZIRE.

{sE A
# R ERTRIS RN X,

iBMC:/->ipmcset -d minimumpasswordage -v 1
Set minimum password age successfully, minimumpasswordage(1) days.

# BRI EREEAR.

iBMC:/->ipmcget -d minimumpasswordage
Minimum password age: 1

6.9.10 iIZE XS R (emergencyuser)

SUEE

Sh

emergencyuserip S TR EARZERANIRHRESAF.
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i SHE
ipmcset [-t user] -d emergencyuser -v username
SR
£ SR BE
username ESRHFRAFE -
EdiEises)
REEEARTLIRERSAF.
{sEFISER)
# fFrootiRENESAF.
iBMC:/->ipmcset -d emergencyuser -v root
Set emergency user to (root) successfully.
6.9.11 A% SSH 248 (addpublickey)
i SIIEE
addpublickeyds & AFFRIISSHAA.
i SHE
ipmcset -t user -d addpublickey -v username <localpath| URL>
SR E
£ SR g
username FEASSHANBNERE | BFERISSHREFRIBR
&
localpath HFENRET AN VSIS . Bl
SSHAHNHERIZ g, “/tmp/
iddsa_2048key” .
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s SRR BE
URL FENRITESSHASE | #&A:
HEIURL protocol://
username:password@IP:
[port]/directory/filename
588
e “protocol” WJFH
“https” B “http” .
e “username” #Q
"password” W E
tRIRSS AR A%
=R
e ‘“directory/filename ”
R IITRR NSRS E
BtrARSSRE LRIERIZ,
{EFtER
HTICAR S 2R, BSEERXHEm TR (SHFSFTPIY, BIRIWINSCP) KEitEEIFAY
SSHEAN 4 EERIBMCXURFRGEERR T (HlU0"/tmp”)
EERANFFERAFPSASSHAR, EBRAFRRENESZSASSHANE,
{sEFESE R

#7 "ssh user” FHFPSANE.

iBMC:/->ipmcset -t user -d addpublickey -v ssh_user /tmp/id_dsa_2048.key

Input your password:
Add user public key successfully.

6.9.12 HIFRFAFAY SSH 228 (delpublickey)

Sh

2]

&

Sl

S

SRR

delpublickey@n$ I FFHHIBRSSHASE,

ipmcset -t user -d delpublickey -v username

84 SE0588 V(=]
username FMBRSSHABRYAEFAY | —
FBFR&
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{EFfER

EERAMRIERFRISSHAE, HEAFREEMIREBRISSHAR.

{sE Al
# MBS “ssh user 01" FAFRIAEA.

iBMC:/->ipmcset -t user -ddelpublickey -v ssh_user_01
Input your password:
Delete user public key successfully.

6.9.13 HiF1ig " SSH ARZMAIEFEREIRS

( sshpasswordauthentication)

in SIIREE
sshpasswordauthentication®<$ FTFEIHFIIZ & SSHRE P ZRIAIETIEERYFREIR
S

ipmcget -t user -d sshpasswordauthentication

ipmcset -t user -d sshpasswordauthentication -v <enabled | disabled >

SE5EE

84 SERB HE
enabled ERESSHREEFZRSIAUEDD | _
e
disabled %) FSSHR P ZRIIAIELD _
e
(Ed:2EEE]
7c

{E ALl
# (EAESSHRAFESRZIAEL AL,

iBMC:/->ipmcset -t user -d sshpasswordauthentication -v enabled
Set SSH password authentication successfully.

# EIRSSHRFERBIAIHERSIRE.

iBMC:/-> ipmcget -t user -d sshpasswordauthentication
SSH Password Authentication : enabled
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6.9.14 I3FHAPES iBMC AJEOXE (interface)

SUEE

S

interfaceiy S AT IREIEEAPERIBMCAYZOSEEY,

SR
ipmcset -t user -d interface -v username <enabled | disabled> <optionl
option2 ... optionN>
SEhR A
' SH%IE BYE
username HECERRAF -
enabled (IR _
disabled 2 HEERR R _
optionloption2 ... AlIRERVEI2RE B EIREZ MEOZE
optionN B, g
e 1: Web
e 2: SNMP
e 3: IPMI
e 4: SSH
e 5: SFTP
e 7: Local
e 8: Redfish
{EFtER
7c
{sEFASEf)

#IREFF “test” EFRIBMCHUEOZEEL “Web,SNMP,IPMI,SSH,SFTP,Local”

iBMC:/-> ipmcset -t user -d interface -v test enabled 123457
Input your password:

Set user login interface successfully.
# &8 “ssh_user 01" AYHSE.

iBMC:/->ipmcget -t user -d list

ID  Name Privilege Interface PublicKeyHash

2 root ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish ~ NA

3 XXX CUSTOM ROLET Web,SNMP,IPMI,SSH,SFTP,Local,Redfish NA
4 commonuser USER Web,SNMP,IPMI,SSH,SFTP,Local,Redfish NA

5 admin ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish NA
6 operator OPERATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish NA

7 custom1 CUSTOM ROLET Web,SNMP,IPMI,SSH,SFTP,Local,Redfish NA
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6.9.15 iZESEOSFHIAIEFEEIAS (weakpwddic)

an SIEE

SERER

{EFtERE

{EFISLH

LIgE

S
L

Sl

Sp

8 test

USER
NO ACCESS
NO ACCESS
NO ACCESS
NO ACCESS
NO ACCESS
NO ACCESS
NO ACCESS
NO ACCESS
NO ACCESS

Web,SNMP,IPMI,SSH,SFTP,Local

weakpwddicip < BT IRETE O SFEIAIETNRERIEREIRTE.
HIESS < F PRI ER A RERIR ED:
o KHBAEFAYERT

e SNMP vIN2cIRERIRE. E5EEIRSZ
e SNMP v3/IIZ556g

ipmcset -t user -d weakpwddic -v <enabled|disabled>

25 SEiAE H{E
enabled ERESSOISFEIAUETNRE | —
disabled 235O0 =FEIAIEINRE | —

REEERNEEZERENRNEE X AR ILIRETS S FHINEFRIAE.

# (ERES51<SFEIAIELIRE,
iBMC:/-> ipmcset -t user -d weakpwddic -v enabled
Enable weak password dictionary check successfully.

6.9.16 SH550S=FH (weakpwddic -v export)

weakpwddic -v exportipSHTFSHIBMCRIS5 <S5,

ipmcset -t user -d weakpwddic -v export <localpath| URL>
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SRR

{EFRfaRe

(BRI

28

S8

BYE

localpath

55O FHSHEBMC
NHRGHS, EBMCHR
FE RO IERTZ,

BYJERE, Bren:  “/tmp/

weakpwddictionary” .

URL

B350 <SS HRITE
IR, EEEIRE LAY
IR,

&
protocol://[username:password@]IP:
[port]/directory/filename

Hr:

e protocol: WA "https” .
"sftp” . “cifs” . "scp”
"nfs” FRS—FY,

i8R

o IBMCHRIXSHFSMB V1.0hRAS,

o (HERANfIYET, FHEEEF RS
username:password @=E%; FREEHH
WY, FHEEERYRES
username:password @=FEg,

o CifsiREMNERTAZEEE, Bt
FoEELReRIhttps . sftp. scpEinfsti
Y

e username: ERTIEREFIERIAF
E=P

e password: BERITEIRERIIER

3.

o |P:[port]: mFEREAYIPHELEANIRO)
=,

e directory/filename: §50<$=EER

FEIRE FAVEITIRIR.

f5Ig0: "https://root:Mytest12#

$@10.10.10.1:443/tmp/
weakpwddictionary ”

AEEERNMESR2REMRIIBEXAFALISHSOSFH,

PiTItan<fa, AILMERXHMER TR (SHFSFTPHMY, HIsIWInSCP) BRFE /
tmp” EZETAY “weakpwddictionary” S TEEIEF IR (HIRIPC) .

# SHss0

A=
ST,

iBMC:/-> ipmcset -t user -d weakpwddic -v export /tmp/weakpwddictionary
Export weak password dictionary successfully.

R © BISEREABIRAR

358



10.10.10.1

Bf5iaLLARSS=S iBMC
FAFiEr 6 CLINE

6.9.17 SEASBOSFH (weakpwddic -v import)

an SIEE

weakpwddic -v importip S TS ANIBMCHIZ5S=EE,

RSB

ipmcset -t user -d weakpwddic -v import <localpath| URL>

SRR

B8 SH58E V=]

localpath | 53OS F8MEANBMC | XE&EZE, fHlaN:  “/tmp/
B, ESNHISHHEIBMC | weakpwddictionary”
MHRFHRIFIESRE.

URL BEOSFHEANBMC | 8
B, ?%)\E"Jiﬁfﬁﬁ?ﬁ protocol://[username:password@]IP:
IR CRUTF ISR, [port]/directory/filename

Hep:

e protocol: ¥ “https” .
“sftp” . “cifs” . "scp”
“nfs” HARY—F4,

7L

o IBMCERIZZHFSMB V1.0hRA,

o (FEANfsHMYAT, FHERERFIEEES
username:password@=FEg; {EREEH
Wht, FHEEEPLRES
username:password @=Eg,

o CifstREMYERTAZEE L, Bt
SRR https . sftp. scpainfsify
Y

e username: ERBENRSEEATEAIA

F&.

e password: BERBERRSRAHIE

5.

o |P:[port]: BiRiR55EAIPHEIF IR
s,

e directory/filename: 35[1<=FH7EH

TRERSS 88 L RYLEXT RRIR,

fgn:  “https;//root:Admin12#

$@10.10.10.1:443/tmp/
weakpwddictionary ”

{Ermfar
REEERNEERREIRNEELAFTIUSABOSFE,
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TS Za, BAERSEHER TR (SHSFSFTPHMY, HIa0WInSCP) BEFSAN
X4 HERIBMCIERFRBEEBRT (Flwd “/tmp” ) .

{sE Al

# SNFEOSTFH,

iBMC:/-> ipmcset -t user —d weakpwddic -v import /tmp/weakpwddictionary
Import weak password dictionary successfully.

6.9.18 188 SNMPv3 HRPRIINEEEES (snmpprivacypassword)

SUEE

Sh

SR

SE5EE

{EFtERe

snmpprivacypassword&p < T IREIEERAFEASNMPVIEZ BMCREIEINEZ
650

ipmcset -t user -d snmpprivacypassword -v username

o SE5ER e
username FECERBEF -

FEERREENBSNER. EERULMENFERFNERS, BMERIIEERR
HeeE B 5=, BIEIEPEERMA SRR ERFRER.
BIRIEERESNEREINRINFSER (BlEid6.9.6 EFflieEHBMERE
(passwordcomplexity) a<$ER) LARIEOSIAIENEERFZER (F1i8id6.9.15
IREBEOSFMAEEEEAT (weakpwddic) HEEN) |, EXUFEAREMNEE
=N
o XAFEIEIOEINEES, BiEAENE, JURERFHFENNKEAKXT2080=F
R, MREFRRKENTANFR, ZAPEILAFERSNMPY3EO,
o SHEBNEINRRE, TRENEEK:
- KEHN8 ~ 20MNFR.
- EVEENTHEEHELTREFRER:
~@#$%N&F()-_=+\|[{];", <.>/?
-  EVEEUTERHRIFF:
INEFHE: a~z
XEFs: A~Z

#=x: 0~9
- AR AERPEEE.
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o FEOSFEMAIEINEEFEEAER T, R EASHENEI, BMCRALSXIERS
HITEOSHE, BiBAseEssO<S=xHp, (BOSETSHIEOSFHG
4$6.9.16 SH5EO0SFH (weakpwddic -v export) ¥KEY, )

L1 i8R
FUAERBESS A<,

{53
# IR BESNMPV3ABEFRINIZZ,

iBMC:/->ipmcset -t user -d snmpprivacypassword -v Administrator
Input your password:

Password:
Confirm password:

Set snmp privacy password successfully.

6.9.19 EiRfhERARAEGNHAR (securityenhanc -d

inactivetimelimit)

i SLIEE
securityenhance -d inactivetimelimitas S TFIRERPANENIIR. B ERR
ARSI SRR,

i SHE

ipmcset -t securityenhance -d inactivetimelimit -v <value>

ipmcget -t securityenhance -d inactivetimelimit

SEREE

S8 SEiEE HR{E
value FANEEIHAR e 0
e 30~365

BAR, BUEAORFRSR
RIR®, ARASREBK
RSB AN ERNTIRERLE,

{EFtER

{E Rl
# REFEAENEIR.

iBMC:/-> ipmcset -t securityenhance -d inactivetimelimit -v 30

WARNING: This operation could lead to iBMC users be disabled when users' inactive time is overdue.
Do you want to continue?[Y/N]y
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Set inactive user timelimit successfully.
iBMC:/-> ipmcget -t securityenhance -d inactivetimelimit
User inactive timelimit: 30

6.9.20 1 ZEHRBEIATS ( user -d state)

anSIIEE
user -d statefpn ST IRERFNERIRE.
woER

ipmcset -t user -d state -v <username> [enabled | disabled]

ipmcget -d userlist

SE5EE

s SH%EE &

username RNMFRERRBR EFENRARE
enabled e AN =l -

disabled RZEFIZFF -

{ERiEE
LBMCREFNE—NERNEERAFN, ZEERAP AR,

{sEFASEf
# J3A "test15” HF.

iBMC:/-> ipmcset -t user -d state -v test15 enabled
Input your password:
Enable user:test15 successfully.

# 2N "test15” FYIRE,

iBMC./-> ipmcget -d userlist

ID Name Privilege  Interface PublicKeyHash
State

2 root ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled

3 test1 CUSTOM ROLE1 Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled

4 test2 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled

5 test3 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled

6 test4 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA disabled

7 test5 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled

8 test6 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled

9 test7 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA disabled
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10  test8 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled
11 test9 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA disabled
12 test10 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA disabled
13 test11 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA disabled
14 test12 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA disabled
15 test13 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA disabled
16 test14 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA disabled
17 test15 ADMINISTRATOR Web,SNMP,IPMI,SSH,SFTP,Local,Redfish
NA Enabled

6.9.21 Hifhg BB EIEEGEIRS ( user -d
usermgmtbyhost)

an STRE

RSB

SE5EE

{EFtER

(BRI

user -dusermgmtbyhostis<$ AT EIFFNIR &N AP EIRINEERIFERSINE.

ipmcset -t user -d usermgmtbyhost -v <option>

ipmcget -t user -d usermgmtbyhost

8% S48 BRiE
option FERBEHAPE | o 0 SULHNAPEE
ERAERERES m%
: (EREETIFRFETE
Iﬂﬁu

wRRFEEEREXEN, BRI AETTAAEPMIaGSEBIOSKHITRFERE.

# SRTE AP EIEINEE.

iBMC:/->ipmcset -t user -d usermgmtbyhost -v 0
The BMC user management function is successfully disabled on the host side.

# EATH N AP EEEREIRE.

iBMC:/->ipmcget -t user -d usermgmtbyhost
Disable
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6.9.22 IREAFERERIIBHEIRME ( user -d
firstloginpolicy)

an SIEE

RSB

SE5EE

{ERfaRe

{ERISCH

MTHERRFERES T ESNAR, HERERAEIRE, R EEiteE
BB,

user -d firstloginpolicyas < BT IRERFERAIBINSRIER T, BRERITHY
EHESERER,

ipmcset -t user -d firstloginpolicy -v <username> <option>

o S5 &

username FMFRENAR EFENERE

option AP ERE VIR o 1 FRNURRENE
T, BRERHEEE 5
PR Bt o 2! FTOEANEKER

IREREIRE SR NER P ER ISR ERL, BOAN "BEENER" . 5
FEAFNEEERENAFBEEMAGRERN, ERE EFEXEE" AIEOAL
In.

# AR EEEENAFHEERBCHFER, JRERRERINURNMERE
3.

iBMC:/->ipmcset -t user -d firstloginpolicy -v testuser 1

Set testuser irst login policy to prompt password reset successfully.

# STEFAFEEEERNAFBEEMAGLR, WiREERXERITEEIESZE.
iBMC:/->ipmcset -t user -d firstloginpolicy -v testuser 2
Set testuser irst login policy to force password reset successfully.

6.10 NTP fp S

6.10.1 &EifJ NTP {§8 (ntpinfo)

an SLEE

ntpinforp$ATEIRAIBMCHINTPEA.
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e
ipmcget -d ntpinfo
SHIREE
7
(ERER
7
{sE R sEf
# ZHIBMCHINTPEE,
iBMC:/->ipmcget -d ntpinfo
Status : enabled
Mode : manual
Preferred Server : example.com
Alternative Server : fc00::1234
Extra Server 1 192.168.2.2
Synchronize : successful
Auth Enable : enabled
Group Key : imported
6.10.2 18 NTP JX7& (ntp -d status)
i SIIEE
ntp -d statusip S TFIRENTPINEEAYFEEIRZE.
wmSER
ipmcset -t ntp -d status -v status
SR B
| SE05EE BYE
status FNTPIEERIEREIAS e enabled
e disabled
(EFR1ER
7
(s FASEfl
# (FRENTPIHRE,
iBMC:/->ipmcset -t ntp -d status -v enabled
Set NTP enable status (enabled) successfully.
# TANTPER.
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6.10.3 iZE NTP (E23REVG3L (ntp -d mode)

SR

SEREE

{EFtERE

(BRI

iBMC./->ipmcget -d ntpinfo
Status : enabled

Mode : manual
Preferred Server : example.com
Alternative Server : fc00::1234
Extra Server 1 192.168.2.2
Synchronize : successful
Auth Enable : enabled
Group Key : imported

ntp -d modedz SFHTIRENTPERIREG .

ipmcset -t ntp -d mode -v mode

S8 SR

BYE

mode FRNTPSEIREG T

e manual: FEIECENTP

==
EIL‘I\

e dhcpv4: {EFEDHCPV4
BoBREBNTPER

e dhcpv6: {EEHDHCPV6
BaBRERNTPER

HNTPERIREA S "DHCPvA" BY, THRIRERK,

#IRENTPEEREGS “manual” .

iBMC:/->ipmcset -t ntp -d mode -v manual
Set NTP mode (manual) successfully.

# EANTPER,

iBMC:/->ipmcget -d ntpinfo
Status : enabled

Mode : manual
Preferred Server : example.com
Alternative Server : fc00::1234
Extra Server :192.168.2.2
Synchronize : successful
Auth Enable : enabled
Group Key : imported
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6.10.4 i1 BE% NTP JRSSE8HbiE (ntp -d preferredserver)

an SIHE
ntp -d preferredserverin ST IREBIENTPIRSZIHIHER.
SR
ipmcset -t ntp -d preferredserver -v addr
SEREE
' SEYi5EA BYE
addr FRESENTPARSS S8ttt ARER:
o IPVARETAStEIE
o |PvoISTUAYHELE
o IEZbF
i5tAH
1RE790.0.0.0k = MR EE
NTPBRSSHEIL,
{EFtER
HFLinux NTPRRSEESF0Windows NTPARSS:EE.
{sEFASEf
# IREEENTPIRS SIS “example.com”
iBMC:/->ipmcset -t ntp -d preferredserver -v example.com
Set NTP preferred server (example.com) successfully.
# EEANTPEE.
iBMC:/->ipmcget -d ntpinfo
Status : enabled
Mode : manual
Preferred Server : example.com
Alternative Server : fc00::1234
Extra Server :192.168.2.2
Synchronize : successful
Auth Enable : enabled
Group Key : imported
6.10.5 1R EFHA NTP jRS3a8ithit (ntp -d alternativeserver)
anSIDAEE

ntp -d alternativeserverip$ TR ERANTPIRSESMUHER.
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B

ipmcset -t ntp -d alternativeserver -v addr

2558
2% S8R &
addr =S FANTPIRSS S8 ithtit AiREN:
o |PVAFET(ATELE
o |PVOIZZ(AY L
o IFAMBHL
i5EA
18 E790.0.0.080F MR EA
NTPARSS b,
(EFtSR
3Z¥FLinux NTPERSS2F0Windows NTPiRSSES.
Ll i=Bg
NTPIRS =31 EIES I15.7.2 RIX&NTP,
{sE RS

# IRERANTPIRS 2 1B “fc00:1234"

iBMC:/-> ipmcset -t ntp -d alternativeserver -v fc00::1234
Set NTP alternative server (fc00::1234) successfully.

# BIANTPER.

iBMC./->ipmcget -d ntpinfo
Status : enabled

Mode : manual
Preferred Server : example.com

Alternative Server : fc00::1234
Extra Server 1 192.168.2.2

Synchronize : successful
Auth Enable : enabled
Group Key : imported

6.10.6 {2 BHIRE NTP fRSS=8HblE (ntp -d extraserver )

Sk

Sp

ntp -d extraserverip S AT IREHRENTPIRSHIIHER.

SR

ipmcset -t ntp -d extraserver -v addr
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S85A
84 28058 &
addr ETHLENTPIRSS S8 ithtit AiREN:
o |PvAIETUAYHE
o |Pvoi&TURYMLE
o IFAMBHE
i5i8E
1% E790.0.0. 0 FRMRIGE
NTPRRSSHELE,
Ed:EEE ]
3Z¥FLinux NTPERSS2§F0Windows NTPiRSSES.
(1 588
NTPIRS 2SI EES I05.7.2 RIX&NTP,
{sE 3

IREHRRENTPIRSS SIS “192.168.2.2"

iBMC:/->ipmcset -t ntp -d extraserver -v 192.168.2.2
Set NTP extraserver server (192.168.2.2) successfully.

# TANTPER.

iBMC./->ipmcget -d ntpinfo
Status : enabled

Mode - manual
Preferred Server : example.com
Alternative Server : fc00::1234
Extra Server 1 192.168.2.2

Synchronize : successful
Auth Enable : enabled
Group Key : imported

6.10.7 1IZBIRSZZBBIMAIEIRT (ntp -dauthstatus)
S RE
ntp -dauthstatusip S FIRERFEESDIAERT,

o (FREBMMIAIES, IBMCSNTPIRSESEEIHSHTENII.
o ZHBMIAILE, BMCENTPIRSSBEN TR TR,

an SfER

ipmcset -t ntp -dauthstatus -v status
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0.0.0.0
192.168.2.2
192.168.2.2
192.168.2.2
192.168.2.2

Bf5iaLLARSS=S iBMC

FBFisr 6 CLINEB
SR

84 S40%0E &

status FTRRSEBEMMNERTS e enabled

e disabled
(=Bl
FREIRSZEIBMMAIERY, FE HEZERRIBMCE, B SNTPIRS=HITERES.
(ERIL
BEHEHEE, SNEEELTENE.

=Rl

# (FREIRSS 2B D IAIE.
iBMC:/->ipmcset -t ntp -dauthstatus -v enabled
Set NTP enable status (enabled) successfully.

# EIENTPER,

iBMC./->ipmcget -d ntpinfo
Status : enabled

Mode : manual
Preferred Server : example.com
Alternative Server : fc00::1234
Extra Server 1 192.168.2.2

Synchronize : successful
Auth Enable : enabled
Group Key : imported

6.10.8 L{& NTP £H85$R (ntp -d groupkey)

Sh

ShaE

SRR

SEREE

ntp -d groupkeyfsSTNEAF BITIABINTPAEREE HERIBMC, AT, BMCS
NTPARSS ZRBERHSERZZ R TBMORES.

ipmcset -t ntp -d groupkey -v filepath

'l SEREE V=]

filepath BRI EER &R "/ AR XA

ntp.keys” .

&' . fgn “/tmp/
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{ER1EE
PUTIHAR S 2R, TESEEAXHERMTE (SIFSFTPHNY, FIIWINSCP) HAEEIFY
AN LERIBMCIHRSHUEEESR (B0 "/tmp” ) .
(00 568
BEHEHER, SUTEFEREN,
{EFAsEH)

# _FENTPHEZESA.

iBMC:/->ipmcset -t ntp -d groupkey -v /tmp/ntp.keys
Set NTP group key (/tmp/ntp.keys) successfully.

# EIENTPER,

iBMC:/->ipmcget -d ntpinfo
Status : enabled

Mode : manual
Preferred Server : example.com
Alternative Server : fc00::1234
Extra Server :192.168.2.2

Synchronize : successful
Auth Enable : enabled
Group Key : imported

6.11 IERKT R

NEIET SHEIMIRETSE.

6.11.1 BifIIRSZ=RIETITIEE (ledinfo)

an SIEE

SRR

SRR

{EFRfaRe

(BRI

ledinfoip < FISREIIIRSHETRTER.

ipmcget -d ledinfo

# EIRRRSAREHIAET.

iBMC:/->ipmcget -d ledinfo
LED Name : SysHeallLed
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FBFiE

6 CLI 3

LED Mode : Local Control
LED State : BLINKING

Off Duration : 100 ms

On Duration : 100 ms

LED Color :RE

D
LED Color Capabilities : RED GREEN
Default LED Color in
Local Control : GREEN
Override State : GREEN

LED Name : UIDLed

LED Mode . Local Control
LED State : OFF

LED Color : BLUE

LED Color Capabilities : BLUE
Default LED Color in
Local Control : BLUE
Override State : BLUE

6.11.2 18 UID IEFRITIAE (identify)

SUEE

S

SR

SE5EE

{EFRfaRe

(BRI

identifyan <& AT IREVIDIERITIRE.

ipmcset -d identify [-v {time| force} ]

24 SR V(=]
time FRUIDIERIT IR KRR AR AEERY, B2
K b, BUESBE}0~255,
BYEA0RY, FTrKiAizis
.,
force FrkAR=UIDIER i}
1T,

HISERISERENER T,  UIDIERTEUAIRNNRETHS 91570,

# IKARSUIDIERIT.

iBMC:/->ipmcset -d identify -v force
Identify UID led successfully.

6.12 KBS

NMBIRS N BERERE XA SHIERIRETT A,
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B 6 CLI N
6.12.1 1B BIE1TIEE (fanlevel)
W SIEE

fanlevelfp$ BT IRENXEIEITIERE,

i $tEal
ipmcset -dfanlevel -v <fanlevel> [fanid]
SR B
| SERE &
fanlevel FNRESRINEPWMY | SuEXAV TR, KER
=tt, FEEIXGEFM | SLEEEERE.
Eﬁ?ﬁ%m@iﬁﬁ’ﬂi’éﬁ
Et.
fanid FRXEEHID NERSRRHIBYESEE A
=,
(EFRER
o EHUTHSITRABANXGID, NFFEEXFFIBENBIGETEE.
o IXEETENAFIMEXIZESEN, SNEE TR /B MEIRT, %
SARER.
BB EES#6.12.2 IREMEIE{TIER (fanmode) =15,
(s FASEfI
# FomREIDA2RINEEEPWM G=tE/950%,
iBMC:/->ipmcset -dfanlevel -v 50 2
Set fan(2) level to (50%) successfully.
Current Mode : manual.
6.12.2 1 ZEMEIE1TET, (fanmode)
inSIDEE
fanmodeis S FKIRENX RIS TIER.
i SEN

ipmcset -dfanmode -v <mode> [timeout]
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FBFisr 6 CLINEB
SR
84 S8k BB
mode E RN TEER o 0: XELIFEAE
&), EENRE
timeout&#4,
o 1: XNEBEI{EEF
&1, EHEARE
timeout&#4,
timeout FrEFEREREE | BURRBIAED, BN
FME(ATEERTAYE. b, ®EBA "0" , TX-A
B, RABRTERR
30%0,
{EMBiEm
iBMCER. RSEssaBLNFENERNBIMEASETAEEIR, XEEEITEI
SREEBER.
&=l

# IRENEIRRIEIU TR,  60RV R B R,

iBMC:/->ipmcset -dfanmode -v 1 60
Set fan mode successfully.
Current Mode:

Time out

6.12.3 HiIKBEI TIFIRS (faninfo)

Sh

SaE

faninforip < AREIANXBEIN T/ EERF OB IEAEEE,

R SEI

ipmcget -dfaninfo

SEREE

{EMtsm

{E ISR

# EIAXUELIPRE.
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iBMC:/->ipmcget -dfaninfo
Get fan mode and fan level successfully!
Current mode: manual, timeout 297 seconds.
Manual fan level:
Fan1:40, Fan2: 50, Fan3: 60, Fan4: 70
Fan5: 40, Fané: 50, Fan7: 60, Fan8: 70
= AN
6.13 (ERAZEa S
S, —ra=1-] .
6.13.1 BiFFE(EREIAIFABIER ( sensor -d list)
OATHLE
anSTIEE
sensor -d listapC FAKEIIATEERERER.
BN
SR
ipmcget -t sensor -d list
+
S A
7c
=
(EFtER
7c
ISR
{sE A SEf)
# BAERSEIERER. (FRERSHRAUEREAR)
iBMC:/->ipmcget -t sensor -d list
sensor id | sensor name  |value | unit | status |
Inr
| lc | Inc [unc | uc | unr | phys | nhys
0x1 | Inlet Temp | 25000 |degreesC |ok |
na
| na | na | 36000 |38000 |na | 2000 | 2.000
0x2 | OutletTemp | 35000 | degrees C |ok |
na
| na | na | 75.000 | na | na | 2000 | 2.000
0x28 | Power | 0000 | Watts | ok |
na
| na | na | na | na | na | 0.000 | 0.000
0x3 | Disks Temp | na | degrees C | na |
na
| na | na | na | na | na | 0.000 | 0.000
0x6 | 1711 Core Temp |37.000 |degreesC |ok |
na
| na | na | 105.000 | na | na | 2000 | 2.000
0x7 | Power1 | na | Watts [na |
na
| na | na | na | na | na | 0.000 | 0.000
0x8 | PSTVIN | na | Volts |na |
na
| na | na | na | na | na | 0.000 | 0.000
0x9 | PS1 InletTemp | 0.000 |degreesC |ok |
na
| na | na | na | na | na | 0.000 | 0.000
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Oxa | PST1 ChipTemp |0000 |degreesC |ok |
na

| na | na | na | na | na | 0.000 | 0.000
Ox4 | CPU1 Core Rem |39.000 |degrees C |ok |
na

| na | na | 105.000 | na | na | 2000 | 2.000
0x5 | CPU2 Core Rem |38000 |degrees C |ok |
na

| na | na | 105.000 | na | na | 2000 | 2.000
Oxe | CPUT MEM Temp | 37.000 |degreesC |ok |
na

| na | na | 95000 | na | na | 2000 | 2.000
Oxf | CPU2 MEM Temp | 37000 |degreesC |ok |
na

| na | na | 95000 | na | na | 2000 | 2.000
oxb | CPUTVDDQAB [1230 |Volts  |ok |
na

|1.080 | na [na [1320 |na [ 0020 |0.020
Oxc | CPUTVDDQCD |[1230 |Volts  |ok |
na

|1.080 | na Ina [1320 |na [ 0020 |0.020
oxd | CPU2VDDQAB |1230 |Volts  |ok |
na

|1.080 | na |na [1320 |na [ 0020 |0.020
0x10 | CPU2VDDQ CD |1230 |Volts  |ok |
na

|1.080 | na |na [1320 |na [ 0020 |0.020
0x11 | CPUTVDDQTemp |31.000 |degreesC |ok |
na

| na | na | 120.000 | na | na | 2000 | 2.000
0x13 | CPU2VDDQTemp |31.000 |degreesC |ok |
na

| na | na | 120.000 | na | na | 2000 | 2.000
0x14 | CPUTVRD Temp |33.000 |degreesC |ok |
na

[ na | na | 120.000 | na | na | 2.000 | 2.000
0x15 | CPU2VRD Temp | 34.000 |degreesC |ok |
na

[ na | na | 120.000 | na | na | 2.000 | 2.000
0x16 | CPUTVDDAVS |0.890 |Volts  |ok |
na

[0.730 | na | na | 1050 | na | 0.020 | 0.020
0x17 | CPU2VDDAVS |0.870 |Volts  |ok |
na

[0.730 | na | na | 1.050 | na | 0.020 | 0.020
ox18  |CPUTHVCC  |1190 |Volts  |ok |
na

[1.080 | na | na [1.320 | na | 0.020 | 0.020
029 |CPU2HVCC  |1190 |Volts  |ok |
na

[1.080 | na | na [1.320 | na | 0.020 | 0.020
Ox2a | CPUT N_VDDAVS |0.850 | Volts [ok |
na

[0810 | na | na [0990 | na | 0.020 | 0.020
ox2b | CPU2 N.VDDAVS |0850 |Volts  |ok |
na

[0810 | na | na [0990 | na | 0.020 | 0.020
0x2c | CPUTVDDFIX |0.790 | Volts | ok |
na

[0.720 | na | na | 0880 | na [0.020 | 0,020
ox2d | CPU2VDDFIX |0790 |Volts  |ok |
na

[0.720 | na | na | 0880 | na [0.020 | 0,020
0x2e | SYS 12V 2 | 11.880 | Volts |ok |
na

[ 10010 | na | na | 13530 | na | 0440 | 0.440
ox2f  |SYS12V3 11990 |Volts  |ok |
na

| 10010 | na | na | 13530 | na | 0440 | 0440
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0x30 | SYS 12V 4 [ 11.990 | Volts |ok |
na

10010 | na [ma |13530 |na | 0440 |0440
031 |SYS12v5 12100 |Volts  |ok |
na

10010 | na [na |13530 |na | 0440 |0440
0x32 |SYS12ve | 11880 |Volts  |ok |
na

10010 | na [ma |13530 |na | 0440 |0440
0x19 | FANT F Speed | 16350.000 | RPM [ok |
na

| na | na | na | na | na | 0.000 | 0.000
Oxla | FANT R Speed | 14700.000 | RPM ok |
na

| na | na | na | na | na | 0.000 | 0.000
Ox1b | FAN2 F Speed | na | RPM |na |
na

| na | na | na | na | na | 0.000 | 0.000
Ox1c | FAN2 R Speed | na | RPM | na |
na

| na | na | na | na | na | 0.000 | 0.000
oxld | FAN3 F Speed | 16500.000 | RPM lok |
na

| na | na | na | na | na | 0.000 | 0.000
Oxle | FAN3 RSpeed | 14850.000 | RPM ok |
na

| na | na | na | na | na | 0.000 | 0.000
ox1f | FAN4 F Speed | 16200.000 | RPM | ok |
na

| na | na | na | na | na | 0.000 | 0.000
0x20 | FANA R Speed | 15000.000 | RPM ok |
na

| na | na | na | na | na | 0.000 | 0.000
0x21 | FAN5 F Speed | 16200.000 | RPM lok |
na

[ na | na | na | na | na | 0.000 | 0.000
0x22 | FAN5 R Speed | 14850.000 | RPM ok |
na

[ na | na | na | na | na | 0.000 | 0.000
0x23 | FANG F Speed | na | RPM [ ma |
na

[ na | na | na | na | na | 0.000 | 0.000
0x24 | FAN6 R Speed | na | RPM | na |
na

[ na | na | na | na | na | 0.000 | 0.000
0x25 | FAN7 F Speed | 16350.000 | RPM lok |
na

[ na | na | na | na | na | 0.000 | 0.000
0x26 | FAN7 R Speed | 14850.000 | RPM ok |
na

| na | na | na | na | na | 0.000 | 0.000
0x98 | PCle NIC2 Temp |53.000 |degreesC |ok |
na

| na | na | 105000 | na | na | 2000 | 2.000
0x99 | PCle2 NIC33V |3320 | Volts |ok |
na

[3.140 | na | na | 3460 | na | 0.040 | 0.040
0x%a | PCle2 NIC 1.2V | 1.190 | Volts |ok |
na

[1.140 | na | na [1.260 | na | 0.020 | 0.020
0x9b | PCle2 NIC 1.8V | 1.800 | Volts |ok |
na

[1.710 | na | na [1.890 | na | 0.020 | 0.020
0x9c | PCle2 NIC 0.8V |0.800 | Volts [ok |
na

[0.760 | na | na | 0840 | na | 0.020 | 0.020
0x93 | PCle NIC5Temp | 56.000 |degreesC |ok |
na

| na | na | 105.000 | na | na | 2000 | 2.000
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0x9%4 | PCle5 NIC 33V | 3320 | Volts | ok |
na
[3140 | na | na | 3460 | na | 0.040 | 0.040
0x95 | PCle5 NIC 12V | 1190  |Volts  |ok |
na
[1140  |na | na | 1260 | na | 0.020 | 0.020
0x96 | PCle5 NIC 1.8V | 1.790 | Volts | ok |
na
|1710 | na |na |1890 |na | 0020 |0.020
0x97 | PCle5 NIC 08V | 0800 | Volts | ok |
na
|0760 | na [na 0840 |na | 0020 | 0.020
0x33 | PCIE Status | 0x0 | discrete | 0x8000 |
na
na | na | na | na | na |[na |na
0x34 | ACPI State | 0x0 | discrete | 0x8001 |
na
|na | na | na | na | na Ina |na
0x35 | Power Button | 0x0 | discrete | Ox8000 |
na
naS 5 Lr: l)r: na | na |na | na
036 | SysResta | O | discrete | 0x8080 |
na
|naB tElna L:: | na | na [na | na
037 | BootEmor | | discrete | 0x8000 |
na
InaW t h(!l naz | r(1)ao Ina  |ma  Ima |na
o3 | Watchdog 100 | giscrete | 0x8000 |
na
|naUID B| na |(;‘X€:) | na  na Ina | na
039 | uton | | discrete | 08000 |
na
na | na | na | na | na | na na
0x3a | PwrOk Sig. Drop | 0x0 | discrete | 0x8000 |
na
| na | na | na | na | na [na |na
0x3b | PwrOn TimeOut | 0x0 | discrete | 0x8000 |
na
| na | na | na | na | na [na |na
0x3c | BMC Boot Up | OxO | discrete | 0x8002 |
na
| na | na | na | na | na [na |na
0x3d | RTC Time | 0x0 | discrete | 0x8000 |
na
| na | na | na | na | na [na |na
0x3e | Riser1 Card | OxO | discrete | 0x8002 |
na
| na | na | na | na | na [na |na
0x3f | Riser2 Card | 0x0 | discrete | 0x8002 |
na
| na | na | na | na | na [na |na
0x40 | System Notice | 0x0 | discrete | 0x8000 |
na
| na | na | na | na | na [na |na
0x41 | System Error | Ox0 | discrete | 0x8000 |
na
| na | na | na | na | na [na |na
0x42 | SysFWProgress | 0x0 | discrete | 0x8000 |
na
| na | na | na | na | na [na |na
0x43 | Mngmnt Health | 0x0 | discrete | 0x8001 |
na
| na | na | na | na | na [na |na
0x44 | BMC Time Hopping | 0x0 | discrete | 0x8000 |
na
| na | na | na | na | na [na |na
0x45 | NTP Sync Failed | 0x0 | discrete | 0x8000 |
na
| na | na | na | na | na [na | na
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ox46 | SELStatus | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na | na
ox47 | Op.Log Full | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na | na
ox48 | Sec. Log Full | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na | na
ox49 | Host Loss | 0x0 | discrete | 08000 |
na

| na | na | na | na | na |[na | na
Ox4a | Cert OverDue | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
Oxdb | PwrCap Status [0x0 | discrete | 0x8000 |
na

| na | na | na | na | na [na | na
Ox4c | PSTStatus | 0x0 | discrete | 0x8001 |
na

| na | na | na | na | na [na | na
Ox4d | PS1 Temp Status | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na | na
Oxde | CPU1T Status | OxO | discrete | 0x8080 |
na

| na | na | na | na | na |[na | na
Oxaf | CPU2 Status | OxO | discrete | 0x8080 |
na

| na | na | na | na | na [na | na
0x50 | CPUT Memory | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na | na
0x51 | CPU2 Memory | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na | na
0x52 | CPUT Prochot | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na | na
0x53 | CPU2 Prochot | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na | na
0x54 | DIMMO000 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |[na | na
0x55 | DIMMOO1 | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na | na
0x56 | DIMMO10 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |[na | na
0x57 | DIMMO11 | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na [na | na
0x58 | DIMMO020 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na [na | na
0x59 | DIMMO021 | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na [na | na
0x5a | DIMMO030 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na [na | na
0x5b | DIMMO31 | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na [na | na
0X5¢ | DIMMO040 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |[na |na
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0x5d | DIMMO041 | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
0x5e | DIMMOQ50 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |na |na
0x5f | DIMMO51 | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
0x60 | DIMMO060 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |na |na
0x61 | DIMMO061 | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
0x62 | DIMMO070 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |na |na
0x63 | DIMMO71 |0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
Ox64 | DIMM100 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |na |na
0x65 | DIMM101 | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
ox66 | DIMM110 |0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |na |na
Ox67 | DIMM111 | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
ox68 | DIMM120 |0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |[na |na
ox69 | DIMM121 |0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na |na
ox6a | DIMM130 |0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |[na |na
ox6b | DIMM131 |Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na |na
Ox6¢ | DIMM140 | 0x0 | discrete | 0x8040 |
na

| na | na | na | na | na |[na |na
ox6d | DIMM141 |0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |[na |na
Ox6e | DIMM150 | Ox0 | discrete | 0x8040 |
na

| na | na | na | na | na [na |na
Ox6f | DIMM151 | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na [na |na
0x70 | DIMM160 | Ox0 | discrete | 0x8040 |
na

| na | na | na | na | na [na |na
0x71 | DIMM161 | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na [na |na
0x72 | DIMM170 | Ox0 | discrete | 0x8040 |
na

| na | na | na | na | na [na |na
0x73 | DIMM171 | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
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0x74 | Memory Usage | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na [na | na
0x75 | DISK24 | 0x0 | discrete | 0x8001 |
na

| na | na | na | na | na |na | na
0x76 | RTC Battery | OxO | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
0x77 | FAN1 F Status | OxO | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
0x78 | FAN1 R Status | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
0x79 | FAN2 F Status | na | discrete | na |
na

| na | na | na | na | na |na | na
Ox7a | FAN2 R Status | na | discrete | na |
na

| na | na | na | na | na |na | na
0x7b | FAN3 F Status | OxO | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
Ox7c | FAN3 R Status | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
0x7d | FAN4 F Status | OxO | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
Ox7e | FAN4 R Status | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
ox7f | FANS F Status | OxO | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
0x80 | FAN5 R Status | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
0x81 | FANG F Status | na | discrete | na |
na

| na | na | na | na | na |na | na
0x82 | FAN6 R Status | na | discrete | na |
na

| na | na | na | na | na |na | na
0x83 | FAN7 F Status | OxO | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
0x84 | FAN7 R Status | 0x0 | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
0x85 | FANT F Presence | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
0x86 | FAN1 R Presence | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
0x87 | FAN2 F Presence | Ox0 | discrete | 0x8001 |
na

| na | na | na | na | na |na |na
0x88 | FAN2 R Presence | Ox0 | discrete | 0x8001 |
na

| na | na | na | na | na |na |na
0x89 | FAN3 F Presence | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |na |na
0Ox8a | FAN3 R Presence | Ox0 | discrete | 0x8000 |
na

| na | na | na | na | na |na | na
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FBFiE

6 CLINE
0x8b | FAN4 F Presence | 0x0 | discrete | 0x8000 |
ne | na | na | na | na | na |na |na
0x8¢c | FAN4 R Presence | 0x0 | discrete | 0x8000 |
na
[na | na | na | na | na [na | na
0x8d | FANS F Presence | 0x0 | discrete | 0x8000 |
na
|na | na | na | na | na [na |na
0x8e | FAN5R Presence | 0x0 | discrete | 0x8000 |
" | na | na | na | na | na |na |na
0x8f | FANG F Presence | 0x0 | discrete | 0x8001 |
na
| na | na | na | na | na [na |na
0x90 | FANG6 R Presence | 0xO | discrete | 0x8001 |
" | na | na | na | na | na [na |na
0x91 | FAN7 F Presence | 0x0 | discrete | 0x8000 |
na
| na | na [na |na | na [na |na
0x92 | FAN7 R Presence | 0x0 | discrete | 0x8000 |
" | na | na | na | na | na [na |na
% 6-2 (LRSS FRRAA
FB | 8% -3 &iF
sens | fERkEEETR | CPUT Core -
or Rem, Z/<CPU1
nam Mz REER
e o
valu | ZENE 35000, FRE | na, FHRMERSEARGNEIEETAX
e BIfERRERAYE. &, PIRESRMEREEXI N AR B AL
unit | XFiEsfs | degrees C, x| discrete, FRXINIERERIBEULR
BANRKE, 2%, RBHL
statu | R7& ok, FMEREE | na, TUAERESRIGNEIEMER
s IEE, T, AJRERIE RS I AR EAENL
nc, FonEREE | XXX, fikN, 0x8000, ZEtRIEIPMIFLE
HNRER S EXH, RA16HEEERTIRIERER
=, PIRES, BUSNGESNIPMIFEEHR
ERIERR 42-2 Generic Event/Reading Type Codes
g‘ﬂﬂ;"éﬂ?‘réiﬁ th=FEGGeneric OffsetBYfEREFIZR42-3
o = Sensor Type CodesFr=rE&Sensor specific
e ot on OffsetAIREFRE,
T, FRETRE R
GNEIERE
%,
Inr | 2R | na na, FRSRNEREEASIFZI PRE.
lc PE TR | na na, FSRNERERASIFXI PRE.
Inc 2R | na na, FASRIEREEASHRZI IPRIE.
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BFErR 6 CLI 43
FER | 8X Z¢{5li5388 =iE
unc | BREITIR | 84000, RS | na, FRMAHEREERSHHZ PRE.
BI{ERESIE R
MEZIRER
84,
uc B FIJPR | 88.000, FRRE | na, ERMEIEREEASIHZ IIRE.
B REEIE[E)™
BEERER
88,
unr | E2LEIBR | na na, FXrHANERESFIFZ IRIE.
phys | IEEIRHE | 3, BRHEANER | na, ERMEEREEATRZIRSE,
BENIERIRGEE
23,
nhys | faELRESE | 3, BRHANER | na, ERMEIEREEATRZIESE.,
ENREIRTEE
23,
] #5488

ERERRI IRMEIBTSE LRI,

6.13.2 (EREE MR AES ( sensor -d test )

inSIEE
testin S A TFRIMEREPINSTIEEL
i
it Z BiE A fEAipmcget -t sensor -d listip SEAMERESIRTS, MIREERESIRE
EENBERTHITUK, SNESHESEENERSEINERESES HE—XK
BEE,
mSE
ipmcset -t sensor -d test -v <sensorname/stopall> [value/stop]
S#i5EE
£ SR &
sensorname | {E/EESHFR e sensorname” : {EREEEEFR
/stopall o “stopall’ : fELLFTEME
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FBFiEr

6 CLINEB
8H SHiRA BE
value/stop | tEHME o ‘value” : {ERESASEEIIE
588
PTizm<, IREVBEEBMCHSISHITRIZ, &
BRI REPBRZEREEERLX, HIERSENREEST
MEZEFERE. REASTINRRASHIEIT,
BRI RERFRISEIME .
e ‘stop” : {ELLFFENAL
(EFiEE
N fEF4.13.3 1RMEBEM (precisealarm) FSIRINEE,
(s FSEH

# 1EHICPU1 Core Remf{&REESREYRI{EYI100,

iBMC:/->ipmcset -t sensor -d test -v "CPU1 Core Rem" 100
Sensor test successfully.

6.13.3 12 B(ERES{EEEIRTS ( sensor -d state )

SUEE

g

SERER

{EFBfER

sensor -d statedp<$ AT IR EERESAIFREINTS.
(L] 8B
Za SRS EHENEREE, IS IIREUERES,

ipmcset -t sensor -d state -v <sensorname> <enabled | disabled >

' SR BYE

sensorname ERAER BTN sensorname : {ERMEERZTR

enabled | disabled R/ e RiEe e enabled: FEFafERIEE
e disabled: ZFR(EREE

ERUERRNANIEREINS, FERERERfS, EREFNEEHA "na" |, FHEFENS

s

o

Il
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FAFiEr 6 CLINE

{EFsEH)
# RIS,

iBMC:/->ipmcset -t sensor -d state -v "SEL_Status” enabled
Enable sensor successfully.

# ZEPAERNES.

iBMC:/->ipmcset -t sensor -d state -v "SEL_Status” disabled
Disable sensor successfully.

6.13.4 {25 (precisealarm)

SUEE

S

precisealarmay< FITRIUIBMCEX RIS

mSER

ipmcset -t precisealarm -d mock -v {eventcode|stopall} [subjectindex]
eventstatus

SE5EE

S8 S5 V=]

eventcode B A AYEERD, o Oxffffffff: FEHL
iBMCEXHI£ERE
1%,

o Ox*ffffff: REHISE
A FEREEI R 2ER
=i,

o EEFMISMHD: X
TEIEESM
1588
o EARAIE—FT
TEEMHEMRRE, f

a0, H485
“0x02000007" A9

Z, HEMFEREEH
02", AR
"Disk”
o S EMSERISLIRG
X, AISEREHREE
SRR STRSPRTIF AR

stopall FIEEMRUE, BE | -
SIS ONEE
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FFiEm 6 CLI M8
£ S5 g
subjectindex EERINIEESHNEN | SEUSEHERNSENF
FAREBRIISS =P
Se EHESIREUTET:
1. EEEESE D TRIFT
B4,
2. NFBRIRER+HEE
BirE X RIS
=
eventstatus B ZRPRE. o assert: L
e deassert: HHKE
e stop: {ZLEAEHL

(EFRiEm
e 2 "eventcode” 9 "Oxffffffff" O "Ox**ffffff" Y, AEIiAmAN0 “subjectindex”
e = "eventcode” JSFEEFHASAT, NN “subjectindex” SEAIRHEERIFMHE
PR TR,
{sE A SEf)
# SIS/ "0x2C000025" IEE,

iBMC:/->ipmcset -t precisealarm -d mock -v 0x2C000025 assert
Precise alarm mock successfully.

6.14 HBiFfRS
NEBFEE X SHEIIIIREGA.
6.14.1 1IZBHBET{FRI\ (psuworkmode)

inSIEE
psuworkmode?n & FRIREREIR TR,
mSEN

ipmcset -d psuworkmode -v <option>[active_psuid]
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AP 6 CLINEB
S#i5EE
S SHi5E BE
option BB TEiEst o 0: FREFYEHE
o 1: F&EES
o 2: REMIRIER
active_psuid BRTEEXAEEEX | 1~2
A, FEEBJRAVID,

{ERaRe

{EFISEH

# IRERIRRITIFE.
iBMC:/->ipmcset -d psuworkmode -v 1 1
Set Power Work Mode (Active Standby) successfully

6.14.2 EiffHIRERPERE (psuinfo)

SE5EE

{EFtER

(BRI

psuinfoin & FSKIRINEIRER.

ipmcget -dpsuinfo

7
7
# EIRFEIRRIER.

iBMC:/-> ipmcget -dpsuinfo
Current PSU Information :
Current PSU Information :

Slot Manufacturer Type SN Version
1 DELTA DPS-550AB-23 A 021312553LH1000053
AC

Current PSU WorkMode
Actual PSU Status

Work Mode : Load Balancing
Predicted PSU Status

Rated Power InputMode

DC:01c PFC:010 550
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FAFtsra 6 CLI "3
Work Mode : Load Balancing
Hibernate Status : Disabled
6.15 SOL s &
MASOLEXa SHIEAMIRETSIE.
6.15.1 37 SOL £1F (sol -d activate)
an SIIEE
sol -d activateip S T RN SOLSTEIEEZRFEIBMCEO,
i SE
ipmcset -t sol -d activate -v <option> <mode>
SEREP
4 SEREB BYE
option RIEEENEO, RE | o 1: RFEO
SBO5iBMCEEO, e 2: BMCEO
mode FRSOLLEER, o 0: ft=iEs
=R, A
ET@J@E%SOLA‘LE
MIERIEHINSHEE,
HEES—IESOLREF
ROIRE, B —HB=E
aJ 0,
o 1: JhotEs
o IEEIRMAETRY, Rt
RSOl
E
{EFEtER
BV SOLSEEERIR AR ORI, BRAOSNEEEOEEMINGE., OSMAIEO
BEEMREDE FEER0S] BiRHIVR(HES
EEERS, PIReTMR T “Esc” FO (" EHﬂéﬁuSOL REa< 7. T
"Esc” 1 "(" RURSEIERASSIFED 1),
{sEFHSERY

# EVSOLEZIRASE, EERRSEO.
iBMC:/->ipmcset -t sol -d activate -v 1 0
[Connect SOL successfully! Use 'Esc(' to exit.]
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FAFiEr 6 CLINE

Warning! The SOL session is in shared mode, the operation can be viewed on another terminal.

sles11spt:~ #
sles11sp1:~ # Esc( [Close SOL]

SOL connection closed.

6.15.2 ;¥58 SOL £1% (sol -d deactivate)

an SIIEE
sol -d deactivatemp<S AT &F FEHSOLAIE,
i SHER
ipmcset -t sol -d deactivate -v <index>
S5
4 SRR BE
index FSOLSEFS. o 1" &F1
o 2" . &4EF2
Ed:iEises)
BT IPMITOOLEIZAISOLATEA AT EEH.
{sEFsER)

# 7 EHSOLEIE,
iBMC:/->ipmcset -t sol -d deactivate -v 1
Close SOL session successfully.

6.15.3 1% E SOL &1EiERIAdE (sol -d timeout)

Ap<¢*JBe
sol -d timeoutip$HFIRESOLATEBATAYE], IREENERE, FAFESOLAIEH
TRANFHAZEREYES, SOLSEKEREFREIBMCip$1T5H.

wSER

ipmcset -t sol -d timeout -v <value>
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B 6 CLI N8
2558
84 S8R V(=]
value FRSOLEERPFTMAN | 0 ~ 480, BRI ADTR,
Af, 1BHSOLSERRT %73 "0" BIFRIKAER
&, B,
FBAT AT EIRIERABYE D15
o,
(EFtSR
7c
{sE AR SEf1

# IR B SOLRIEBRI AT A /92053,

iBMC:/->ipmcset -t sol -d timeout -v 20
Set SOL timeout period successfully.

6.15.4 &if] SOL £33 (sol -d session)

an STRE

{ERfaRe

{EFISLH

sol -d sessionfip ST EIRSOLATEFIE.

ipmcget -t sol -d session

7c

7c

# BFSOLRIET I,

iBMC./->ipmcget -t sol -d session

Index Type Mode LoginTime IP Name
1 CLI  Shared 2017-09-14 11:19:55 192.168.1.40:50013 root
2 N/A  N/A  N/A N/A N/A

6.15.5 &if] SOL £iffEiHIER (sol -d info)

sol -d infoas S AITEIASOLSIARERSSE, MNERSOLAIEERIRTIE,
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Bf5iaLLARSS=S iBMC

FAFtsra 6 CLI 3
I SER
ipmcget -t sol -d info
SEhk A
7c
(EF3tER
7c
{sEFHSER

# HifSOLRERERER.

iBMC:/->ipmcget -t sol -d info
Timeout Period(Min) : 20

6.16 FERHIPGS
6.16.1 EFHEIER (help)

i SIIEE
helpiiSHATEERIWER, LAl EEREGSHNEMRERAE.
i SiEN
help
[command] --help
S4B
88 S5 &
command BirxHd )
(EFiEE
7
{5 FAEfl
# IRENS RIS T dae <,
iBMC:/->help
Commands:
help Used to get context sensitive help.
exit Used to terminate the CLP session.
ipmcget Used to get BMC runtime status.
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FBFiEr

6 CLI M8

ipmcset : Used to set BMC runtime status or send control
command.
notimeout : Used to set no timeout limit to login shell.
maint_debug_cli : Used to maintance in debug
mode.
ping Used to test IPv4 network status.
ping6 : Used to test IPv6 network status.
ifconfig :  Used to check network device information.
free Used to check memory status.
top : Used to check system resource used information. None parameter is
allowed
df : Used to check disk used information.
route Used to check route information. None parameter is
allowed
netstat : Used to check network port status.

L i5%EB

maint_debug_clitpSEERTIVZ4EFEM, RAFEERMEGENSHIIRNBENXBF
{EF. FHERDIRESE (IBMC BRGSSE) .

# SR pingan SHIRIMERTTIE.

iBMC:/->ping --help
BusyBox v1.18.4 (2014-08-09 16:28:25 CST) multi-call binary.

Usage: ping [OPTIONS] HOST
Send ICMP ECHO REQUEST packets to network hosts

Options:

-4,-6Force IP or IPv6 name resolution

-c CNTSend only CNT pings

-s SIZESend SIZE data bytes in packets (default:56)

-1 IFACE/IP Use interface or IP address as source

-W SECSeconds to wait for the first response (default:10)
(after all -c CNT packets are sent)

-w SECSeconds until ping exits (defaultinfinite)

(can exit earlier with -c CNT)

-qQuiet, only displays output at start

and when finished

6.16.2 HiFFEE (exit)

exitin S AT WA EFinSiBMCANER.

exit
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FBFiEr

6 CLI 3

{sE RISl

# WiFhERz,
iBMC:/->exit

Connection closed by foreign host.

6.16.3 tSEMIEEEIE (ping. ping6)

an SIEE

SE5EE

{EFRfaRe

{sE ALl

pingZping67p S AT ENREEIER.

ping <IPv4Address>

ping6 <IPv6Address>

S8 SRR V(=]

IPv4 Address BtrIPvAititit -

IPv6 Address BrIPveitiiit -

EBEEREELinux ping. ping6in<$ iR,

# IMEHEIRERE Y-S Bl N S EE.

iBMC:/->ping 192.168.44.178

PING 192.168.44.178 (192.168.44.178) 56(84) bytes of data.

64 bytes from 192.168.44.178: icmp_req=1 ttI=64 time=8.19 ms

64 bytes from 192.168.44.178: icmp_req=2 tt|=64 time=0.398 ms

64 bytes from 192.168.44.178: icmp_req=3 tt|=64 time=0.263 ms

64 bytes from 192.168.44.178: icmp_req=4 ttl=64 time=0.285 ms

64 bytes from 192.168.44.178: icmp_req=>5 ttl=64 time=0418 ms
iBMC:/->ping6 fc00::39ad:9345:1a6e:d0e1

PING fc00::39ad:9345:1a6e:d0e1(fc00:39ad:9345:1a6e:d0e1) 56 data bytes
64 bytes from fc00:39ad:9345:1a6e:d0e1: icmp_seq=1 ttI=64 time=0.821 ms
64 bytes from fc00:39ad:9345:1a6e:d0e1: icmp_seq=2 ttI=64 time=0.840 ms
64 bytes from fc00:39ad:9345:1a6e:d0e1: icmp_seq=3 ttI=64 time=0.843 ms
64 bytes from fc00:39ad:9345:1a6e:d0e1: icmp_seq=4 ttI=64 time=0.744 ms
64 bytes from fc00:39ad:9345:1a6e:d0e1: icmp_seq=5 ttI=64 time=0.774 ms

64 bytes from fc00::39ad:9345:1a6e:d0e1: icmp seq=6 ttI=64 time=1.02 ms

6.16.4 free IS (free)

an SIHE

Zan S AT TLinuxspidfreedns S,

W © BISEREABIRAT

393


192.168.44.178
192.168.44.178
192.168.44.178
192.168.44.178
192.168.44.178
192.168.44.178
192.168.44.178
192.168.44.178

BfEELLIRSSES iBMC
B 6 CLI N8

woSER
SELinuxdfreemnSHIERAIZE.

SHhREE
HEfreetn SHIFTESEL.
(EFtER
7
{sEFAsEfH
iBMC:/->free
total used free shared buffers
Mem: 125572 94780 30792 0 14780
Swap: 0 0 0

Total: 125572 94780 30792

6.16.5 netstat ipS ( netstat )

SR

Zan S AFHTLinuxPfnetstatip <.
woER

SELinuxdnetstatap SAIFEREGE.
SELRIA

SZHnetstatdap SHIRTE S48,
(EFt5R

7c
{sE S5

iBMC:/->netstat -t

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 116 192.168.64.110:ssh 192.168.29.200:65069 ESTABLISHED
tcp 0 0 192.168.64.110:ssh 192.168.29.200:65068 ESTABLISHED

6.16.6 df Gp S (df)

an SIHE
AL AT HUTLInuxPRYdfaE<,
SRR

S&LinuxhdfasSRIERTTIE.
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Bf5iaLLARSS=S iBMC

FAFtsrE 6 CLI N3
$
SR
i SHIFTE S,
=
{EFtER
7c
o
{sE RISl
iBMC./->df
Filesystem 1k-blocks  Used Available Use% Mounted on
rootfs 50580 50580 0 100% /
/dev/root 50580 50580 0 100% /
/dev/mtdblock5 15872 1308 14564 8% /data
tmpfs 62784 292 62492 0% /dev/shm
tmpfs 62784 292 62492 0% /dev/shm
tmpfs 49152 160 48992 0% /tmp
tmpfs 4096 12 4084 0% /ipmc/usr
. ° AA ° o
6.16.7 ifconfig ap<F (ifconfig)
ATHhat
A SINEE
Zam S AT TLinuxsaSifconfigin .
O/N
SR
¥ LinuxHifconfigipSHYERZIIE.
S
SEA
2808 "lo” | "ethn” (nAMOZERSIS) 8 "-a" , BAHEEL
=
{EFtER
7c
[T
(BRI
iBMC./->ifconfig eth1
eth1 Link encap:Ethernet Addr
inet6 addr: fe80::218:82ff:fe11:321/64 Scope:Link
UP BROADCAST DEBUG RUNNING MTU:1500 Metric:1
RX packets:28 errors:0 dropped:0 overruns:0 frame:0
TX packets:37 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1832 (1.7 KiB) TX bytes:2558 (2.4 KiB)
Interrupt:28
AN
6.16.8 route AF< ( route)
O ANTHLE
anSIIEe
AL AT HUTLInuxRRJrouteds <,
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FAFiEr 6 CLI N4E
AN
RO N
S&Linuxdrrouters SHIERTIZ,
S
SR
-n . AEERBETNESETER, BEEER IPSimOS.
e . BREZER.
-A inet{6} : BEIEMIIR,
=
(ER{ER
7
=
{sEFESERY
iBMC:/->route --help
Usage: route [option]
Check kernel routing tables
Options:
-n Don't resolve names
-e Display other/more information
-A inet{6} Select address family
AN
6.16.9 top A< (top)
ONTHLL
anSIIEE
Zan<e AT HTLinuxiJtopan<.
AN
anSERN
SELinuxtopan SRIERTIE.
S
SEi5e8
RGFHSEL.
=
(EFEtErR
7c
S
{sEFHSERI
iBMC:/->top
top - 16:26:41 up 3 days, 15:48, 3 users, load average: 0.09, 0.08, 0.08
Tasks: 46 total, 1 running, 45 sleeping, 0 stopped, 0zombie
Cpu(s): 2.2%us, 3.4%sy, 0.0%ni, 94.3%id, 0.0%wa, 0.0%hi, 0.1%si, 0.0%st
Mem: 125572k total, 94920k used, 30652k free, 14780k buffers
Swap: 0Ok total, Ok used, Ok free, 35916k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM  TIME+
COMMAND
1133 root 20 0 2408 968 784 R 3.7 0.8 0:00.09
top
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FFiEm 6 CLI N8

Troot 20 0 1980 652 572 S 0.0 0.5 0:01.95
init

2root 15 -5 0 0O 0S 00 00 0:00.00
kthreadd

3root 15 -5 0 0 0S 00 00 0:00.00
ksoftirqd/0

4root 15 -5 0 0O O0S 00 00 0:00.00
events/0

5root 15 -5 0 0 O0S 00 00 0:03.81
khelper

64root 15 -5 0 0 O0S 00 00 0:00.00
kblockd/0

103root 20 0O 0O O 0S 00 00 0:00.00
pdflush

104root 20 0 0 O 0S 00 00 0:13.65 pdflush

6.16.10 21k CLP {803 (notimeout)

i SIEE

notimeoutip S AT EILCLPEERS, FIRATLAECLPE ST TIKATIEIRIE.
wmSER

notimeout
SEixAB

7c
ERiER

Zan SIS HRISIEE O4E.
=)

# ZIFCLPap 1 THERT,

iBMC:/->notimeout
iBMC;/->
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FBFiEr

7 EFERME

3
ﬁ

7.1 EFRPUTTYERRSSEE ($£O750)
7.2 ERPUTTYERIRS =S (MOB)
7.3 BEEEWebUI Trap

7.4 BcEWebUIl SMTP

7.5 EcE BRARSSTHEE

7.6 EEEiBMC WebUI DNS (Fzh)
7.7 EEESSHAPZESAERIBMC CLI
7.8 ELESSLIEP

7.9 Fe&Syslog A& HHRIDAE

7.10 (FRAVNCERIRSS 2L R
7.11 EANEBEBFRIES

7.12 BEEIPMIE T8

7.1 (6 PuTTY EFRIES2E (BOBN)

M=

WEHSIR

fEAPUTTYT R, FLUBS&HASINERS:, TENBSSIT:

o FERREREERSRE, NEPCHAILIBTEZRSHFEN, ERIRSH
HHATHIIRECE.,

o FTRMMEHIE, ITIEERRS AN, TEIIEERSHIB0, SRRSEH
A THPRENL
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FIFiErs 7 BRI

o CEIHROLSNEZPCSIRS:S.
o EELEEPUTTY, BPUTTYRIMIAI0.68&LALE, #FF0.76 LA,
(L) ¥eg
{RARAAIPUTTY G BT RESEIE RIFER SN, BIUFERRFARARIPUTTYE 4,
i
R T EE:
BREERS SRR ED

IRELER
L1 XWE "PuTTY.exe” .
s8HH "PuTTY Configuration” &,
2 TEAMISHRFI%ERE “"Connection > Serial”
TE3 REGRSH
SEEHIIT

Serial Line to connect to : COMn
Speed (baud) : 115200
Data bits: 8
Stop bits: 1
Parity: None

e  Flow control: None

L1 i58E

nRAAESEONRS, NEHEY.

SR ELMSHIRFIERE “Session”
$I®5 %#F "Connection type” 73 “Serial” , WE7-1F,
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FAFiEE 7 EFHERE
7-1 PuTTY Configuration
B PuTTY Configuration @
Category
-] Session Basic options for your PuTTY session
T I_.oglging Specify the destination you want to connect to
- —— Seral ine Speed
Keyboard
Rell COoM1 115200
Featuras Connectiontype:
-1 Window Baw Jelnet Rlogin SSH @ Senal
Appea!T:lnc:& Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection
Colours "
Default Settings
—|- Connection [i
Data —
i [ S |
Teinet | Delete
Rlogin
+- 55H
senal Cloze window on exd:
Ahways Mewver (@) Onlby on clean ext
About Open || Cancel

6 BE "Open” ,

FHAN "PUTTY” 1Z1TRME, &7 ‘loginas’” , FEHFAFBMARBPE,
SET RRTOBENRFRES.
BR7hE, aoRTIANERESRERRSH[ENZ.

-

7.2 {EH PuTTY E30E55:8 (MOA)

BMEn=

fEAPUTTYIE, SJLUBE BN haiRsS=s, RS ECEECE. HHrRF.

WEHSIR

AR

o CEIMLEZEPCSIRSHRIEEMO.
o DRETIPUTTY, HPUTTYRIIRAN0.68K AL, #EF0.76 %1 L.

L %8R

{RMRARIPUTTY S AT RESEERIFER AL, BN ERRITIRARIPUTTYEE,
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FIFiErs 7 BRI
i
wERUTEE:
o THIERIRSSEEAVIPIEN
o BRFIERIRSENAFBIED
RMELER

S8 IREPCHAYIPHELL, FRIEISaEERRE, (EPCHIBEIIARSZEMEEIE,
HEPCHIAIcmdan$E N, BidPing REHF PGS, MENEERER.

2 W5 "PuTTY.exe”

3 “"PuTTY Configuration” &0, fNE7-2F7x.

7-2 PuTTY Configuration

Category:

% PuTTY Configuration

[=)- Session
. ' Logging
(=) Terminal
Keyboard
i Bell
Features
(=) Window
Appearance
Behaviour
Translation
Selaction
Colours
[=]- Connection
Data
Proxy
Telnet
Rlogin
(=- SSH

Auth

Basic options for your PuTTY session
Specify the destination you want to connect to
Host Name (or IP address) Port

22

Connection type
Raw Telnet Rlogin @ SSH Serial

Load, save or delete a stored session
Saved Sessions

Defaul Settings Load ]

!
| save |

Delete ]

$im3 HEERSH,
SEGRBAIIT:

e Host Name (or IP address) : MINELRIRSSEEMIPHENE, 70

“192.168.3432" ,

e Port: BUAIREAR "22" ,
e Connection type: BRAIERE “SSH” ,
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192.168.34.32

EEMELLARSSES BMC
FIFiErs 7 BRI

e Close window on exit: EAAIEREE “Only on clean exit”
[ 5B

& “Host Name” 5, BHECE "Saved Sessions” FEiZ; “Save” {#1F, NE4HANERE
Wi “Saved Sessions” TMRFRICRAITERIRSES.

#£8]4 BF "Open” .
BN "PUTTY" iZ175RM@E, 1875 “login as” , SEAFWMANBFE.
(L) 3588
o WRBXEFRZBEIFIRSES, WEHE "PUuTTY Security Alert” &0, BF "&" FEE
ke, HAN “PUTTY” BTRE.
o ERIRSZEENT, MRWEBMAER, WREMERZPUTTY,
85 RS BMARFEFER.,
BREHE, BORAIENE R SIERIRSSIENR.

7.3 EcE WebUI Trap

iREnS
WebUIRg “4EPi2HT > £2Z HR" 124t "TrapIhfe” , BILURBBMCEAEE=R
S TrapiRX A REEEZES. BHEELUKTrapE.
(1 588
TrapRRATHAE=SRSB[LOENFZBERNEE, BTFRESASE,. TEEE #HE
TR,
WERERIR
#iE
HTECEZ R, BT BRI PR R
o RFHISNMP Trapthishias,
o HFFRAGEERENETINR ( "BRFIIS" | "FEEFRE" 8 "EH
%” ) o
o  SNMP TraptMY¢fEERBRIFIARE.
o Rl Trap AN ARIXRIEZERARSESHEIL,
RES TR

g BRWebUl, HEERBESNAR FFEN] > APER" 59,

Emmy JEEE UEPSET > HE LR .
SE3 T "TrapiSOBERN" XIGHE, FSTrapIbge.
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FBFiE

7 EFERME

B4 wETrapEt.

1.

2.
3.

4.

£ "TraphAd" &, #EETrap/ 5= HRBHEEEAISNMP TrapthilhRas.
SNMP Traptildgfat “SNMPv1” _ “SNMPv2c” #1 “SNMPv3" =Fthi7As,
ZROABUE:  “SNMPvV1”

L1 588

SNMPVIFISNMPV2chir AR FEEYFIMFELZ SRR, BRERAER. EiNER
SNMPV3iRAHISNMP Trap,

(A]3%%) £ "SEREVIEF" ThRAIERS, &% Trap V3thERRYIBMCREF.
£ "TraptE" &, 1&FETrapEE LIREY, RANTraptER.
- "EESEEAMED | SEH—XINAISNMPTE R OIDIEATrap= 4t
EE’\J’f/ﬁR, 15 "OIDIR=" 1 "SHEE" | RS AEENERE
- "OIDIEZ" : LASNMPI5rfIOIDYEATrap=4HIRA,
- "EER - LTSRS RS E A TrapS 4 RR,
7 "TrapEHFnR" &, E&FETrapERLIRAY, IRBUEERBENEN TR,
H’Jrapiﬂ’frﬁﬂ" BE "RRFESET | TTREASRE M ENRT =fE
AN

SBS RESERERF.
$6 IRETraphRSSaRFEIS.

1.

N o w

EEAREEERE.
EWebUlsh, REFAILIEXONREESEBE.
B "RE"  BREEEERwEXIEIE,

BRRXEEEE.

EANEW Trap AR AEN S ZEEHIRSESHELE,
ARSS BRI STHFIPVARTIPVG,

BWAEKTrap AN AENEEEENIR S,
ZRARNE: 162,

EETrapt& P8 N KRFER 2B D IR,
EEEE HRAIKET.

EERERRTrapti8N P E N KEFRIBR.

BF "F#E .

B "BRMERT" . T TraplIREREIREIF AR
B " .
B "BMERTY . FRNZEBEAA.

G
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FBFiEr

7 EFERME

7.4 ficE§ WebUl SMTP

REn=

WEPEIR

RESE
o2
S
$E3
o2 7
SHS
o2

iIBMC WebUIRY "4EF2H#T > S HR" 12t "SMTPIIEE" |, AILUGIRSS R/ RIS

ERSEMLABRFRRAT, BIISMTPIRS LA EIBRHEE,

4
HHTECEZA, BT ECE IR ATREE:

o SMTPRRSSESAYMBL,
o RIUEAIMHER.
-  RHEARBRPBIIERS
- KRB
- HMAERR
o  WHABMHER.
- IR AbE
- BRARMHEIHEAEE

BERIBMC WebUl, IFRERIBFEZIA "HiFEAN] > AFRER" &5,

R HEPISHT > SELLR
£ "EMHER" XIgHE, FFESMTPIIEE.
BIASMTPRRSS2SATMELLE,
SMTPARSSE8A9IPvARKIPveiELLE,
R E R ERTLSIIRE.
o IZEFHATLS (Transport Layer Security) I0Z{EHi.
o RISFATLSHY, SRFFEASZIEH.
(0 %8R
o FAMBRT, SMTPSHFILSING, NREMER, ENERHTLSINE,

o SRATLSINERY, SMTPIRSH[FEEESNIGIENEESIFTLSIE, ZHERKE Il

RS HERER,

o ERREIBBISMTPIRS LA SR FHMIIAREEAREREEE. BER

INIEIRER ESMTPIRS 2SS ERER.

o ARERR, INELNAIEERIANE. FFERNERZHACESMTPIRSS 25 LT
HFBFEFIZE. ZBFEfEBRATFBMCRAMSMTPIRS S AIXEZEEHMP

RS ERS.
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FIFiErs 7 BRI

L1 i8R
BOAMBRT, SMIPRSHEMEREES, NZeMER, BERETEERES.
S| REHHER.
1. WANEGARPEREDS.
L1 i8R
- REERES BE R N, FREREAFEREED.

- WMREREFEREIRSHIAFESMTPIRSSBRIRIEN T2, BEER "SZRE" &
HfE, £ "REANEE XAMEFEHWMNEEHEN.

2. BINKHAEREIBLL,

3. BINHBEER,
SMTPER4EBIRMHERMITEIORE, TLAEE "ENR" . "BiRFIIS" 7 7
mErinas (ESERMGERAYMIIAE.

$B8 REFERERF!.
SE SRR ZRIEMAbLL,

1. BWARASZE A tblL,
2. MNEKEEHIREAMEE.

$B]10 BE "RE
B "BERTD" . FRSMTPINREREIREIENERL.

BN BE UL, B BRI .
T "BRERT) | FRUHEMFBIERAX, BEERZEEAERETHTIOE.
---455R

7.5 EcEBFRIRSSIIEE
7.5.1 BEEBFRIRS=R

BCELDAPIHRERT, IBMCSzE5Windows ADFLinux OpenLDAPEIXHE; BLE
KerberosIhgeRt, iBMC3iE5Windows ADRIXTHEE,

LtEALAWIndows Server 2012 R2 Enterprise afflisiBA B RIRSS eV EEE ST, W
REFEAEEFERNERRSS, BRRLET,

i E
i o

RS

o MFATHEEERRSH/IRE WRSH) BERIET.

o E3KEXWindows Server 2012 R2 EnterpriseZeas 528, | SOBRG L,
RMELER

B RBRERS.
1. BigARSSERIBMC WebUIZERSS 28 MR EaMRE /956K,
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FBFiE

7 EFERME

2. FHRFRSLFNEMNCEK, BHSERERFREGHETIBMCEISORIERL.

w

BEEIRSSRANRFRA LS 1SR,

4. MERMERFEEREGEEFEETENRS "Windows Server 2012 R2

Datacenter” ,
5 BF 2" .
IRAES | SAERFIES B e OS TR,
$E2  LEDNSHRSS.
1. & "FHR" FREPEERSISEETERS.
FIFF "BRSSESEIERE” .
2. THEANSHIIFIER "KittRSes" .

AME A IRSR "Bt @0, WE7-3F7.

7-3 ARS AR

i FaNan
B SauRs

- -
A "
T M e Vo Nedoes L=y 06
5T W B Vooush Weadows TN Clert Lversy
1438 BB Voot Windows Secumty 550

3. HALAR "EIE RKETER RINAEeMINEE” .

17 "FINfeMINgEES” | MET7-4F.

SR 2017/11/25 18052
[ 7
SRS 201711725 160502
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FBFiEr 7 EFRERME

7-4 RINABIIEERS

i
HQSZEU WINUCUOUIGQVEY

ENFTRECTHeS ASESITE. CRESSECN RER AT ERLAT
FEarat stEsSShN.

YLD
unmsn ok vt
ERZN . WAL TES.
S
* B Window BRSNS TEE
LAGIRINTERE L SEARASN RNOND MICHIE MURTAGME,

L g 2 A

[ BUNRTSRIanS)

4. BF "2,
BN "IAEZEE HIRAE,

5. R "ETAREHETINRNILE" | Hes T8 .
BN IRSEER FRE, WE7-5A7.

7-5 IEFERIRSSRR

(2

: = EEmen
2N SRR RNDTTET SNBSS PR,
b L o wWERNATIARNA
SRSLBR
ERE/G SRR ' [ 10 S S S S U S | S e
e ( [
\-i_ )
[ aw = me BSAER
m

RS O
HRERFTETET Windows Server 2012 ESEUE ERERTRENEIN- 0N A I0ES
B 3FACNERS. RYESSIAIRCISCSOF ARES BRI TR NFAT,

oo Fow>] | =m0 ([TwN ]

6. & "MIRSStPIEERSS | FHE RS PEEAE, B T
—£" .
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FIF1Ere

7 EFRERME

N EEFRSHEAE FE, B4 EFERSHEAGHR.

7-6 IEEFIRSZEEHEE
e — —~

3 32 g
EIFRS A
RHZR SRESRENERSE LN TRETAR,
wanY an
"3‘" [ Active Directory Federation Services -
T 0 scos|
ns | Active Dwecrory REAREN
DNS E# N (] Active Directory SN
nu [[] Active Dwectory JWEN |
S (®

vENEE |

EenaE
WINUOLKUIGQVET

e
MERRONSESMY 1000 ]

WAGENNE, OB Active
Dwectory RN REN NN N
L . DNS RBUNERFER, 0
BAR Actrve Dwectory REN M
. FEHUSKSER ONS Ban
82 Active Directory RRS—K T
",

w®D

7. & "B JIRPAIE "DNSIRSER .
SHHEMERRIAEDO,

8. B "MNMINTORE" .
RE "EERSE AR R,

9. BEH T .
FI7F "iETRE" RiE, WE7-7F7w.
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Bf5iaLLARSS=S iBMC

FIFiErs 7 BRI
7-7 EFEINRE
P FOMSOTESS [=1o N
A JSann
ek - ZRPCHEFSENN LN RE R
< > 50 3 =,
sbo
™ e
PR Web
,,,,,,, noern
[LRP AV 28
ver B8
IO )
 da
RAS SRERHWI T REOMAK
-2 T2 A
10. 4k “.NET Framework 4.5I0788" Feads "~—%£" .
7T "DNSHRSS=8" FE.
. BE " .
FIFHRFHRIAGRE.
12. B "= .
BDNSIRS LARHELR.
13. RERRSRE XA .
RE] "AHRSER SR,
$E3 LRADIRSS.

SELR2, RERIIFIRSS.

1. TESNE6- 7SR E A%
SRR,

“Active DirectorylfffiRS" .

2. BT "FNINThEE” .
RE] "EERS ARG R,
3. BEH "8 .
FIFF "EEIhRET SR,
4. 4% “NET Framework 4.5T088" H&ad “F—%" .

FJFF “Active Directoryimfigss" Fim.
5. BF "2,
FIFHEEIASREL
BE "R .
RRActive DirectorylsifRES LTS,
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Bf5ELLARSS=8 iIBMC
FIF1Ere 7 FERER(E

7. TETHEREE XKE .
RE ARG FE.
$BA FLEADIRS.

1. £ "IREBEEE ENSHRGIERE “"AD DS” .
AMExR "AD DS" B, WE7-8Fr.

7-8 AD DS El%

W SIUDAT Wotient Cone -— Se:  seowme

OO St 4 — Sec  ea

2. BFENHALSEEERTHN "ES." .
17 "ATERSHRAESFRER" B0, WE7-9ATR.

7-9 FTBIRSISIFRER

| S BYUDAOTMBR IR, REE,

3. BF "BUIRSESIEA AEIETIES .
FIFF "Active DirectorylFfRBZEERS" , WE7-10FR.
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Bf5iEWARSS=: iIBMC
FIF1Ere

7 EFRERME

7-10 Active Directory IHiREEBHS

IO MR RIS
resayaTig EARSACFENLD
Heean BECAHRAWD
ma o AW
L L T R e L
29 3 LR 2 ]
WAE R ibac o
[
PE78 ESER

2w [T =04

4. &R I FHE TREE" REISAMERBANADER (Fig0

“example.com” ) , BF “F—" .
FIFF "iEismlssiEm Rm, ME7-11F7x,
(L %88
BEFHXDANG, EERHETASERIRIATEZ KR,
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EEIEUIRSEE BMC
FIFiERS 7 MR

7-11 SEiHRRIGIN

v N HoEnE
téi}fﬂ %IJ %g lim WIN-UDLKUSGQVET
MELR e
II!!!!!IIIII. oRan: | Windows Server 201282 |#]
HmAm woERE | Windows Seever 201282 [+]
nit AT
mEam 7 REERONS BN 80
% LT v RRARGCNG
S as b
WA N 2ES I IRTOIAVER
L o5 LT
WURHRCO sesnrrenes
FETR powAST

[<oo| Fomw> =8 |

5. ERELRFEREADEIEHERERD, B T2 .
6. RIS |HEHRE T2 | EEHINET-12F7R5AHE.

7-12 RS’

3
hE e Y
{ WIN-UDLKU3GQVET
pRER MR AD 05 RS, SERSR SYSVOL HoN
gRMEANR
ONS B BRSERD: CAWindows\NTDS =)
Hean e CAWindowd\NTDS =)
. CAWindown\SYSVOL =
CE T
fARNaN
RETR Active Dvectory B3
(<@ [T—om> o)

7. RRELIREKIREADEIRSHEXER, BE T2 .
ERTLURISROAECE, AMESL.
8. HERZLWHEPHAREL "T—%" .
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FBFiEr

7 EFERME
9. LW "SoRLMHNE" REN, B L.

ADIHRBEETHE, BIFRABEENES.
(X F LDAPIHEE AR ) BCEADENZ.

£ IRSSESEIERS MHALANIES ST "THR" | & SRR
“Active DirectoryFIFFITEHN"

2. f& "Active DirectoryFIFFIITEN" AMISHMAIEE “"Computers”
AMNERENEFIER, WE7-13F7r.

S5
1.

7-13 F2E AD FHIBKR

= Active Directory PRI BN
XU | RWA) | WYV B0

& o 3 H xR TE

1 Active Directory M ERTEY] 28 -]

]
-

Saved Queries & KERBEROSOON

Computer
L - 121

4 3 werberostest] bme.com Computer
Builtin
Computers
4! Doman Controllers
ForeignSecuntyPrincipa

Managed Service Accou

3. EENRIIRTELCBEEEAGE, FEENS, f0 "host” .
L1 88

AR R AREAEIBMC WebUIE B FHZRITIERINENR, BHIFHCR.
iBMC WebUIEtEFHZFEiES WA1Y7.5.3 BiEKerberosHIEEET ST,

$E6  (XIT LDAPIORENAREEER) ECEADESHFAIIIE R,

1. & "IRSHEESR" REALANIEEFRRE "TH" | E NEERPIEE
"TREREE
2. & "AHLERIE EMISHINRIERE AR > ReEl |, GETRE
SRR, QNE7-14F7.
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EEMELLARSSES BMC
FIFiErs 7 BRI

7-14 EEEAMIL 2RI

| seew - o X
| 2 BN BE  ERe)
e 2 X E
5 ETER - eyRR %
A W O <HE IDEOWT NS Ear
v L TN g RSN REN SRS s L
4 . W 71 KT S e e
4 MR L W e W T R DRI W Gy Vots HIFIRT - DWE Y
s RN W W RS P TSRO AEE = L]
WEL ¥ Windows B00R atan .
. FRERe ¥: LAN BRHaSUEaN RNRR
. e 00 BATEES waz
PP ar— R e: BF NNV 0 e« SORBENE-S. FF 120 ue
i FEAG £ BT NTLM $50 IR £ RPORPME A IR 120 (on
S ooenmm. & sann
W A O T PRS2 MM NTIAL M NTIV A8 RN
PG i TR NTUMY BEAOSH) NTLV BSWNE RN
FURE £ I NTIAM: RERRSNNYL NIV RS RNEN
FUERE & S NTUM: SRt NTLV RS SNEY
ARG £: MM NTLAL Satptaty NTIM BRRE SaES
REAE £ M NTIAS S0 NEGH i S
FURE £: I NTIM: ) NTIM SERTANERESH. SaEX
RS S 25 LocalSystem NUAL S UGS RaEN
RS £ 2B TARERT ROSERT NTIV SNEX
FURE T o I BN LU SSUTRTEER. DuEY
SR SHOSPMATEMIN = L]
ARBe T ST-AEITRNTEA UN B NeEE Ban
SRR e AR ea DL B e= L[
D T S 80

3. EAMZSKIREEF, & " "WERe: BiEKerberosAIFRINNERE" 7
REEAGE, EMERRETIEE BY |, FTARMIIE.

4. HBROE "FHERERE" FROLATNEEE:
—  AES128_HMAC_SHAT
—  AES256_HMAC_SHAT

(1) 588
MNTEEHSRER, TFEREHENEERR, TEHERTEMNINEREATLUAER
.

$B7 (ST LDAPIHEENIEmIELTR) FEADIEECERSInIFRIINERE.
1. £ "IRSREMEE" MEaLtANITEESTRE "TH" |, EFEERER
“ADSI #miE2E" .
2. 1t "ADS| fgiBes" EMSAMHIEE “"Computers”
AMERFENBIIER.
3. EPFERENENSHRELEAGE, B EERERERE "BY |, FTAEMNY
=.
. EEMAIERFIEF “msDS-SupportedEncryptiontypes” .
5. Bir " , I "BEEMNRERS HERNEPENRSHSIFHINES
BN NAVEE,
L1 %8B
B P S N e A RS AES128-CTS-HMAC-SHA1-96F]AES256-CTS-HMAC-
SHA1-96, RIER7-1, DRINMEUEASTI16. EARSIHEENNZEEENNSE S

SIS AR B R — 5 RERIE AT, B AN B A EERIESEIR B
/MECE /08, 16E)24,
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Bf5iaLLARSS=S iBMC

FIFiErs 7 BRI
& 7-1 EEXESRENNBEERRXRER
i =R KRAINBAET A SR
8 AES128-CTS-HMAC-SHA1-96
16 AES256-CTS-HMAC-SHA1-96
24 AES128-CTS-HMAC-SHA1-96%0
AES256-CTS-HMAC-SHA1-96

6. EAdE "HEA"
S8 (RITLDAPIHEENARIELSER) SERVERR.

1. FEADERRSHFTFcmd,
2. {FEFktpasstp <S4R,

L1 588

i EFktpassii SRR HZRRT, (EFBAES128-CTS-HMAC-SHA1-965;AES256-CTS-
HMAC-SHA1-96/NZ &%, BFERIIIEE BN SRS imsirERIIIZE£3E8

FF—8, BN:
- BIRSHINZELEEEE N8, Wi{FFAES128-CTS-HMAC-SHA1-96 /N5 E x4
R,
- BRSHINEEXEEEE 168124, VR{FAAES256-CTS-HMAC-SHA1-96/1%E
IEERERER.
{sEFE7~1:

C:\Users\Administrator>ktpass -out c:\kerberos\admin.keytab +rndPass -ptype KRB5_ NT_SRV_HST

-mapuser admin$@it.example.com -princ HTTP/admin.it.example.com@IT.example.com -crypto
AES128-SHA1

Targeting domain controller: WIN-DOVNHFBODLC.it.example.com
Successfully mapped HTTP/admin.it.example.com to ADMINS.
WARNING: Account ADMIN$ is not a user account (uacflags=0x1021).

WARNING: Resetting ADMIN$'s password may cause authentication problems if ADMINS is being
used as a server.

Reset ADMIN$'s password [y/n]? y

Password succesfully set!8

Key created.Output keytab to c\kerberos\admin.keytab:
Keytab version: 0x502

keysize 86 HTTP/admin.it.example.com@IT.example.com ptype 3 (KRB5 NT SRV _HST) vno 3 etype
0x11 (AES128-SHAT1) keylength 16 (0xd517¢317bf1a6f333a45f3282d0b69a9)

] LRCSHRS.

SELHEDNSIRSS, BEERINFARSS.

1. ENE7-7TF=RETA%E “Active DirectoryiFBiRS" .
SR ERRIAE .

2. BT "7NINTHEE” .
RE| "EERSSRAR" R,

3. BE "8,
IR "iEENeE” RE.

4. @i% ".NET Framework 4.5I088" Fead "T—£" .
FIFF "AD CS" HRm,
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FBFiEr

7 EFERME

5 BF 2" .
I "RAERS R,
6. @ik EPWETAE" 1 UEPWETHEWebi " FHpdks "5 .
IR ERAEO.
7. B "RIOTOEE .
R[E SHRAERS R,
8. E&EEBFE T8 .
£ "FRAREINERNS RERE TE .
ERCSIRSTIEHESR.
10. LEETRERT "X .

SE]10 BECSIRS.

1. 1R[] "IRFBEEEER" FRME.
2. FEAENSHMEE "AD CS"
AMIEx= “AD CS" &iE, WE7-15F7x.

7-15AD CS Bt

€ - RERNES - . £
. oo

e wam -
§ enann P P A ——r——— o
& naane " ; - aw ”
¥ A0 e . . .
e T
U
LR

3. BENEALAEEERTH "B " .
17 "FrERSHAESHEEER" B0, WE7-16F7.

7-16 FTARS SIS IFHEER
= B bt L= Lo e

SN WIN UDLLIGOVET 98 Active Owectory..  ICRIISIRSER L 20 Actere Db

i ATRADSESE LY Active Divectory SUEE . SERA R 28 20VIVNZS 1BATN0
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EEMELLARSSES BMC
FIFiErs 7 BRI

4. BgF "BeERRIRSSEE LAYACtive DirectoryiEBIRS" .
¥JFF “AD CSECE" Fm.

5. BEF "2 .
IFF "FeRs” RE, NE7-17F7.

7-17 FBERS
T ADCS ER [=To

e IHamsE
AR S WIN-UDLKUSGQVET.test.com

* E-NOE
o 3
RORF
Raot v SRR
> vl SHETRTUL Webd -
? as a

<r2® T2 " A |

6. @ik “EPMATE" F1 ERPMATIEWebiER" . BE T—H" .
FIFF "RERE FRm.
7. @k "ICA" |, BE T8 .
FIFF "CAZREY" Fm.
8. @ik "tRCA" , BF "N .
FIFF "FARR" 5RMEL
9. @ik "CUEEFRAIFATR" |, BE T2 .
FIFF "CARIMNZE" FRmE, wNE7-18FR.
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EEEILIARSS S BMC
FIFiEE 7 MR

7-18 CA RIINEE

BlLESE
e EENEEA
hERS
LR ARCTREGR: TR
CA My | RSARMcrosoht Softmare Ky Storage Provider [+][2042 |+
19 BRI CA SN T RAFEEYMRR 200
E )
CAER SHATSL l’;
i SMAS2
ik

() = CA Sy | RuRRTAMTA),

NFILETESAe

oo ] | =mo

10. IEEINERHAERD "RSA" | BEKEN "2048" | IGHEEA "SHA1" |, &
& "% .
FIFF "CARIR" 5RimE, WE7-19F 7=,

7-19 CA &R
Blamns
CA 2R WIN-UDLKU3GQVBT test.com
A 157E CA 8%
Mg
N W\ LBECUESSTSERTINCA), RENWANIE CA Runwndss, T9WREY
ARS SAASRDe Y STLITRESNA,
i 2 CA B RESL
oF test- WIN-UDLKUIGQVET-CA
THNETRSD
fim OCatest DCvcom
(R ] P —
al HRERY)

CN =test- WIN-UOLKU 3GQVET -CA OC stent OC 2 com

AX CAZETEZA0

[<it-2® T2 RO

1. =R, IRE "IWCANNREMR" |, BE "% .
177 "B3E" .
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FBFiE

7 EFERME

12. ERRFEERERI, 8L T2 .
FIFF "CALUERE" FiE,

13. IEECASURRFRRRE, BE "2 .
I "#A" FE.

14. BE "EE" .
ETADIEBIRSEEHER,

15. BcEsepkfa, Bd "XiE" .

BEERSHREEEE.
FEERRA(,

AL RESL R B IR S5 28 EIRIFAVER RN, TR = N2 ER R
i, TEHLFFE—KTRREFTRAGE TR,
ERIRSHRER S,
£ "IRSEREIERY NS IERE "AMERSEE .
EEA LA 15" ThFIFRSIERE "Active Directory FIFFIITENL"
FIFHEROBRSSEH, NE7-20F 7,

7-20 fRS=RETERR

= Active Directory B0 [= ol
RGF | WA | BBV 2R00
ahlM o 7 Eodi- B Sk ok
| 1 Active Directory BFKRERY, 8% -] ==
sanas Ramican  Desels
| v 33 bmccom ST es SPHCoERNTY

4. ERPHIRSESENAETR (30 "example.com” ) FTFHEERR, FHERE “F
2 > BN
FIFFEEEED, WE7-21ATR.

7-21 FrEEiR
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FBFiE

7 EFERME

T~ B

-~ T b .com

o] B L S e )

o T

5. & "&FR" XAEFBMANARZIR (HE0 “company” ) , BE HE" .
ERSSEEAVELNAT, TTERIFEIALSR (FIZ0 "company” ) .

6. HAiEBEEIOIERIEBS (FIEN “company” ) FIFFHERIESER, FER > H
LEf , SIEEFAR (FIE0 "department” ) .
TG, IE—KTR T, BRFENFTR.

7. ORIESCRRESK, EEEE12.4~$1812.6, SlESMALE(,

$9813  FEA,

ERILRIESSARE R, EESTR A,

1. OEPHECEANTR (Ba0 “department” ) FIFHRE(ESZER, FHiLFE "hiE
=
FIFFmEAE O, WE7-22F7.

7-22 FEEAE
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FBFiEr

7 EFERME

3

BE(A):
[

1

BE(Windows 2000 LIRERZ)(W):

Dlgd

T (0)
° 2W(G)
REWL)

#38F. bmc.comjcompany/department

asl

o =24E(S)
WRIE(D)

2. £ "BR" MAEFEALDAPEZFR (fEN “"info_groupl” ) , FaikEEMA

SANESE, Bd HE .
(10 3588

"HZ" M "HAF (Windows 2000 LARIARA) * IS

TEIEENEA NI LAERERERAE (a0 “info groupl” ) ,
3. TAIRIESCIREE, EESE13.1~$813.2, fIES/AE,

SE14 FEAF.

SIVERTEA T B THERR. —RIBNT, BE “Users' THEFTEAR.
1. EREEEERPIEA (0 “Users” ) FIFHBERSE, IR "Fi >

F"

2. 1HIFN "#rEfe-ArT B0, BMAFBFEE, WE7-23/7.

L1 i8R

Hep, "HAPERE" NEEERBMC WebUIRSaIERIEE, LNEHIFER.

7-23 FrEEFF
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EIRENE= 1Y (e
FFigmE 7 ERRME

| < E—28) |

3. BE T
WUEISIREED, MET-2457.
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FIFis 7 BRI

7-24 X E50
sEve - B [x]

q_} RT test.com/Users

L BFFreSarmEaEEM)
[(JBEPFREEIESRS
[ ERSATEWN

[ %FERBQ)

<20 [F2e- | [ ws |

4. 1E "ERS W WOAES AICAMEFMAES (B0 "Admin@9000" ) | 3
W TSR, REEE T8

TIRIIBIREN "R NRERIENEZR" .

SHHAFEEFIAREO.
5 BE "me

£ "Users” FIZRHaIEZRIFEIZEARF "HWinfo"
6. BE HAER{E, BJfE "Users” dEii@E SRR,
LE15 BREFRINZEE.

AILABEII X BRI ERRINAR, WAl LUBIXSBAERIERRINEIE, ELSAR
BRAFIB TR,

1. EJ&%%H&%BE%OEP@U@E’\J)EHF (flgn "HWinfo" ) FIFFHER{ERER, FiEE "0
R,

FIFHAEREEN, WE7-25F75.
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7-25 15%1%E

mEE [x]

BRI SRE(S):
AEAREEEa |[ mesmo).. |
WM (F):
ibmc com QMWL)
WA SEFRER(T2E:
I

WR(A)... o

2. & "BIANREBFRREE XAEFHAZINANES (Fan
“info_group1” ) , B "HE" .

RRIFRT.
3. ARIELRARE, B LRERME, TRBE N BRRINEIE,
R
7.5.2 EgE LDAP IfJgg
RMEL=
iBMC WebUIg “LDAP" 2t "LDAPRIF4R" I78E, RELDAPRIFIE, AILIEE(E
FLDAPEFAaiBMC,
L1 i%BB
e LDAP (Lightweight Directory Access Protocol, BREBEFRiHEMNY) , fEI—ME—ALE
HIRRRTTZ, TENR ST IR A EREK,
o XTii4IE. BFE. RETHEFEALDAPEFEREZLHCIEIES WX T inHss
AOERSZY. IBMCRF(URIHLDAPRFATENIIRE.
o /SFILDAPIORE, fEFILDAPIKFERIBMCHT, ZKFHEXMREREE (BIDRE. BBEN
B, BIEsAFERER. NEHR. ZRHEER. BRAMME) HANERSIHEE.,
WEFERIR

&im

o TIAAILDAPIRSSERER., BFELDAPIRSSERIbILE, . EHE. BFPMNANH
kLI LDAPRF TR B EERIETR,

e IBMCHREIFEFRIZI,
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FBFiE

7 EFERME

BMEL TR

ST BRWebUl, HEEDBSNATR FEN] > BRER &,
£ ESLDAPIRSSEE,

1.

2.
3.

4.

YHE "FF&Ze > LDAP”

g "LDAPERE 1Y . HREAT R , %< LDAPIHEEE 2 =M.
FECELDAPIRSSEESEL.
W ERISEEIE:
-  HA\LDAPARSSEERYIPHENE, 40 “192.168.66.66" |
-  HALDAPIRSZSRIHROE,
—  IALDAPIRSZEERUIEZ, W "example.com” , HZFILDAPIRSZEE AU
BIREF—HL
- EAYEIERBMCHEFZE,
HUSHIEIRBELRSEHTIRE. BXSHHEES%: "LDAP" &5,
BF "RE .

83 (FEk) SALDAP CAIES

EFBTIERRIEINAE, TESALDAP CAIEH, BREFBETMCAIERIAFIFREL
UER,

1.

2.

3.

EEEiBMC WebUI DNSHbtiFL DAPIRSSSEME, FMiR/ESSN “"LDAP" =

o

BE "EEER" BR "N | ISERE LERRIES, BB
Frcer. .pem. .certfl.crtigzl,, AAFIT1MB,

BF "HE , HERINE, ERRESEERLDAP CAIERE HE,

L1 i58H
ISEHEHILS, BT ERENK.

$i24 BLELDAPHER

1.

2.
3.

£ "LDAPEPE" XigismdE "HFINA" = "miE" | HAN HRINAE" 5 "EX

H" JRIEXIEHIE,

BANIBMCRIFFZRS. ZMLDAPEERTR RN\ SRIERIIAF .

FLELDAPESEY,

- ALDAPAFFERGERIEFR, 1 "info_groupl” (RP7.5.1 BEEBZR
SSEEFOIEEAILDAPA)

- I \LDAP/EN FBRRFESIIEE,
FILDAPRRSS 28 TP RYBRRERV SR BAIZ(RIF—EL, @1 "company/
department” (B07.5.1 BEEBRIESRTTRNEG NEHARREN) , &K
KEH255,

-  EERCRERNERAN,

- EEEREO.

- EELDAPERIR,

BFE "RE .
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EEMELLARSSES BMC
FIFiErs 7 BRI

S5 FREKSERIBMC
1. ABELDAPIRSSSEAEMRIKS RS, B0 “info/Admin@9000”
2. TEEHATHAIZR, HEEIINLDAPIRSSSANEE, 40 “"example.com”
3. B EBER.

R
7.5.3 figE Kerberos Ijjfig

S D=y
iBMC WebUIgy “Kerberos” it "KerberosFHF4R" IhgE, iREKerberosFFG,
DAETiE(ERIKerberos AR aliBMC,
(L] %8B
o KerberosE—FRLIAIEINY, BIZERRFNE FHE RS EEN iR FRAtEXATAIEIR
%,
o IBMCZRS{RtKerberosFEFEENTIRE,
o [SFKerberosIhig, FHKerberostfiPZRiBMCHY, ZkFHEXIIZZSERE (FEeeE. =
BEYE. BRREERIR. NERER. ZEBYER. EREMBE) BAERS R
[iR=N
WERERIR
iRz
o TJHAKerberosfRBZE/ER, BiEKerberosiizSagitiit, {MiELAK KerberosFIF
FriEfAaarIETR,
e 7EWindows ADeR, AiBMCARESEFRIS., EZRRANFMEERTS AN
17.5.1 BeE B RIRS[1LTES.
e IBMCHEIBFRIZ,
HMES R
S BRSBMCENZFIEZ.

L] i8R
A ERIEN B FIHZ LR SADEIRSS FENBFEEER. ADERSZPEEENELE
IBENA7.5.1 BEEERIRSHRISRS.

1. ZERiBMC WebUl, FRERIFESNIASHE FHFENT > AFPER" BN,
2. FEEBMCEAZFDNS, HHEEIFSNA7.6 ECEiBMC WebUI DNS (F
&) .
3. EEERX5SKerberosfRZEEAX—&,
a. &R "IBMCEIE > BIX&NTP” ,
b. 7 "BX" f1 "BIX" TRIFRS, EEZRENSHL
c B HRE .
4. FHENTP,
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EEMELLARSSES BMC
FIFiErs 7 BRI

L[ i%eB

P BRE N T HRIBMCEY[El S KerberosiRSS 28HIRT A —3L.
a. TEiBMC WebUI, &% "IBMCEIE > RfX&NTP” ,
b. £ "NTPIHgE" X, &ZE "HEF" .
¢ BFRE.

£ ELEIBMC KerberosfREimEE.
1. 7EIBMCWebUl, %% "BPFP&Z&% > Kerberos” .

2. EAiR “Kerberosf#Egg” f5HY , IR A , Z=KerberosITEEE &R
==

3. FEEKerberosfREZSESE.

WIRBCERSEESE:

- fAKerberosfg$S28A94s, 401 “example.com” , {EiF0KerberosfRS28
RIS R 2L

—-  HINKerberosfRSZE889IPvALtElE, %N “192.168.66.66" |

- HAKerberosfg55=8im1S,

— B AKerberos®$AZE, IFHEREEESNAN "BFR&%E > Kerberos” s
BB AKerberosiAiEHEC B RS 2ZEFEIE.

- BAYEERBMCHIAEFZER,
HEe s RErs o/ TiRE. BXsiunigiEs®: "Brakse >
Kerberos” ET5HJ5.5.3 Kerberos,

4. Bi RE .
$83 FEKerberosEBFARER

1. 7EIBMC WebUI, &% "HAFR&%%E > Kerberos” .
2. 1£ "KerberosFIFH" XiZEE "fmiE" HAN "EXHBF" wEXIENE, SERE
"IN HAN RINE" JRIEXIETE.
3. fgEKerberostB24Y,
- HiNKerberosEBFFTEABANEFR, @1 “info_group1” (BN7.5.1 Bt&EH
FRARSS2EFEIEERIKerberostl)
- HiAKerberosARFFFES 4K,
FKerberosfRS388 FRIFPHVERRERIELR BN RZIFEF—, 0 "company/
department” (BD7.5.1 BEEERESH{TC RIS NEHERARM) |, &K
KE255,
-  Be&SID,
- EEKerberosHISER,
-  EEEIRERIERIN,
- EEEREO.
BXSEIRAESE "AFP&%%E > Kerberos” ETRIFES-47,
4. BMASEERIFEPERS.
5. BE "REFE .

SR IFEINRREERRER, ChromeAFEHTEE.

W © BIEEREABIRAT 427


192.168.66.66

EEMELLARSSES BMC
FIFiErs 7 BRI

{EFirefoxfPE AR RER

LATRLAFirefox 17.079611Ti508, HENRSERATEEGRRNEE,

1. 7EXESEtbh=rhi N\ “about:config” , FTFRNILSSERCER,

2. WRER "XEATJRESAERR! " RER, BRE "BRELE/IMY .
3. TENISESIERIEFHAN “network.negotiate”

4. Wi "network.negotiate-auth.trusted-uris”
5

6

EEHAY NERENIBMC DNSAJIEA,
B "HEE .
$B5 (FHHKerberosiEftk BT SSOEFRIBMC

H—: BidKerberostaiik &R

1. A B1EKerberosfRSSeE4EHIKS RS, 5 "HWinfo/Admin@9000” ,

2. THEE TSR, EEXINKerberosfRS5esAYEE, 5l "example.com(KRB)" .
3. BEH "ER,

AR BEISSO—EER

1. g?%ﬁﬁﬁ%@ﬂ%ﬁ’ﬁiﬂﬁ%ﬂlﬂiﬁ)\iBMCE’\JFQDNiﬂJth, a0 “https://ENB 1%
2. BF "BRER .

R

7.6 fic& iBMC WebUI DNS (3Fxj1)

BMEmS
iBMC WebUI "iBMCETE > RUEEE" 24t "EEDNS” I8, iREDNSE, FIF
AL B E I AIEBMC,
[0 568

o imAMEHE = FHNFZ + B, W0 FHRA "mytest” , HBZA “example.com” , B4l
FHHEA “mytest.example.com ”

e DNS (Domain Name System, 1&E%) , ERM_E(EEZFIPHIHEEREGIRI— N
MRBIRE, SR EAERRIEERM, MARRICEREBRY S E RSP
£,

A= E]
g
FTEEZRI, BT R B IR ATREuE:
e BMCEHAE,
o TJHAIDNSIRSERER.

—  DNSHRSSEEHiE
- DNSHR$ZEEEZ
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FF#E 7 HEFEME
BMEL TR

$B;1 ERIBMC WebUl, FRERIBZIAHE "#iFAN] > BFER" &1,

$H2 % "IBMCEIR >MEERE" .

83 £ "REBMCENE" XEE, REBMCENE, W "mytest”

$R4 BE RE .

S$|S £ "DNS" XuEfE, BE "FkE" .

Sk6

EEFIMREDNSERE, AFALAFAECEDNSIRS[AIEE. EitDNSHRS =51
HEFOZE FBDN SRS aatibit,

BCEDNSHEL,
1. HADNSHE, 80 “example.com” ,

2. ADNSEIZRSSES, a0 "192.168.66.66 " ,
3. HADNSERIRS=S.
4. BE "RE" .

FEEZBMCHIAIBPCH, ECEAHBDNSHENE/9DNSERSSseititE,
TERIEAHEDNSHEUEFNIBMC DNSHiiE—31, BNAMEPCRABEMLLARIBMC,
{FEREHZZERIBMC WebUI,
(1 #5488

A = ENE + B W0 FHNBA "mytest” |, 1HBZA “example.com” , PAEBS

A "mytest.example.com ”
EXEEES NI AMELE, 20 “mytest.example.com” , BIANAARIBMC WebUI,
R

7.7 BicE SSH R E$AE=R iBMC CLI

M=

WEHSIR

FF@IgSSHARERIBMCRES, BRFMAIES:

o WMAEBAL: FESRERWHEANED, MERENME, MEFEEDEME
AR

o (FABIHIAL: REFEEHTIRRE, REERBEEIAEEMATE, BHT
FERRINIFRYE, SEEF BT EENNZRNE iR, A8eERASSHEE
FRIBMC, 1IBET%eMH.

WEDIESAFHITSSHEIRERE, SLIISSHERAELNERIBMC,

AR

o EFEAEERIRSEFBMCRIZ iR
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Bf5iaLLARSS=S iBMC

FBFiEr

7 EFERME

BMELER

o IBMC EERNniEOEESSSHAYRR

't

o ARAISSHATEZEAY:  RSA=KDSA
e IBMCETEN[IPHELE
e SSHiRSZ KOS

R

o TRTH, a0 "putty.exe” .
o FMPARNTER, a0 “"puttygen.exe” .

ERTEARZTEH, BETEERMNERTEL,

o ARKSSHESA

EEFium (H190PC) FIF=ZSRERRTE (a0 "puttygen.exe” ) , WE
7-26f7~.

a.

7-26 BHRERAE
FE? PUTTY Key Generator a——— . (15

File Key Conversions Help

Key
No key.

Actions

Generate 3 public/private key pair
Load an existing private key fie
Save the generated key

Parameters

Type of key to generate:
SSH-1(RSA) ) SSH-2 RSA

Number of bits in 3 generated key:

9 SSH-2 DSA
2048

£ "Parameters” [XigrhifiEassHssty, filun "SSH-2 DSA”
RETARE,

W © BIEEREABIRAT
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EEMELLARSSES BMC
FIFiErs 7 BRI

d. B3 "Generate” &RERA.
e. EAE "Save public key” #0 “Save private key” 1G4ERRFIAEE. FASRIREZ!

=g,
o FBRASABMC
a. EFRiBMC WebUl, FHESRBESNANE "HiFEAN] > ARER" &1,
b. 7EE "APZE > AAF" .

c. EBREFEASSHABERIBFEAN ™~ .
d. BT "SSHAR" AR "EEF" .

SHEN "RNAEE B0, WE7-27F7.

7-27 NPEEE

29RL(E
ZHERFC 4716/0penSSHISIUANANE, AESTIHRSARDSA, SNE\ESTARIAT, FRiemn
048(0704006(2, SL\BROIDSAT]. TIHERT20480
34 H=
RO
BRA

e. EEREQIFENTI.
AL ATHRYESERRBIIREE "AIEXME" B "RIBXA" .
(1 588
DENMHEIER “pub” |, BRATEBIZ2KB,
f.  BE "IN EERERAIAA.
9. BWAIRIERAPEDE.
h. BE "RE" .
1 1588

BEHENEH, BlaEFELEXK.
o FEEBSSHEiH
a. AEPRTFERTE (flg0 "putty.exe” ) ,
b. SN&ERATFAA.
FASAS NS EIET7-28F7.
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Bf5iEWARSS=: iIBMC
FIF1Ere

7 EFRERME

C.

7-28 S A\FAE

Category:

E} \Mndow

m

Options controling SSH authentication |

|| Bypass authentication entirely (SSH-2 only)

(V| Display pre-authentication banner (SSH-2 only)
Authentication methods

(V| Attempt authentication using Pageant

[] Attempt TIS or CryptoCard auth {(SSH-1)

(V] Attempt “keyboardinteractive” auth (SSH-2)
Authentication parameters

[ ] Alow agent forwarding

/| Allow attempted changes of usemame in SSH-2
Private key file for authentication:

BCESSHEFIRERER.
EREEEERENET-290TR, FEHANBMCHIE, SSHIRSROS,

SRR © BISERRABIRAR
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Bf5iaLLARSS=S iBMC

FIFis 7 BRI

7-29 FLBEERER
r@.Puﬂ'Y Configuration

Category:
¢ Logging
(= Teminal
' Keyboard

>

Basic options for your PuTTY session
Specify the destination you want to connect to

Host Name (or IP address) Port

Bell 22
Features Connection type
(= Window Raw Telnet Rlogin @ SSH
Appearance
Behaviour
Translation
Selection
Colours
(=) Connection
Data
Proxy
Telnet
Rlogin
=l SSH
P b Kex
& Auth
GSSAPI ~

| Aot | [
e ERiBMC CLI

a. Eg& "Open” .
b. IHERERMANSSHREFA.
HNIBMC CLI,

7.8 ficE® SSLiEH
REHS

Serial

Load, save or delete a stored session
Saved Sessions

Defaul Settings Load

Save

glinlete,

Close window on exit

Aways Never @ Only on clean exit

Open || Cancel

SSLIERBI R FimXl SestIWebiRSS 28 Z B2 —RSSL&ei@mE (haamls
HTTPS) , SEIEIREREEFintIIRSS SR RRIINE G, AR LEEEEE AT
BE. SSURIETWS1EREREI%EM, MBERAFABERSSRIERIGIEEAT5ERY
MubESREELASE, FRsIFSSUERERINGE, NiEexett, BiNERKECH
UEPFIAFATERS, FRESEFNES, MBERIEBAIERIE.

IR IEOAERRISSLIER MBI, MELEBRBATHBIBENER, FRE
IS ERREMEIEBRI S ESAFERE CSERINES. IERSHEEEESE
INREETEZZENAMRE, ARIEN SRR LUERAZ EREZDRIBMC, iE
PREVPNZ2RE: BERAKRE, FRESRIEPEEEE, —B—alEmE
UEPHRIEE, FrEERMEIEBRMSE SRR,
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Bf5iaLLARSS=S iBMC

FBFiEr

7 EFERME

WEHSIR

BMELER

(RARTL):
o LIMEINHNBTHRENRNRERNETFANEEINGEEE, EARIREILRH
TeHEESHRIE.

o SITHEHREEBERLSEBERMSMIRERRNRL S, BHEFETERE
BEE,

o HHMEIBENPEAT ST BRI E, BHEIN10E, 15ERME RIEE2041
&,

o METHILE, EERBEBOLESHH,

o EHBNEPBIBEPK RACIIFIGE. KSR B RIBNESRIER (5
IRER S FREENETS)

BT IESAFHITSSLIERER,

AR

EFEREREIIRS AR BMCRYZ i,

ERIBMC WebUl, HEBERIBFZNAYE "FHiFEAN] > BRER" &7,
SRR TAEIRR(E:

o HEFIKEFELEXNIEBMATHEIMARISSUIERRT, EHIT.-SASSLES.
. éggﬁ%ﬁﬁﬁﬁ)ﬂiﬂiﬁﬁﬁgssmﬁw, BEHIT.SASSLES . ilEssRm
o YAFPEERENIBEEHERERFERMATWIMASSUER, BHT.
ERIESSLER . .SASSLER . .iliEsSiFmBES.
LRAPEEEE IR EEFERIERAR TEFEMSSUIERA, EHT.BENX
EBER . HESSUER. .SASSUER . .[MlEzsRiMRiES.
o BEEVIHER
a. #EIBMCWebUl, i%&ZE "IRSEIE > WebfRSS > SSUER" .
b. BFE "BENX FIHEENERNRME.
c. TE "S$B—: E£RCSRM KIFETR, MAEENERERER,
BEXEEEIE: BR. &5, M. A8, SpIMNERS.
d. Bd "&R .
e. IRAERHAHEEANENMERSHCSRIAZEIE i,
o ERESSUEH
SSLIFBANEITHN R/ =UERE:
- AEXESERBAATEERIESSLEZIESR. (EFEAR)
- (EREBERTE (fldlopenssl) FaIAEMSSLEZIFBFIRIES.
IERAR T EREFERSAERFBITAEBRIN T,
o S ASSUIH
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FBFiE

7 EFERME

IS NIEBSHAHER .ot . cer. pem. phdlpl2, Hep, .t cer
8. pemIETASIERIHAERTIMB | pfxak .p1 8zCHGERIHAERT
100KB,

£ "SSLIER" REeaEx "BEX .

a.  ((EFIEPIURNIMEIBRISSUIERRY) £ "SR BENIER" XIEHE
th, BE NI, e RiESSUEBIRERISSLEZIUER, HRE
"RE .

BNE, SRE EREART, EBMCEER" E..
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d. £ "ZEERIERTATIE" REGEEDESSUEBIWIEESESIZR
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BMEln=

WEHHIR

BMELER

iIBMC WebUIRg "4EF2HT > S HIR" 12{#HSyslog & LikEcERO, AILARE
IBMCRGERISB=73RSS 28 LAsyslogiR MG lRIEAEER.

ARSI
BRI EERIIRSS28BMCHYsysloghR 4528,
iz
HTERE R, BAFE B ISP ArEEIE:
o syslogiE
- BT REEFRBENENIRR ( "BiRFENS" . TREACRE 5 E
ma" ) .
- (CENITEERTAONYEERY (83E "TLS” . “TCP” = "UDP" ) ,
- syslogtAIEAR, (B4F "BREIAIE" 1 "SERAIE" ) .
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o  syslogBRSSEEFIHRIAET
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o NENAILLRY, FEANEREEsysloghRS=RIEBIRSRRIED. syslogZ=Fimilk
BIIEFIHIRIETR.

BFRERI S EMNEERN T3 "openss!” AJISAR3E,

FGIER LERIBMC

IBEAMMHER TR (CFSFTPIY, FIIWInSCP) BETFBIER_ LERIIBMCU4 R
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XERAIERS, FRERGIRSS 2IERME P iRtRER_EEZIIBMC,
L1 588

BEHEHILS, SUIREF TSN,

SH3 ERBMC WebUl, FHRERIFSIAE "HiFAN] > AFER" &,
$B4 BSsyslogEtE

1.
2.
3.

fEIBMC WebUI, B8 "#EmiZit > EZHR .

£ “SyslogiR>O@N" XIFiEF, FEsyslogiRsZ EiRIEE.
RERAEEEES "SERE" . "SyslogHERR" . "SyslogEHARR" .
e . NERR .

FHERIESERS-27,
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- 3 AT A "BREIALE B, SR EARIBRSHRIRIER LEF
iBMC,
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1.
2.

3.

HeiEsyslogiR SR,
Bt RE | BNSEEENRERIHIE.

g fEERSEE,
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RealVNC,
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2. 7EiIBMC WebUlI, &% "IRSBETE > VNC' ,
3. FBVNCERSE, HgEROE. VNCIREZEIALFZIRES. BAROEA
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EEs FEVNCEYR
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3 (%)  LinuxZ2PimfEATigerVNCERIRS ST =R
1. EEFmNTIgerVNCLEBRT, 1THaSiTEHE, FiTvncviewer

ipaddress:portip <,
Hrh, ipaddressFIRSE8iBMCEIERM IPvAERIPVOitiE, portZRVNCIRS i
D%O
FIHTigerVNCRYEREO, WE7-30f 7.

7-30 TigerVNC EFREO

—
VNC authentication [VncA..., - o x
Username: I
Passuard: |I
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1. EEPIENEFERealVNCEFSE S,
¥JFFRealVNCEREO, WE7-32,

7-32 RealVNC ZES&E0O

VNC Server: >
Encryption: |Let YNC Server choose NG
| -About... Options... Connect

2. g "Options” , FIFFSIRERME, WE7-33,
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Display

[ scale to window size

[] Full screen mode

(¥| Enable toolbar
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Best compression J Best quality
Connection
[ View-only

(V] Pass special keys directly to VNC Server

Menu key: |r;s v

[V]Use these settings for all new connections

W= | B |

3. REBLGFEBRER TS, BE BT .
R[EIE7-30FRAYEREN.
4. £ "VNC Server” GBI AHEFHANEERAIIRSS2FIBMCEIER O IPHbiL,
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Username:

Password: |
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BRIRS LAY RE, NE7-35.
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CilActalis Authentic... Actalis Authenticati.. 2030/9/.. Actalis Authen...
CalActalis Authentic.. Actalis Authenticati.. 2030/9/.. <%»>
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ipmitool.exe -I lanplus -H ibmcipaddr-U username-P passwordraw 0x30 0x93 Oxdb 0x07 0x0 Ox4a 0x01
0x01 0x01

L1 e
e ibmcipaddr: FRiIBMCEIER IPHbL,

e username: FIREFRBMCRIENSERAFS.
e password: FERIBMCERRRIEERZL,

B2 M[ETRETHRINGS.
LUPMItoolfll, #ef=($FE1.8.18-6 R LA HRA, AHTUI &<

ipmitool.exe -I lanplus -H ibmcipaddr-U username-P passwordraw 0x30 0x93 Oxdb 0x07 0x0 0x3f 0x0 0x0
0x01 netfncmdchandata

(MERT L

e ibmcipaddr: FRIBMCETERERIPHbL,

e usermname: FRIERIBMCERrENEEREFE.
e password: FERIBMCERRRIEERZ,
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8.2 MERNEEMET EERWebUI
8.3 INEFERR LMY EE

84 INGFEAREHZEE

8.5 IPMI RMCPIE{EM

8.6 AR AR AEdge BT BB ESENEN

8.1 fRB382&E Windows [FHIKRALG &

[RERS
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1. JBRSSELEWiIndows R, | IRSHBINBMCERNATHBEFIEE, (B
2. REEFRRIRIAIRANE, Windows{Ui & 1E5<3%a.

3. IR EER, RIFER
FiReE, SNES-1F.
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v & WIN-VKODGESSFGD

& Computer

s Disk drives

B Display adapters

s DVD/CD-ROM drives

B Firmware

i Human Interface Devices

*= |DE ATA/ATAPI| controllers

= Keyboards

“ Mice and other pointing devices

[ Monitors

&7 Network adapters

B4 PCl Data Acquisition and Signal Processing Controller

= Print queues

[ Processors

B Security devices

S Storage controllers

i System devices

§ Universal Serial Bus controllers

BRPE—
£ ESEBMARAFEREEWIndowsIIEfZAIBMA,
L1 5B
REFIKAIEIBMA—RER=E.
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LAIPMitool s, EIHUTII T

ipmitool -I lanplus -H ibmcipaddr-U username-P passwordraw 0x30 0x93 Oxdb 0x07 0x00 0x35 0x53 0x00
0x01 0x00 0x00 0x00 Oxff Oxff 0x79 0x01 0x00 0x01 0x00 0x79 0x01 0x00

(1 5288

e ibmcipaddr: FKRIBMCETER]IPHbiL,

e usemame: FRERIBMCArENEEREFE.

e password: FREFRIBMCEIENEERZ,
$E, FFEFIBMC WebUI,

o MNERALUFFEERIBMC WebUl, HEATEFEAVNETANLER, 5%
5.5.4 WERIAIE, HEERIGERRIBMCIIZFimNEasis, EHRiE.
o HNBMBAFEEERIBMC WebUI, iBEEEITASTISAME,

TR

BRHEZ
s FAPETAERMIREIMIBIE (IR0MIB Browser) &k,
iy EERFimit, (FZa5BMCIERERE.
s [FRAMIBIEEERIBMC,
w4 18 “twoFactorAuthenticationEnable” (OIDJ91.3.6.1.4.1.2011.2.235.1.1.41.1) T5s3
8E A “disable(1)" .
$s FIERIBMC WebUI,

o MNRALUEFEERIBMC WebUl, SENARTEERANERANEER, 55%
5.5.4 WEZFIME, HEERIIEBEIBMCRIZERimNEesF, EHKIE.
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8.3 MRFEARLZEMNETE
8.3.1 IR

[IREA R
IBMC_HB RN &2 IBMCHEAZL2MY:  SNMPVIA2, RMCP,
VNC
8.3.2 lBRAEE

8.3.2.1 §1%F SNMP §1 VNC RZ211H¥
S BRWebUl, HAESFESIARY "FFEN] > BRER" &5,
£ SRR IRSETE > SNMP” & "IRBEIE > VNC'
B3 FEUNNRENY, BE RE . UTEFR
1) i588
DEARZ YT ESEXIEIRR.
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EEEE VHC

wHCThE

R

8.3.2.2 1%} RMCP AL 21X
S BRCL, FEMERBSIAHY "CLNE > BRCU”

P2 HfTipmcset -t service —d state —v rmcp disabled@<,
iBMC:/->ipmcset -t service -d state -v rmcp disabled
Set rmcp service state(disabled) successfully.
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DG AIEERE
BMC LIRAREEASTE IBMCHEAZENEE, WREIEMEOTEE

SSHANZRE X, SSHESAASIRE X, SSHIEEIA
IFEER. SSHAAE L. SSLNZEE L. SNMP
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8.4.2.2.2 i&iT Redfish EO(EMEE

B ERRedfishiz.
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2 WIRipmitoolTTiEFHERE1.8.18-6 LA LMA, 5EBARAEEIER, EARFEEM
24, WaJLiERRedfishizM.

URL: “https://device ip/redfish/v1/Managers/manager id/SecurityService” ,
W3 TEPATCHR(EEELT, EAiIBMCRIRMCPARZEMEEM.
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[EFRIBMCHIRMCPAZ £ ZEMHFAE—ENR NG, HEHEA.
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FAF#EE 9 PR
ax | SR SHFIR 1568 AT
BB
SNEH
EthGroup IpAddr Pyttt &, B8
HEREX
iR
L,
EthGroup SubnetMask |PvAFRIHERS &, BB
FERENX
fHepiR
/1
EthGroup DefaultGateway IPVAZRIARYSK &, B8
HEREX
ek
L,
EthGroup IpvéMode IPveIBRERR, | 2
EthGroup Ipv6Addr |Pv6ithit &, W&
FEREX
fHepiR
L,
EthGroup Ipv6Prefix IPveiH RIS E &, BB
HEREX
fHepiR
/1
EthGroup lpv6DefaultGatew | IPveiBIEEGARE | &, BUE
ay FEREX
fHepiR
/1N
DNSSetting IPVer DNSEBEIPTIMMARA | 2
DNSSetting Mode DNSHFRENES, | 2
DNSSetting PrimaryDomain DNSEi%IRSSEE 2
DNSSetting BackupDomain DNSZEFIRSSEET 2
DNSSetting TertiaryDomain DNSZFIRSSEE2 2
DNSSetting DomainName DNSiz#2 =
EthGroup VlanState VLAN({EgE 2
EthGroup VlanID VLAN ID =
NTP EnableStatus NTP{sERE =
NTP Mode NTPHEL, =
NTP PreferredServer NTPEIZIRSS =L | 2
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FBFisr 9 B
»E | SR SHFIR %A mEXF
BB
SNEHR
NTP AlternativeServer NTPE RS EstE | 2
NTP AuthEnableStatus | NTPIRSSEEBHIAIE | B
{sERE
NTP MinPollinterval NTPRIEEHG/IVE |
NTP MaxPollinterval NTPEREESEAE | 2
VNC EnableState VNC{sE8E 2
VNC Password VNCZEg &, Bk
588 EISYE
iBMC V3.01.1201% | X4
UERARSESY | (B, &~
SAKERER, R | feEiEYE
EEMIRSEE LS W
TEREXH, TEE °
BREHLCE.
VNC Timeout VNCEZREEZEHA =
VNC SSLEnableState SSLNZMEREIRES =
VNC Port VNCIRSS mOS =
VNC KeyboardLayout BEME 2
VNC PermitRulelds B P
SSDPConfig Mode SSDPi=fTHIIEL =
SSDPConfig Uselnterface ERRRYM P
SSDPConfig Interval AliveiHERIZRIE | 2
[E)iElRE
SSDPConfig Port SSDPAIRSS It | B2
Os
SSDPConfig NotifyTTL R BssdpBkE 2
BMC TimeZoneStr AT X 2
fRSS | SSH State SSHIEEEIRE =
B ssh Port SSHiM =
Snmp State SNMP AgentfssaeiX | 2
Snmp PortlD SNMP Agenti[] 2
Snmp V3State SNMPHRSSV3(EREIR | 2
=
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FAFtsra 9 PR
7% | SHIR SHFIR 588 BT
BeE 14
SANEH
Snmp IsUpdateEnginelD | IRE&5|ZIDIIMAC | 2
E5MRMOMACH
—Hy, BREEHSI
2D
Kvm State KVMfEEEIRES P
Kvm Port KVMima 2
Vmm State VMM(EBEIRZS =
Vmm Port VMMixH 2
Video State VideofSFREIRZES =
Video Port Videoiw[ 2
WEBHTTP State HTTP{EHEREIAZS 2
WEBHTTP Port HTTPiwO 2
WEBHTTPS State HTTPS{HEEEIRZS 2
WEBHTTPS Port HTTPSi®MA 2
RmcpConfig LanState IPMI LAN (RMCP) | 2
{FRRIRES
RmcpConfig Port1 IPMI LAN (RMCP) | 2
i1
RmcpConfig Port2 IPMI LAN (RMCP) | 2
iim2
RmcpConfig LanPlusState IPMI LAN (RMCP 2
+) FREIAE
RmcpConfig ServiceFlag RERMCPIRSFRE | 2
Z&% | Snmp V1State H3ESNMPV1 2
=T
Snmp V2CState F3ESNMPv2c 2
Snmp V/3Status F3ESNMPy3 2
Snmp LongPasswordEna | #BKO<{#AE =
ble
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FBFisr 9 MR
% | SR SHFIR 15688 AT
BEEXH
BNER
Snmp ROCommunity FUSEFNAR &, s
i385 (SETEE
iBMC V3.01.1201% | EX{H&H
U ERARTHSH | [, &~
SAWESI, R | fEEE4E
HEHMBIRSEE LA W
TEEXH, TEE °
BREHEE.
Snmp RWCommunity EERAE &, B
i385 (SETEE
iBMC V3.01.1201% | EX{H&F
U ERARSTHSH | [, &~
SAMEEI, R | gEEEYE
EHfERSESE LA %
TEEXH, FEE °
BREHEE.
Snmp RWCommunityStat | IEERARRFRSIRES |
e
Snmp SNMPV1V2CPermi | SNMPESRNI 2
tRulelds
Snmp AuthProtocol SNMPV3EREX B
i5AB
iBMC V3.01.12.01%
VAERRAR, 7588
SHILEL BTN,
Snmp PrivProtocol SNMPVIIZE . | &
i5AB
iBMC V3.01.12.01 5%
VAERRAR, 73588
NS ItBCEIN,
Snmp sysContact BRRA =
Snmp sysLocation B 2
SecurityEnhance | TLSVersion TLShRAS =
SecurityEnhance | EnableUserMgnt | W3 IIFBFETE(FERE | 2
SecurityEnhance | DoubleCertificatio | IREIRINIEfEEEIK |
nEnable =
1: FH3 0: X7
SecurityEnhance | WeakPwdDictEnab | IRESBASFHIGE | 2
le FRRSHIGE
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BFErR 9 PR
»E | SR SHFIR i588 mEXF
BB
SANEH
SecurityEnhance | AuthFailLockTimeE | RERFHERKY | 2
xCustom B, #&|HwebiEs:
=]
SecurityEnhance | AuthFailMaxExCus | IREBFRFESHAIEL | 2
tom WEARED | &
&|AwebiEE R R
Session Timeout WebiBRTRTE] 2
Session Mode Web&itEs; 2
Contact OfficalWeb "EEM 2
Contact Copyright RERUSE 2
Contact SupportWeb REFASFMNGEG | 2
Contact Email REFAZFME | 2
Contact Phone RERATSZHE |2
Contact DownloadKVMLink | I¥EHYZKVMTE | 2
LR
BMC LocationInfo RENE &, BE
EREX
aszalviy
L,
BMC RemoteOEMInfo | iIRBE=FMEREE | 2
BMC BladeManageMod | FRMREIEET, 1 B
e OSCAE#HRAIHMM
EIEER, 2 OSCAR
WiesightmILEs
IR, ANFA
14, OSCAEH
BMC LanguageSet E=SE 2
BMC CertAlgorithm ZAIEP 2
Melnfo CpuUtiliseThre CPUEZE TR =
Melnfo MemUtiliseThre AEFELEERSEER | 2
Melnfo DiskPartitionUsage | BESXORAEXREE | 2
Thre IR
Melnfo CpuTjmax CPURETREERR | 2
BE
Partition RAIDMode RAID T/FHES; =
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BB
SNEH
PRODUCT WOLState PEIREE(ERENS | B
PRODUCT SWRaidType BIRIFIRRAIDEY | 2
il
PRODUCT WeakPwdDictSupp | iR mERIF5S | 2
ort OSFHGE
DataAcquisition | Enable HIRWEIRSFRE | B
Service
ég‘lﬁ Bios StartOption FE—ERE =2
& | Bios StartOptionFlag | K AUSEBEIRT 2
Bios BiosBootModeSw | BEitE{FEEFFX | B
Bios BiosBootMode BehiiE; 2
Bios BiosBootModeSwE | IPMIEBEIMERE | 2
nable TR
Bios StartOptionFlagExt | RFFHERER | 2
Y, BeERERRES
HE | SyslogConfig EnableState SyslogfFaEIR 2
=H SyslogConfig Msgldentity Syslog==AARR =
SyslogConfig MsgSeverity Syslog&HZ45| 2
SyslogConfig NetProtocol Syslogf&igitiuy 2
SyslogConfig AuthType SyslogiNiE/T=; 2
SyslogConfig MsgProtocol SN R =
BSD:1 IETF:2
SyslogltemCfg | EnableState SyslogfRSSafERE | 2
SyslogltemCfg | DestAddr SyslogiRSs=sitiilt | 2
SyslogltemCfg | DestPort SysloghRSS &8 2
SyslogltemCfg | LogSrcMask SyslogH&REY 2
TrapConfig TrapEnable Trapf#gg 2
TrapConfig TrapVersion TraphiA 2
TrapConfig Trapv3Userid Trapi&RERRV | 2
FAF
TrapConfig TrapMode Trapt&z( =
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FAF#EE 9 PR
ax | SR SHFIR 1588 AT
BBt
SANEHR
TrapConfig Trapldentity Trap=EHIAmR =
TrapConfig CommunityName | TrapEl{ie &, s
5288 (EETER
iBMC V3.01.1201% | X4+
DERARSHSSH | B, A
SAEER, MR | geEiEst
FEHMRSSELESA W
TEREXH, FEE °
EREHIE.
TrapConfig SendSeverity TrapEERERH 2
TrapltemCfg ltemEnable TrapARSS=5{s5E 2
TrapltemCfg DestlpAddr TrapARS5 =gttt 2
TrapltemCfg DestlpPort TrapARSSa8imM =
TrapltemCfg Separator R PRRF =
TrapltemCfg Time BETHRE B |2
1))
TrapltemCfg SensorName BYETRE (R | B
BAER)
TrapltemCfg Severity BYETRE (R | B
i)
TrapltemCfg EventCode BRYETRE EH | B
)
TrapltemCfg EventDesc BYETRE EH | 2
f#IR)
TrapltemCfg ShowKeyWord R BRKEE =
TrapltemCfg BobEnable HREE LRtrapik | 2
MAEREIATS
TrapltemCfg BmaVethlpAddr BYHEAR LiRTrapik | 2
NATIRIAIBMA
vethpg[IPiHIE
TrapltemCfg BmaVethlpPort BISHER_ERTrapik | 2
NATIRIAIBMA
vethR Mm-S
Sel QuerySelMaxNum | SelEAZEiGKE =2
SmtpConfig SmtpEnable SMTP{s8E =
SmtpConfig SmtpServer SMTPiibtik 2
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FAF#EE 9 PR
2% | Sl SHFIR i5¢8B AT
BB
SNEH
SmtpConfig TIsSendMode SMTPE&Sahtls 2
SmtpConfig AnonymousMode | SMTPERFHER | 2
SmtpConfig LoginName SMTPREANBFE | 2
SmtpConfig LoginPasswd SMTPA&AAZEG &, U
#5288 SRR
iBMC V301.1201% | X
DAERRA, A32i588 | B, A
SHINFRER, BEEIRE
o
SmtpConfig SenderName SMTP& {4+ AHBFE &, B
588 SefEEC
iBMC V3.01.1201% | BN
DAERAS, ksl | B, A~
SHILFERETR, REERAE
A,
SmtpConfig TempletTopic SMTPHB{4IERR B
SmtpConfig Templetlpaddr SMTPEEMIHEEN | 2
£
SmtpConfig TempletBoardSn | SMTPEERHEMR | 2
FEIS
SmtpConfig TempletAsset SMTPEEMEm | 2
BIIREs
SmtpConfig SendSeverity SMTPIZEEERIX | B
Al
SmtpltemCfg EmailName s B, B
588 SEERC
iBMC V3.01.1201R% | X4
PAEhRAS, schssg | Bl A~
SHIFRER, BEEERE
£y
SmtpltemCfg EmailDesc B EEERA =2
SmtpltemCfg ItemEnable S E S 2
SmtpltemCfg Separator HBEDIRRA =
SmtpltemCfg ShowKeyWord BREEE =2
SmtpltemCfg Time A RIERTE =
SmtpltemCfg Severity BAREEEER |2
SmtpltemCfg SensorName BEREEREEER | 2
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FAF#EE 9 B
2% | Sl SHFIR 588 AT
BeE Y
SANEX
SmtpltemCfg EventCode BAREEHAS =
SmtpltemCfg EventDesc BEAREEMHRR | 2
Eventinformatio | Enable R HsERE =
n
Eventinformatio | EventType e U Sl =
n
Eventinformatio | Severity LEE I R 2
n
RedfishEventSer | ServiceEnabled XHINBR LIREEREF | 2
vice X
RedfishEventSer | ServerldentitySour | I@BFHIFRRIR 2
vice ce
FEIR | ChassisPayload | PowerOffTimeoutE | FEBRIPR(FRSIAZS | B
=l N
ChassisPayload | PowerOffTimeout | TEBRIBR =
ChassisPayload | PwrButtonLock R EREERIRHL) | 2
BefEREINS
ChassisPayload | PowerRestorePolic | j@HEBFFH15RA& =2
y
IJ% | PowerCapping | Enable DS TI{ERE =
PowerCapping LimitValue THERETE 2
PowerCapping | PowerlLimitWhenSt | IERHTRESHERMK | &
eady T BMCHIRA 5
%
588 | SysPower ExpectedMode I ET/EtER 2
o
= SysPower ExpectedActive FHEBIE =
SysPower ForceUpgradeFlag | iRESEFIFREBIRE | 2
=
0: ZEE 1: 8
HE 2. BEME
FIFHRAEI(1 +15%
BRE2+27R)
SysPower DeepSleepModeEn | iR EFEKIRE =
able
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FAFtsra 9 MR
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BB
SNEH
SysPower PowerinfoMode Power Info Mode =
BER
0: REHMEL
1: EFMER
NFHBFHHENER
SFERSMBIOSIS B
EHHEKRIEHES
O
SysPower PowerUnitGroupSt | E&{tAIPower Unit | 2
artiD Groupf{E#24sID
ShelfPowerCapp | Mode IREFENFEHTRI | 2
ing FoBoE
ShelfPowerCapp | Enable IREREINFESTRE | 2
ing BEIRTS
ShelfPowerCapp | Value IRERENENTE | 2
ing
ShelfPowerCapp | Threshold IREBENFEIERY | 2
ing T=ahl IR
ShelfPowerCapp | MaxThreshold EHTEN IR | 2
ing KB
ITE | Kvm EncryptState KVMINZ(Eseiks | 8
z3
) Vmm EncryptState VMMINZFEEIRS | B
Kvm KeyboardMode REPAREEE. ERARRHEL | B
RIS
Kvm KvmTimeout g H Sl | 2
Kvm LocalKVMState AKVMEREIRES | B
Kvm AutoOSLockState | ZFGBIEIRES 2
Kvm AutoOSLockType | R&GHitEA £
Kvm AutoOSLockKey BE N [duEgE 2
F& | Video VideoSwitch RIEFEIRES =
1)
= | Kvm ScreenSwitch BEE—RFERE | B
#E
ZE | Diagnose BlackBoxState HEEFERERS 2
?
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2% | Sl SHFIR 588 AT

BeE Y
SANEX

#8[0 | Diagnose SolDataState EOMIEFSERS |2

=

B4 | Upgrade DowngradeDisable | WRABAPERINEEERE | 2

F% d K&

8 | Cooling SmartCoolingMod | £FgsiEEIE= 2

UEHES e
Cooling CustomOutletTobj | HXOBNME 2
Cooling CustomCpuCorem | CPUB#RNME 2

Tobj
Cooling CustomDiskTobj EEBRNME 2
Cooling CustomMemoryTo | RFEIME =
bj
Cooling CustomPCHTobj PCHEME 2
Cooling CustomVRDTobj VRDE#NME 2
Cooling CustomVDDQTobj | VDDQBE#RE =
Policy1Class EnvRangeRdL XEVEHERIEIIEE | 2
FIEZIERX ]

Bt | HMMSSHNAT State NAT{EREIRZS =
ExPortConfig State SSDP{#HEERZS 2
HMMSSHNAT Port NATi® 2
Bios BiosPrintFlag BIOSEHTERFX =
Cooling Mode XS &, BE

HEEX
(Gaa 2V
I,
Cooling PowerMode EERET =
Cooling Level X tEEER R &, BE
HRLEX
fHepiR
o,
ComputerSyste | HostnameSyncEna | iIBMA L3 =
m bled Hostname[&2£iBMC
{HREFFX
Stateless Enable TRSITEINREERE | 2
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2% | SHIR SHFIR 588 BT
BeE Y
SNEH
Stateless SysManagerlD TINSITHEIIRERRE | 2
EHID
Stateless AutoPowerOn TIRSITEINEERS | B
B3F LEHFx
Stateless BroadcastNetSegm | FRIRSITEINREER |
ent RINTHEMEL
Stateless BroadcastPort TIRSITEINEERD | 2
BRI iR
Stateless SysManagerlP TR EThRE= s | 82
L ERRSSEEIP
Stateless SysManagerPort | DIASITEINEESE |
T EBRRSSERIR
USBMassStorag | UmsMaxUpdateSp | BM4ECESHARET | 2
e ace &ZINAND FLASH
FERARIR
USBMassStorag | SpConfigFileReady | s#ASPHIST, =2
e
USBMassStorag | SPStartmode SPEMERREISN | B
e OSHIATiEEFG
USBMassStorag | SysRestartDelay OSE[S3ERY 2
e
SmBios Version SMBIOSHVersionZ | 2
HEE
SmBios SKUNumber SMBIOSH 2
SKUNumberZ£4EX
=1
SmBios Family SMBIOSHFamilyz | B2
#HEE
SMS CdevChannelEnabl | TAFFASFEEF | 2
ed BEIRES
PTAS Enable PTASHHH(ERE =
PTAS Altitude RESKREE =
PTAS ServerTag Nes8s 2
Chassis OwnerlD HRFERR 2
Chassis MaxNodelndex ERNRATRZRS| | 82
=1
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2% | Sl SHFIR 588 AT
BeE Y
SANEX
Chassis Nodelndex TREEARNZES| =
Chassis SyncElabel TREBRLSHTE |2
product SN,
product AssetTageg
FIRE
Chassis NodelndexSuffix TREERNNGESR =
Chassis AlarmPolicy x6800mmEEXIFT | B
BT AR HREERY
Bk
0: FiBTHRLIR
1: RER—
IpmbEthBlade PowerCappingValu | & B THES A =
e
IpmbEthBlade PowerCappingFail | Ty TRsEE 2
Action
Cpu DisableCpuSw REZR/ERpuE | 2
-
|OBoard FirmwareVersion | IREIOIREHEA | 2
Warning ImmediatelyReport | HRIEEREEIF L | 2
Bp_EHR
FdmConfig I[ErrWarmResetEna | ERREZEERMEIRAE | 2
ble f\fsERE
PMEServiceConf | CustomSNMPOID | =4 1HLHJ0ID 2
ig
PMEServiceConf | WOLConfigEnable | PMER&SHF 2
ig WOL(wake on lan)
KR IGRERC B TNRE
SdrDev DynamicSensorNu | IS ECERERSH | 2
mBase RIS
Composition DefaultSettingld BB EELID =2
StorageCfgCust | DiskSlotCustomid | FEEHERLERIRIRE | 2
omize ID
IPMIMessageFilt | FireWallStatus IPMBRITESHX | 2
er
IPMIMessagefFilt | FireWallMode IPMIBRILIEEFX | 2
er FiErt, BEairER
BN
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FBFiEr

9 PR

% 9-3 BIOS EZEIn

SR

1588

ProcessorHyperThrea
dingDisable

BB AT KA.

ProcessorFlexibleRati
oOverrideEnable

SR ERRPRFTETIFR, IRBFM, BAKA.

ProcessorFlexibleRati
o

SR PR, BRIACPURRFRIRE,

MonitorMwaitEnable

=5 2 S FFEMonitor/MwaitIhgeg,

ProcessorVmxEnable

CPUREFMEFFR.

ProcessorLtsxEnable

Intel TXTIOREFFX,

MlcStreamerPrefetch
erEnable

HEMTEOT R, BIECPUAMBISSEEECRI, BRXEE
LEEENREFIRNEILEZT, BLURD RFEEARS
8], FENERMEEASHRMR, LIRS RFRINEE,

MicSpatialPrefetcher
Enable

HESPEFTENTIRE, FEZE&EME&E%SHEE?, L
APANESEERIEIES N IR ER D EFER, TRE
S EBRIRHE S RFX LSBT AVEURETRTIEEN S, XA
DMARIEENERREE .

DCUStreamerPrefetc
herEnable

DCUFRTRENIDAERT LATRISEENCPURIEERE, T/ DEERYIE
EXATIE],

DCUIPPrefetcherEna
ble

DCU IPTRERDIBERT LM SEICRHH TR S B SIEF =N
1SRN, M D EERTIEEN AT 1),

CustomPowerPolicy

REXURTUSIEERE, ASFFEH.

PowerSaving

Dynamic Energy Management Technology, BEENE
I, §AuniBIOSETFEAE %, 1BEASH.

ProcessorEistEnable

Inte MBS,  Enhanced Intel SpeedStep®
Technolog, ESRIETEESNSAETCPUSRE, LAT58EF0
RV RIRE,

TurboMode CPU TurbofBSigrx.

PStateDomain PStateDomainJF<, corelfdTie& PackagelEts,
ProcessorCcxEnable | CPU CIRZEFFX

TStateEnable TIREFX, IREF, <RFBRE,
PackageCState Package CIAZESETFFX.

C3Enable CPU C3SIETHF..

C6Enable CPU CRSATFFX,
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9 FftF

L= h ] 7L): ]

ProcessorCleEnable | CPU Cl1efAZATFX.

OSCx ACPI C2/C3 75,

QpiLinkSpeed QP! LINK Speed,

ClusterOnDieEn AESnooptEI{ClusterOnDieiZ EFFX,

EarlySnoopEn H#ESnoopt&E=zt EarlySnoopFIHomeSnoopig EFFK.

DdrFreqLimit RFERIREFTK,

RankMargin Rank Margin ToolF 3%,

rmtPatternLength RMT Pattern Length, Rank Margin Tool /SR E,

MemTestOnFastBoot | HRIEFFIAT, AFEMHFX.

ADREN WTFADRFFX,

CustomRefreshRateE | BtE NFRIFTSRERAIFF X,

n

CustomRefreshRate | FaEcERFRIFTIEEIE,

refreshMode EERETMEL, 1RSOFAERER, ORISR
BERFMEL, EEK1R, SRFEREEBYSSEMSE
RIFTSTERIIARI2ME, KL LERRXRFEEEAIEM,

mcODTOverride W#Fmc ODTiEE, ODT ( on die termination) , 22—
FFFDRAMEZHIEREIE S R a2 H DRAMES{4HAY
DQ/DQS/DMER) - F#&45EaRERNEI, B500hms/
1000hmsiZE,

Numakn NUMA (Non Uniform Memory Access) 22— H=F
fiBegnA, 2N TRLEEENHITARESE, IEE0
LAERSARIARRFiEss i, NiEEREHTE.

IsocEn RERIENE X,

RASMode IRENTFRASIET U /IRSAET/RIGHIRT/ Lockstept&Eal.,

enableSparing

Rank SparingiFFx,

multiSparingRanks Haswell a7 352 Rankifi& iy, AEAERE—
channeld#&{HRankaJEE.
spareErTh REFITHIEERRE, KEIXNMREZERMAESMI, &£

SMIEESHIEE A ERIRASIHEMIER AR,

PatrolScrub

RiFengineR LI —ERNEE EIRIAFHI TG, KIFHE
IERTAHIESEIR, BOLERTHIESSRFIAR AR, &
I AT KT,

PatrolScrubDuration

LUINES R ERIRE M e E8 A — I RAIRT ],
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SR i
DemandScrubMode | Demand Scrubfig L HAESNEENNTFEEERT, WRA
MAMIEER, SEERMIEFSERIUEERZEING. K
wIsEIDemand ScrubfERIFF <,
DeviceTaggingMode | BRENAFEHRBREREER, ERMEEI IR, it

AZSMIFRlR, ESMIFRMEFETLIR & FIEHBIRIE BRI SR
RE—NETEEHL, A5%IEFDevice TaggingFitEagFF
x.

thermalthrottlingsup
port

CLTT (Closed Loop Thermal Throttling) ERTEREEE
REEHRNESR, RIEEREEENRFEH TS,

OLTT (Open Loop Thermal Throttling) ERTFREEE
ERERNNTFSR, RIETCEEMERSRFRET, AERA
FIEERFREATIEREL.

PcieAcpiHotPlugEna | IZEIAFFRIET, AFEHIESRIO PCl-EfHotpluglh

ble Be.

EnableAzaliaVCpOpti | FFRIEIR, =HFTHEE XiFazalia_on_vcpIhag

mizationste

PCleSRIOVSupport FERIEM, AT EETAEE XAPCIEREIMLINEE, RE
7.

VTdSupport FIFaE RAVT-dEilLThge.

InterruptRemap FHiEEE XKHAInterrupt RemappingIhigg, Fvtdigx.

CoherencySupport | ¥JFFak#& XiFCoherency SupportiJIhgE, FOvtdiEx,

IsochCoherencySupp | FIFFEE XFCoherency Support (Isoch) IhgE, #vtdif

ort K.

IdeController

FIFFaRIAISATARES HIEE.

SataCnfigure satafz=HlIEHRIIRE.
PchsSata YTFERKFISsSATAISHIZE,

sSatalnterfaceMode

ssataizFlEHEIRE.

XHCIMode USB 3.0f=HIREFFK.

CREnable BOSEEMFX,

CRTerminalType EBOETERFIREEIARITX,
CRBaudRate BB EERRAFRIET R,
CRinfoWaitTime SBAEERYREEERAE.
CRAfterPost BOFEERIREMEBIOS POSTZEAERL.
PXETsetting WREMIO1T PXEFFR,

PXE2setting WREMI2 PXEFFX,
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9 fiR

SHIR i%Ap

WheaSupport A EXAWHEALNRE, HFEISHTER.

WheaEinjType I E R ASPEENTDRE, SFEZHEX,

SystemErrorEn FIF S E RAEFRESH K.

FDM FIF e E XSRS EHRBMCH X,

PoisonEn FhEFR, HEEZHTER,

EMcalLogEn EMCAHEIER (XFRELOG) BYFFX, BIOSSEFEELOG
Entries, ELOG EntrieshiFHCR T iaiRzE, At
OS/VMMITNIKE(ER, 1ZHERFEBIOSIRIHAVRE N
=75, @®IEntriesitttibifE), SELOGRIROAE—1
WHEA log, WHEA BEREEEEHACPHETEEN.

EMcaCSmiEn CMCIEESMIEEF X, EIKARNNETHIESEIRR ST
H£CMC, BRERITEARIREZ B S=ESMI; 17
EENNEFTHIEEREEESMI, HBIOS4ME, 7ESMI
IR EEREBHBIOSREREEMCEHESEAOS, X
HEFNTREEZNERER.

PowerStateRestoreO | 7EAC LEEfS, 1BERSMIAY_LEBERL,

nACLoss e ON: BzhtH
o OFF: {HFTHE
e Last State: {HFpi—KEcE

BmcWdtEnable FHERAFNERE P, BIPOSTEI 1,

BmcWdtTimeout POSTEI aRTEIZE.

BmcWdtAction POSTEI MasEIRE.

OSWdtEnable FIHEXFOSIEshE 1, BPOSEI 1.

OSWdtTimeout OSE| MarElikE.,

OSWdtAction OSE| MHFIRE.

SysDbgLevel BIOSYERFFXK.

serialDebugMsglvl | BISOVERHFTENZREI,

Pci64BitResourceAllo | 4GLL_EMMIOFHEFF%,

cation

ClkGenSpreadSpectr | EBSIFFX,

um

WakeOnPME RILRIEEEETF oK,

NICTrunk FIFERE, mHAOSRIREDisableNic2ndhandle&Eg
KiA82599895 1N, 1ZBhBer-mEAER.

Language EERE.
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9 MR
SR 588
ComBaseOutput EBOIOEHEE,
OemMemTurbo NEEITTX.
BootType EERigE, Legacy/UEFI/DUAL,
QuickBoot ’E%JEEEUWLE%, KiAfE, BRENHE—FEHTREN
15PN
QuietBoot (=AEEAELHRERE 2RI ERMERAITHEE,
PXEOnly RZHEPXE/SEN, BHIRREIRE,
VideoSelected WREER/IMER R ERIERE,
NoBootDevCtr P =Tl ba s =T =LA A=
BootTypeOrder[0] i=tiER
BootTypeOrder[1] =t iER
BootTypeOrder{2] BalF.
BootTypeOrder[3] =t iER

& 9-4 RAIDI=HIEEECEIR

pE | SHIR SHFIR i5E8 A SUFEENY
HSA
e RaidController | Type RAIDIzHIREE | &, BUEERE
B, SRR,
RaidController | CopybackEnable | RAIDizHlzsE] | 2
d HEINREIRE,
RaidController | SMARTerCopyba | RAIDIEHEEE | 2
ckEnabled HEAESE
SMARTS&IRZ.
EREBHT
B2,
RaidController | JBODEnabled RAIDI=HlEE 2
JBODIHEEIR
RaidController | Mode RAIDIEHIERRY | 2
TRER.
e 0-RAID
e 1-HBA
e 2-JBOD
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FBFiEr 9 Mz

9.6 iIBMC RREARR
RESABRAERCERRINEAS,,  BMGREI FRSAEABR TSRS
e "root” : RAuT{TappitiEATfERE.

o “sshd” : RGFE{TsshiRSAIER.

e  "apache” : REFuz{TnginxiRFZAIERA.

o  “snmpd_user” : RFE{TSnmpiRSAIFER.
e ‘ipmi_user” : RFUE{TipmiRSHIEER.

o  "kvm_user” : RGIE(TITIEEHIESIRSAIGER.,

e  ‘“discovery user” : FRHuz{TSSDPIRSSAIER.

e “comm user” : RFUE{TMCpHFE. rimmiHFELAR DDNSHRSATER.
“redfish_user” : ZRFuz{TredfishiFFERIEER,

(RARTL:
o RGEEABPREERTERBMC, tEASKRFIEMRM.
o RFEIMNBFARKEEFER, X2,
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FBFiEr

10 AiEFIERE

1 O*iﬁiﬂléﬁﬁﬁin

AC

Alternating Current (3Z7iER)

AES

Advanced Encryption Standard (B INEZEFRE)

BBU

Backup Battery Unit (SB{)EEith&aIT)

BIOS

Basic Input Output System (EABMNGHERSK)

CA

Certificate Authority (GEBTELY)

cb

Compact Disc (¥¢2)

CLI

Command-line Interface (ap<174E0)

CcoM

Cluster Communication Port (COM[)

CPLD

Complex Programmable Logic Device (EZ¥0]wi5Z
HEEs)

CPU

Central Processing Unit (FhoMEETT)

CRL

Certificate Revocation List (FBi#EE%13E)

disk

driveRIREINiA], iZfEFEREE.
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FAFiEr 10 KiEFN4EH&IE
drive diskfEINiE, ZiEFTEiEL.
DC Direct Current (EL7E8)
DCMI 1.5 Data Center Manageability Interface Specification
V1.5 (EuEhOEERED)
DES Data Encryption Standard (¥GEINZZRAE)
DNS Domain Name Server (RiZ=ZFRiES5ES)
DVD Digital Video Disc ($isitaz)
E
EIST Enhanced Intel SpeedStep Technology (1&5&EH!Intel
SpeedStepiAR)
ESN Equipment Serial Number (iR&F515)
F
FDM Fault Diagnosis & Management (HFEIZEEIE)
FC Fibre Channel (G¢£FEiE)
G
GPU Graphics Processing Unit (B4 E28)
GUI Graphical User Interface (EfZFF5MH)
H
HDD Hard Disk Drive (FE\R{Z2IKEI2SE)
HMM Hyper Management Module (FBREIEIELR)
HPRE iigh Performance RSA Engine (B 48ERSAINERS|
)
HTTP Hypertext Transfer Protocol (FB3ZAfEitN)
HTTPS Hypertext Transfer Protocol Secure (HTTPS fnz&t
E)

W © BISEREABIRAT 502



Bf5iaLLARSS=S iBMC

FAF#EE 10 RNEFN4EREIE
|
iBMA intelligent baseboard management agent (fR5525E
BEMRIR ETR(CIR)
iBMC Intelligent Baseboard Management Controller (£58g
IRSSeRE TR HIRTT)
IMU I/O Board Management Unit (IOWREIREATT)
10 Integrated Operation (5ERGE(E)
IP Internet Protocol (EEXMINNY)
IPMI Intelligent Platform Management Interface (Z8EF
aEmEEN)
J
JBOD Just a Bundle Of Disks (F#2f%)
K
Kerberos E—FRZNENY, HigitBirRBIERRERANE
FH / BRSS 28R FRfE PR RRTIAIERRSS . &
HadoopEEAT3E2fEFYCH,
KVM keyboard, video, and mouse (§#2, T8, Bir=
&)
L
LAN Local Area Network (i)
LCD Liquid Crystal Display ({REE12%)
LDAP Lightweight Directory Access Protocol (BB
[E)tN)
LLDP Link Layer Discovery Protocol (§5REAIMMY)
LOM LAN On Motherboard (#REEMI48)
M
MAC Media Access Control (SE{AREENIESE)
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10 AIEF GRS

MCTP

Management Component Transport Protocol (ET2

BRI

MD5

Message-Digest Algorithm 5 (GEEISIIFRD)

NTP

Network Time Protocol (RIZ&aElY)

NMI

Non-Maskable Interrupt (A<a]Eikk-HiT)

NCSI

Network Controller Sideband Interface (f£&iz458
EEO)

NPU

Network Process Unit (FJ4&Z4MEREATT)

NVMe

Non-Volatile Memory express (IEZKMEEEREHI
%)

oS

Operating System (&%)

OoCP

Open Compute Project (FFRHEIRE)

oID

Object Identifier (XISAFRRH)

ocCsP

Online Certificate Status Protocol (TEZZIEPRIRESt
)

PCB

Printed Circuit Board (EJIFEBERR)

PCle

Peripheral Component Interconnect Express (ld4E5h
BN EENE)

PCH

Platform Controller Hub (SE&1a4%I87T)

PFAE

Proactive Failure Analysis Engine (EZFEHHSI

%)

PXE

Pre-boot Execution Environment (FUSEH{TINE)

PSU

Power Supply Unit (E3iEfELR)
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FAFiEr 10 RNEFN4EREIE
Q
R
RAID Redundant Array of Independent Disks (JHZH4ERTT
REH)
RDE RAID DIF engine ( RAID DIFIZE/MES [EEHEHR)
Redfish DMTF#JRedfish™APLE—MNFFRAH TR ERS BAME
N, BUTFEHIIREEENARYT BYEEEH.
RFC Request For Comments (i53EA#)
RMCP Remote Management Control Protocol ((TiZEtEs
HH)
S
SAS Serial Attached SCSI (EB{TiEZAISCSI)
SATA Serial Advanced Technology Attachment (EB17&%%
FRBI)
SEL System Event Log (RA#AHHHE
SFTP Secure File Transfer Protocol (Z&3{4HEHIHY)
SHA Secure Hash Algorithm (Z£&E%IE%)
SID Security Identifier (Z£tRRS)
SMTP Simple Mail Transfer Protocol (fEJEEMREEINN)
SNMP Simple Network Management Protocol ({EERMLEE
EiY)
soL Serial Over LAN  (SigmEEER1T)
SSD Solid-State Drive (EZmE#)
SSH Secure Shell (Z£9M%)
SSL Secure Sockets Layer (ZE2EZE)
SSO Single Sign-On (FERER)
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FBFisr 10 RNiEFI4aR&E
T
TLS Transport Layer Security (fE4iEZSMHEMNY)
U
UEFI Unified Extensible Firmware Interface (—a]¥ &
EEEO)
uiD Unit Identification Light (BA83-KT)
uuID Universally Unique Identifier (IBFEME—IRBIRD)
USB Universal Serial Bus (iBFEER{TRELL)
\'/
VLAN Virtual Local Area Network (EEfAE1EEXN)
VMM Virtual Media Manager (FEHUEIAETESE)
VNC Virtual Network Console (FEEHIMLRIZHIE)
w
WWPN World Wide Port Name (£Ekis%5BFR)
WWNN World Wide Node (£BKE—T5mEF)
X
Y
Z
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